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Lab 4.1: Logging into a Cisco Router

User mode - Used to view device statistics and is the prompt location for logging into privileged mode.  

Privileged mode - Used to view and change the configuration of a Cisco router

1. From the Network menu, Add one 2600 router. 

2. Double-click the router to enter its console.

3. Press Enter to enter user mode:  Router>
4. Enter privileged mode:  Router>enable (or en)
5. Go back to user mode:  Router#disable (or disa)
6. Exit the console:  Router>logout (or lo or ex)
Lab 4.2: Overview of Router Modes

Global configuration mode -  Where changes are made to a device’s running-config.
1. Enter global configuration mode: Router#config (or conf)
2. Accept the default configuration in brackets: …[terminal]?enter
3. View the different interfaces that can be modified:  Router(config)#interface ? (Or int ?)
4. Access  fastethernet 0/0:  Router(config)#interface fastethernet 0/0  (Or int f0/0)
5. Go back to global configuration mode:  Router(config-if)#ex
6. View the sub interface options for fastethernet 0/0:  Router(config)#int f0/0.?
7. Access sub interface (aka virtual interface) fastethernet 0/0.1:  Router(config)#int f0/0.1
8. Go back to global configuration mode: Router(config-subif)#exit
9. View the user mode incoming lines that can be assigned passwords:  Router(config)#line ?
10. Access the console line (major/global command): Router(config)#line console 0
11. Go back to global configuration mode:  Router(config-line)#exit
12. Enter routing protocol configuration mode for RIP:  Router(config)#router rip
13. Go back to privileged mode using Ctrl-Z:  Router(config-router)#^z
Lab 4.3: Editing and Help Features

Help Features

1. By using a question mark (?) at any prompt, you can see the list of commands available from that prompt. 
· Press the spacebar to get another page of information
· Press Enter to show one command at a time. 
· Press any other key to quit and be brought back to the prompt.  

2. Find the commands that start with the letter c.
Router#c?
  cd clear clock cns configure connect copy

3. Find the next command in the string for the command clock.
Router#clock ?
  set  Set the time and date
4. Set the router’s clock time, and date using the help screens:  Router#clock?
Example: Router#clock set 18:02:15 10 september 2005
5. View the time and date:  Router#show clock
6. If a command sequence is entered incorrectly, the caret symbol ( ^ ) indicates the location.
Router#clock shut 10:30:10 28 8 

              ^        

% Invalid input detected at '^' marker.

7. If a match between a typed command and known command can’t be established:
Router#sh s
% Ambiguous command:  "sh s"

8. Use the question mark to find the needed command.
Router#sh s?

sessions  startup-config

Command Line Editing Keys
1. From privileged mode, type show access-list 10. Don't press Enter for this editing demonstration.

Ctrl+a - Takes you to the beginning of the line.

Ctrl+e - Takes you back to the end of the line.

Ctrl+f - Moves forward one character.

Ctrl+b - Moves back one character.

Ctrl+p and Up Arrow - Repeats last command.

Command History
1. Use the show history (sh hi) command to see the last 10 commands entered on the router. 

Router#sh history
2. Use the show terminal (sh t) command to verify the terminal history size. 

Router#sh terminal
3. The terminal history size command can change the size of the history buffer. 

Router#terminal history size ?
<0-256>  Size of history buffer

Router#terminal history size 25
4. Verify the change with the show terminal (sh t) command. 

Router#sh terminal
5. Type terminal no editing.  Advanced editing is now off.  Type Ctrl+p and then try using the command line editing keys (Ctrl+a, Ctrl+e, etc).  They will have no effect. 

6. Type terminal editing and press Enter to re-enable advanced editing.

7. Type sh run (sh ru), then press the Tab key to have the command auto-completed.
Lab 4.4: Gathering Basic Router Information

show version - provides basic configuration information about system hardware, software version, configuration file names and sources, and the bootstrap/system images. 

1. Show the router’s system information: Router#sh version
The show version (sh ve) command can show (In order displayed): 
· The IOS filename running.
IOS (tm) C2600 Software (C2600-BIN-M), Version 12.2(13)T1,  RELEASE SOFTWARE (fc1)

· How long the router has been running.
Router uptime is 7 minutes

· How it was restarted.
System returned to ROM by reload

· The model hardware and processor versions
cisco 2621 (MPC860) processor (revision 0x101)
· The amount of DRAM.
27648K/5120K bytes of memory
· The configuration register value listed last.
Configuration register is 0x2102
2. Show the current running configuration: Router#show running-config (or sh ru)
· DRAM configurations for hostname, IP addresses, interfaces, and device access lines.
3. Show the configuration used upon reload (restart): Router#show starting-config (or sh st)
· NVRAM configurations for hostname, IP addresses, interfaces, and device access lines used on reload.
· Note the amount of NVRAM used to store the startup-config file.
4. Delete the startup-config file:  Router#erase startup-config (or er st conf)
· If sh st is used again, a message will appear stating there is no startup-configuration in NVRAM.
Router#sh st
startup-config is not present

Router#

Lab 4.5: Setting Passwords

Five passwords secure Cisco routers. Two passwords are used to set the enable password to secure privileged mode. Three passwords are used to configure user mode access through the console port, the auxiliary port, and via Telnet. 

1. Enter global configuration mode to set the two enable passwords on the router.
Router(config)#enable secret todd
Router(config)#enable password cisco
· Network Visualizer™ 4.1 only supports the enable secret and enable password at this time

· The enable secret supercedes/overrides the enable password.

· If the enable secret password is set, the enable password will not be requested. 

2. Set ther user mode passwords by using the line command. 

Router(config)#line ?
· Network Visualizer™ 4.1 does not support the tty and x/y modem line commands 

· Aux is used to set the user-mode password for the auxiliary port.
· Typically used for configuring a modem on the router and can be used as a console too. 

· Console is used to set a console user-mode password

· Vty is used to set a Telnet password on the router. If the password is not set, Telnet cannot be used by default.

· To configure the user-mode passwords, configure the line and use either the login or no login command to tell the router whether or not to prompt for authentication.
· Help screens do not work from: Router(config-line)#  

· Type “exit” to get back one level if you want to use the help option: Router(config)#  

3. Set the router auxiliary password. There is only the choice of 0–0 because there is only one port. 

Router(config)#line aux 0
Router(config-line)#login

% Login disabled on line 65, until 'password' is set

· The router won’t request password authentication unless the login command is set.
· In the newer IOS now running, the login command cannot be set until you set a password. 

· If you set the login command and not a password, you are locked out from that line. 

Router(config)#line aux 0
Router(config-line)#password todd

Router(config-line)#login
4. Set the router console password. There is only the choice of 0–0 because there is only one port.
Router(config)#line console 0

Router(config-line)#login

% Login disabled on line 0, until 'password' is set

· In the newer IOS now running, the login command cannot be set until you set a password. 

· If you set the login command and not a password, you are locked out from that line. 

Router(config)#line console 0

Router(config-line)#password todd1

Router(config-line)#login

5. Set the optional exec-timeout 0 0 and logging synchronous console port commands.

· The exec-timeout 0 0 command sets the timeout for the console EXEC session to never time out. 

· The logging synchronous stop consoles messages from popping up and disrupting input being typed and makes it easier to read input messages.

Router(config)#line con 0
Router(config-line)#exec-timeout ?

<0-35791>  Timeout in minutes

Router(config-line)#exec-timeout 0 ?
<0-2147483>  Timeout in seconds

<cr>

Router(config-line)#exec-timeout 0 0

Router(config-line)#logging synchronous

6. Set the router telnet password. 
Router(config)#line vty 0 ?

<1-4>  Last Line number

<cr>

Router(config-line)#line vty 0 4
Router(config-line)#password todd2

· The login command was not issued with this line configuration. 
· By default, the login command is set on the VTY lines.

· It stops anyone telneting into the router until a password is set.
· Attempting to telnet into a router that does not have a VTY password set will generate an error stating that the connection is refused because the password is not set. 
· The router can allow telnet connections without a password by using the no login command. 

7. By setting this next command, a password will not be requested when telneting into the router. 
· This method is not recommended, but here is how it can be done:

Router(config-line)#line vty 0 4

Router(config-line)#no login

· After routers are configured with an IP address, the Telnet program can be used to configure and check the them instead of having to use a console cable. Use the Telnet program by typing telnet from any command prompt (DOS or Cisco). 
Lab 4.6: Saving Your Configurations

1. Manually save the currently running configuration file from DRAM to NVRAM:  copy run start
Router#copy run start
Destination filename [startup-config]?enter

Building configuration...

· The configuration file was placed in NVRAM and will be used when the router is rebooted. 

2. View this startup configuration file with the show startup-config (sh st) command. 

Router#show start
Lab 4.7: Encrypting Your Passwords

By default, only the enable secret password is encrypted. The user mode and enable passwords need to be manually encrypted. Notice that you can see all the passwords except the enable secret when performing a show running-config on a router. 

Router#sh ru
... (additional info)
enable secret 5 $1$F/gZ$mNTwylb4ZJ4J1WW97nUJG.

enable password cisco

... (additional info)
Router#
1. Manually encrypt passwords using the service password-encryption command. 

Router#config t

Router(config)#service password-encryption
Router(config)#exit

2. Type show running-config to see the enable password and the line passwords are all encrypted. 

Router#sh ru
... (additional info)
enable secret 5 $1$F/gZ$mNTwylb4ZJ4J1WW97nUJG.

enable password 7 05080F1C2243

... (additional info)
line con 0

 password 7 111D16011343

 logging synchronous

 login

line aux 0

 password 7 044F04020B

 login

line vty 0 4

 password 7 051F090B251E

 login

line vty 5 15

 password 7 105A061D0145

 login

!

· The service password-encryption is a router process using system resources in the background. 
· After performing a show running-config to see the encrypted passwords, turn off the process. 
3. Use the command no service password-encryption to turn off the service.
Router#config t

Router(config)#no service password-encryption
Router(config)#^z
· The passwords will stay encrypted until they are reset.
Lab 4.8: Setting Router Banners

Banners can be set on a Cisco router to give information, like a security notice, to people dialing in or connecting to the router via Telnet, the auxiliary port, or the console port. 

· Network Visualizer™ 4.1 only supports the MOTD banner.
· The delimiting character tells the router where the message ends.
· The delimiting character is any character chosen and entered after the banner motd command.
1. Configure the router MOTD. 

Router(config)#banner motd #

Enter TEXT message.  End with the character '#'.

If you are not authorized to be in RouterSim.com network, then you must disconnect immediately.

# (Putting the delimiting character here will create a space between the motd and the command line)
Router(config)#^z
Router#

00:25:12: %SYS-5-CONFIG_I: Configured from console by console

Router#exit
Router con0 is now available

Press enter to get started.

If you are not authorized to be in RouterSim.com network, then you must disconnect immediately.
User Access Verification

Password:

Lab 4.9: Configuring Router Interfaces

Interface configurations must be exact to be able to communicate with other devices. 

1. Enter global configuration mode to see all available interfaces. 

Router(config)#interface ? 
Router(config)#interface serial ?
  <0-1>  Serial interface number

Router(config)#int serial 0

% Incomplete command.

Router(config)#int serial 0?
/

Router(config)#int serial 0/?

  <0-1>  FastEthernet interface number
· The output will vary depending on the type of router device. 

· The output below shows a 2600 router with 2 serial interfaces labeled 0/0 and 0/1. 

· The first option is the slot and the second option is the port. 

· Each 2600 has two slots that can be filled with physical interfaces. 

· The routers used in this program only have interfaces in slot 0.  

2. Enter interface configuration mode to configure the serial interface. For example:

Router(config)#interface serial 0/1 (or int s0/1)
Router(config-if)#exit
3. The 2600 router also has two FastEthernet 10/100BaseT ports. For example:
Router(config)#interface f?
  <0-1>  FastEthernet interface number

Router(config)#int f0

% Incomplete command.

Router(config)#int f0?
/

Router(config)#int f0/?

  <0-1>  FastEthernet interface number

· The full slot/port command int fastethernet 0/0 must be typed. (or f0/0)  

Lab 4.10: Bringing Up an Interface

Interfaces can be turned off with the shutdown command or turned on with the no shutdown command. 
· show interface can show if an interface is “administratively down” due to being shut down manually.

· show interface can show if an interface is “line (protocol) down” due to not being assigned a protocol.
· The show running-config command will only show the interface as shut down.
· All interfaces are shut down by default. 

1. Type show interface fastethernet 0/0 to see it is administratively down. 

Router#sh int f0/0
FastEthernet0/0 is administratively down, line protocol is down

... (additional info)
2. Bring up the interface Fastethernet 0/0 with the no shutdown (no shut) command. 

Router#config t

Enter configuration commands, one per line.  End with CTRL/Z.

Router(config)#int f0/0

Router(config-if)#no shut
Router(config-if)#^z
00:57:08: %LINK-3-UPDOWN: Interface Fastethernet 0/0, changed state to up

00:57:09: %LINEPROTO-5-UPDOWN: Line protocol on Interface Fastethernet 0/0, changed state to up

Router#sh int f0/0

Fastethernet 0/0 is up, line protocol is up
· The line protocol will only be up if f0/0 is connected to another router’s f0/0 port.
3. Configure the router to enable all interfaces by issuing the no shutdown command on all interfaces.

Lab 4.11: Configuring an IP Address on an Interface

Use the interface configuration mode ip address command to configure interface IP addresses.  

1. Configure the Fastethernet 0/0 interface with the IP address of 172.16.10.2 /24. 

Router(config)#int f0/0

Router(config-if)#ip address 172.16.10.2 255.255.255.0
Router(config-if)#no shut

· no shut will enable an interface. 
· show int f0/0 will show if the interface is administratively or line proctocol shut down .

· show run will also show if the interface is shut down, but not for what reason (manual, protocol, etc)

2. Use the secondary command to add a second subnet address to an interface.  
· Typing another IP address and pressing Enter will replace the existing IP address and mask. 
Router(config-if)#ip address 172.16.20.2 255.255.255.0 secondary
Router(config-if)#^z
3. Verify both addresses are configured on the interface with the sh run command.

Router#sh ru
Building configuration...

Current configuration:

[output cut]

!

interface Fastethernet 0/0

 ip address 172.16.20.2 255.255.255.0 secondary

 ip address 172.16.10.2 255.255.255.0

Lab 4.12: Serial Interface Commands

In production/enterprise environment, the serial interface will typically be attached to a CSU/DSU type of device that provides clocking for the serial line. By default, Cisco routers are DTE devices. Therefore, in a lab environment, a back-to-back router configuration is generally used.  One router interface acts as the DTE and a different router’s interface acts as the DCE device to provide clocking for the serial line.

1. Configure a DCE serial interface with the clock rate command.
· If an interface is set as a DTE, an error will be received when using the clock rate command.

Router#config t

Enter configuration commands, one per line.  End with CTRL/Z.

Router(config)#int s0/0
Router(config-if)#clock rate ?

... (available clock rates)
Router(config-if)#clock rate 64000
%Error: This command applies only to DCE interfaces

Router(config-if)#int s0/1
Router(config-if)#clock rate 64000
%Error: This command applies only to DCE interfaces

· To get the clock rate command to work, globally enable the router for frame relay switching and then configure the serial interfaces as frame relay DCEs.

Router(config)#frame-relay sw
Router(config)#int s0/0
Router(config-if)#frame-relay intf-type dce
Router(config-if)#clock rate 64000
Router(config-if)#
· The clock rate command is in bits per second (bps). 

2. Configure the bandwith of the DCE.
Router(config-if)#bandwidth ?

  <1-10000000>  Bandwidth in kilobits

Router(config-if)#bandwidth 64 (or ban 64)
· The bandwidth command is configured in kilobits.

· Every Cisco router ships with a default serial link bandwidth of a T1, i.e. 1.544 Mbps. 
· The default serial link bandwidth has nothing to do with how data is transferred over a link, but it is used by routing protocols like IGRP, EIGRP, and OSPF to calculate the best cost to a remote network. 
Lab 4.13: Setting the Router Hostnames

Use the hostname command to set the hostname of the router. The hostname is only locally significant for the administrator.  It has no bearing on how the router performs name lookups on the internetwork. 

1. Set the router hostname.

Router#config t

Enter configuration commands, one per line.  End with CTRL/Z.

Router(config)#hostname Todd
Todd(config)#

Lab 4.14: Setting Interface Descriptions

Setting descriptions on an interface is only locally significant, but it is very helpful to the administrator by keeping track of circuit numbers. 

1. Set the description of the fastethernet 0/0 interface to Sales LAN
Todd(config)#int f0/0

Todd(config-if)#description Sales LAN (or desc Sales LAN)
2. Set the description of the serial 0/0 interface to WAN to Miami with a circuit number of 6fdda4321.

Todd(config-if)#int s0/0
Todd(config-if)#desc WAN to Miami circuit:6fdda4321

3. View the description of an interface with either the show run or show int command.
Todd#sh run
... (additional info)
interface Fastethernet0/0

 description Sales LAN
 ip address 172.16.20.2 255.255.255.0 secondary

 ip address 172.16.10.2 255.255.255.0

 no ip directed-broadcast

!

interface Serial0/0

 description WAN to Miami circuit:6fdda4321

 no ip address

 no ip directed-broadcast

 shutdown

Todd#sh int f0/0
FastFastethernet 0/0 is up, line protocol is up

Hardware is AmdFE, address is 00b0.6483.2120 (bia 00b0.6483.2120)

Description: Sales LAN  

[cut]

Todd#sh int s0/0
Serial 0/0 is administratively down, line protocol is down

  Hardware is HD64570

  Description: Wan to Miami circuit:6fdda4321

... (additional info)
Todd#

Lab 4.15: Verifying Your Configuration

If everything appears to be in order after running the show run command, verifiy device connectivity with the commands ping and telnet. 

1. The different protocols that can be used with ping can seen by typing ping ? at the router user-mode or privileged mode prompt, but not at the configuration mode prompt. 

Todd#ping ?

  ... (different procotols)
· Network Visualizer™ 4.1  only supports IP ping at this time.  

2. Traceroute can also be used with multiple protocols and will show the path a packet takes as it traverses an internetwork. 

Todd#traceroute ?
  ... (different procotols)

· Network Visualizer™ 4.1  only supports IP trace at this time 

3. Telnet can be used to test IP connectivity by trying to establish a telnet session to remote routers.  
Todd#telnet ?

  WORD  IP address or hostname of a remote system

  <cr>
· Telnet is automatically initiated when only a hostname or IP address is typed at the command line. 
· For telnet to be successful, a properly configured and working network is necessary.
4. Typing show int can help verify all interface configurations. The command show int ? will show all the available interface types than can be configured. The only interfaces that are not logical are FastEthernet and Serial. 

Todd#sh int ?

  ... (available interface types)
5. Specific interfaces can be seen using show int f0/0 or s0/0.  

Todd#sh int fa0/0
FastEthernet0/0 is up, line protocol is up
  ... (additional info)
6. The show controllers command can display information about the physical interface itself. When connected, it will show the type of serial cable plugged into a serial port. Typically it will only be a DTE cable, which then plugs into a type of Data Service Unit (DSU). 

Todd#sh controllers s0/0
Interface Serial0/0
Hardware is PowerQUICC MPC860
DCE V.35, clock rate 64000
idb at 0x813CA7B4, driver data structure at 0x813D1CE8

Clear all configurations
Clear the configurations up to this point for all routers to allow for configuring the devices according to the following labs without any extraneous information.  

Todd#erase startup-config
Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]enter

[OK]

Erase of nvram: complete

Todd#

01:58:09: %SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram

Todd#reload

System configuration has been modified. Save? [yes/no]: no
Proceed with reload? [confirm] enter
Would you like to enter the initial configuration dialog? [yes/no]: n
· If sh st is used, a message will appear stating there is no startup-configuration in NVRAM.

Router#sh st
startup-config is not present

Router#

Lab 5.1: Configuring the Routers

This first lab configures routers 2600A – 2600E, finishes with 2600A, and then builds the routing tables. 

1. Connect to the 2600A router and set the hostname, passwords, interface descriptions, banners and IP addresses of each interface. 

Router>enable
Router#config t
Router(config)#hostname 2600A (or host ...)
2600A(config)#enable secret todd (or ena sec todd)
2600A(config)#line console 0 (or line con 0)
2600A(config-line)#password todd (or pass todd)
2600A(config-line)#login

2600A(config-line)#line aux 0
2600A(config-line)#password todd
2600A(config-line)#login

2600A(config-line)#line vty 0 4

2600A(config-line)#password todd

2600A(config-line)#login

2600A(config-line)#int f0/0

2600A(config-if)#ip address 172.16.60.1 255.255.255.0 (or ip add ...)
2600A(config-if)#description connection to LAN 60 (or desc ...)
2600A(config-if)#no shutdown (or no sh)
2600A(config-line)#int s0/0
2600A(config-if)#ip address 172.16.20.2 255.255.255.0
2600A(config-if)#description connection to 2600E

2600A(config-if)#no shutdown

2600A(config-if)#exit (or ex)
2600A(config)#banner motd # (or ban motd #)
This is the 2600A router

#
2600A(config)#exit
2600A#copy run start (or copy ru st)
2. Connect to the 2600B router and set the hostname, passwords, interface descriptions, banners and IP addresses of each interface. 

Router>enable
Router#config t

Router(config)#hostname 2600B

2600B(config)#enable secret todd

2600B(config)#line console 0
2600B(config-line)#password todd

2600B(config-line)#login

2600B(config-line)#line aux 0
2600B(config-line)#password todd
2600B(config-line)#login

2600B(config-line)#line vty 0 4

2600B(config-line)#password todd

2600B(config-line)#login

2600B(config-line)#int f0/0

2600B(config-if)#ip address 172.16.70.1 255.255.255.0
2600B(config-if)#description connection to LAN 70

2600B(config-if)#no shutdown

2600B(config-line)#int s0/0
2600B(config-if)#ip address 172.16.30.2 255.255.255.0
2600B(config-if)#description connection to 2600E

2600B(config-if)#no shutdown

2600B(config-if)#exit
2600B(config)#banner motd #
This is the 2600B router

#
2600B(config)#exit

2600B#copy run start
3. Connect to the 2600C router and set the hostname, passwords, interface descriptions, banners and IP addresses of each interface. 

Router>enable
Router#config t

Router(config)#hostname 2600C

2600C(config)#enable secret todd

2600C(config)#line console 0
2600C(config-line)#password todd

2600C(config-line)#login

2600C(config-line)#line aux 0
2600C(config-line)#password todd
2600C(config-line)#login

2600C(config-line)#line vty 0 4

2600C(config-line)#password todd

2600C(config-line)#login

2600C(config-line)#int f0/0

2600C(config-if)#ip address 172.16.80.1 255.255.255.0
2600C(config-if)#description connection to LAN 80

2600C(config-if)#no shutdown

2600C(config-line)#int s0/0
2600C(config-if)#ip address 172.16.40.2 255.255.255.0
2600C(config-if)#description connection to 2600F
2600C(config-if)#no shutdown

2600C(config-if)#exit
2600C(config)#banner motd #
This is the 2600C router

#
2600C(config)#exit

2600C#copy run start
4. Connect to the 2600D router and set the hostname, passwords, interface descriptions, banners and IP addresses of each interface. 

Router>enable
Router#config t

Router(config)#hostname 2600D

2600D(config)#enable secret todd

2600D(config)#line console 0
2600D(config-line)#password todd

2600D(config-line)#login

2600D(config-line)#line aux 0
2600D(config-line)#password todd
2600D(config-line)#login

2600D(config-line)#line vty 0 4

2600D(config-line)#password todd

2600D(config-line)#login

2600D(config-line)#int f0/0

2600D(config-if)#ip address 172.16.90.1 255.255.255.0
2600D(config-if)#description connection to LAN 90

2600D(config-if)#no shutdown

2600D(config-line)#int s0/0
2600D(config-if)#ip address 172.16.50.2 255.255.255.0
2600D(config-if)#description connection to 2600F
2600D(config-if)#no shutdown

2600D(config-if)#exit
2600D(config)#banner motd #
This is the 2600D router

#
2600D(config)#exit

2600D#copy run start
5. Connect to the 2600E router and set the hostname, passwords, interface descriptions, banners and IP addresses of each interface. The only difference with 2600E and 2600A is that they both have DCE cables connected to both their WAN serial links. On the Network Visualizer screen, set 2600E S0/0 and S0/1 as the DCE and leave 2600A S0/0 and 2600B S0/0 as the DTE.
Router>enable
Router#config t

Router(config)#hostname 2600E

2600E(config)#enable secret todd

2600E(config)#line console 0
2600E(config-line)#password todd

2600E(config-line)#login

2600E(config-line)#line aux 0
2600E(config-line)#password todd
2600E(config-line)#login

2600E(config-line)#line vty 0 4

2600E(config-line)#password todd

2600E(config-line)#login

2600E(config-line)#int f0/0

2600E(config-if)#ip address 172.16.10.1 255.255.255.0
2600E(config-if)#description connection to backbone

2600E(config-if)#no shutdown

2600E(config-line)#int s0/0
2600E(config-if)#ip address 172.16.20.1 255.255.255.0
2600E(config-if)#description connection to 2600A

2600E(config-if)#clock rate 64000

2600E(config-if)#no shutdown

2600E(config-line)#int s0/1
2600E(config-if)#ip address 172.16.30.1 255.255.255.0
2600E(config-if)#description connection to 2600B

2600E(config-if)#clock rate 64000

2600E(config-if)#no shutdown

2600E(config-if)#exit
2600E(config)#banner motd #
This is the 2600E router

#
2600E(config)#exit

2600E#copy run start
6. Connect to the 2600F router and set the hostname, passwords, interface descriptions, banners and IP addresses of each interface. On the Network Visualizer screen, set 2600F S0/0 and S0/1 as the DCE and leave 2600C S0/0 and 2600D S0/0 as the DTE.

Router>enable
Router#config t

Router(config)#hostname 2600F

2600F(config)#enable secret todd

2600F(config)#line console 0
2600F(config-line)#password todd

2600F(config-line)#login

2600F(config-line)#line aux 0
2600F(config-line)#password todd
2600F(config-line)#login

2600F(config-line)#line vty 0 4

2600F(config-line)#password todd

2600F(config-line)#login

2600F(config-line)#int f0/0

2600F(config-if)#ip address 172.16.10.2 255.255.255.0
2600F(config-if)#description connection to backbone

2600F(config-if)#no shutdown

2600F(config-line)#int s0/0
2600F(config-if)#ip address 172.16.40.1 255.255.255.0
2600F(config-if)#description connection to 2600C

2600F(config-if)#clock rate 64000

2600F(config-if)#no shutdown

2600F(config-line)#int s0/1
2600F(config-if)#ip address 172.16.50.1 255.255.255.0
2600F(config-if)#description connection to 2600D

2600F(config-if)#clock rate 64000

2600F(config-if)#no shutdown

2600F(config-if)#exit
2600F(config)#banner motd #
This is the 2600F router

#
2600F(config)#exit

2600F#copy run start
Lab 5.2: Verifying the Configurations

Verify the router configurations. 

1. Starting at the 2600A router and finishing at the 2600F router, run the following two commands:

2600A#show running-config

2600A#show ip route

2. Notice the running-config shows the complete configuration of the selected router. 
· The show ip route command is used to see the routing table of a router. 
· Only the “C - directly connected” networks are showing. 
· Routers can only route to the directly connected networks.
· The sh ip int brief command shows a concise list of interface IP addresses and their status.
3. Run through the verification commands on the other routers. 

2600B#show running-config

2600B#show ip route

2600C#show running-config

2600C#show ip route

2600D#show running-config

2600D#show ip route

2600E#show running-config

2600E#show ip route

2600F#show running-config

2600F#show ip route
· In order to send packets to another network not in the routing table, it’s necessary to configure the routing table of a router on this network with information of how to get to the remote network. 

Lab 5.3: Configuring Static Routing

Create static routing tables on each router that will allow routing throughout the entire network. At this point, only routing through directly connected networks of each router is possible. Remember that the routing will not work until all static routes are configured in all routers. 
· All necessary ports must be connected first for static routes to show up in the routing tables.

· A static route must be configured for every network that is “not” directly connected.

· Format:  Destination network, subnet mask, default gateway to destination network.

1. From the 2600A router, use the ip route command to configure static routing. The 2600A router is connected to networks 172.16.20.0 and 172.16.60.0.  The next hop gateway for this router is always 172.16.20.1 (router 2600E).

2600A#config t
2600A(config)#ip route 172.16.10.0 255.255.255.0 172.16.20.1

2600A(config)#ip route 172.16.30.0 255.255.255.0 172.16.20.1

2600A(config)#ip route 172.16.40.0 255.255.255.0 172.16.20.1

2600A(config)#ip route 172.16.50.0 255.255.255.0 172.16.20.1
2600A(config)#ip route 172.16.70.0 255.255.255.0 172.16.20.1

2600A(config)#ip route 172.16.80.0 255.255.255.0 172.16.20.1

2600A(config)#ip route 172.16.90.0 255.255.255.0 172.16.20.1
2600A(config)#exit

2600A#copy run start
2. From the 2600B router, use the ip route command to configure static routing. The 2600B router is connected to networks 172.16.30.0 and 172.16.70.0  The next hop gateway for this router is always 172.16.30.1 (router 2600E). 

2600B#config t
2600B(config)#ip route 172.16.10.0 255.255.255.0 172.16.30.1

2600B(config)#ip route 172.16.20.0 255.255.255.0 172.16.30.1

2600B(config)#ip route 172.16.40.0 255.255.255.0 172.16.30.1

2600B(config)#ip route 172.16.50.0 255.255.255.0 172.16.30.1
2600B(config)#ip route 172.16.60.0 255.255.255.0 172.16.30.1

2600B(config)#ip route 172.16.80.0 255.255.255.0 172.16.30.1

2600B(config)#ip route 172.16.90.0 255.255.255.0 172.16.30.1
2600B(config)#exit

2600B#copy run start
3. From the 2600C router, use the ip route command to configure static routing. The 2600C router is connected to networks 172.16.40.0 and 172.16.80.0 The next hop gateway for this router is always 172.16.40.1 (router 2600F). 

2600C#config t
2600C(config)#ip route 172.16.10.0 255.255.255.0 172.16.40.1

2600C(config)#ip route 172.16.20.0 255.255.255.0 172.16.40.1

2600C(config)#ip route 172.16.30.0 255.255.255.0 172.16.40.1

2600C(config)#ip route 172.16.50.0 255.255.255.0 172.16.40.1
2600C(config)#ip route 172.16.60.0 255.255.255.0 172.16.40.1

2600C(config)#ip route 172.16.70.0 255.255.255.0 172.16.40.1

2600C(config)#ip route 172.16.90.0 255.255.255.0 172.16.40.1
2600C(config)#exit

2600C#copy run start
4. From the 2600D router, use the ip route command to configure static routing. The 2600D router is connected to networks 172.16.50.0 and 172.16.90.  The next hop gateway for this router is always 172.16.50.1 (router 2600F). 

2600D#config t
2600D(config)#ip route 172.16.10.0 255.255.255.0 172.16.50.1

2600D(config)#ip route 172.16.20.0 255.255.255.0 172.16.50.1

2600D(config)#ip route 172.16.30.0 255.255.255.0 172.16.50.1

2600D(config)#ip route 172.16.40.0 255.255.255.0 172.16.50.1
2600D(config)#ip route 172.16.60.0 255.255.255.0 172.16.50.1

2600D(config)#ip route 172.16.70.0 255.255.255.0 172.16.50.1

2600D(config)#ip route 172.16.80.0 255.255.255.0 172.16.50.1
2600D(config)#exit

2600D#copy run start
5. From the 2600E router, use the ip route command to configure static routing. The 2600E router is connected to networks 172.16.10.0, 172.16.20.0 and 172.16.30.0.  The next hop gateway for this router will be routers 2600A, 2600B, & 2600F.
2600E#config t
2600E(config)#ip route 172.16.40.0 255.255.255.0 172.16.10.2
2600E(config)#ip route 172.16.50.0 255.255.255.0 172.16.10.2
2600E(config)#ip route 172.16.60.0 255.255.255.0 172.16.20.2

2600E(config)#ip route 172.16.70.0 255.255.255.0 172.16.30.2
2600E(config)#ip route 172.16.80.0 255.255.255.0 172.16.10.2
2600E(config)#ip route 172.16.90.0 255.255.255.0 172.16.10.2
2600E(config)#exit

2600E#copy run start
6. From the 2600F router, use the ip route command to configure static routing. The 2600F router is connected to networks 172.16.10.0, 172.16.40.0 and 172.16.50.0. The next hop gateway for this router will be routers 2600C, 2600D, & 2600E.
2600F#config t
2600F(config)#ip route 172.16.20.0 255.255.255.0 172.16.10.1
2600F(config)#ip route 172.16.30.0 255.255.255.0 172.16.10.1
2600F(config)#ip route 172.16.60.0 255.255.255.0 172.16.10.1

2600F(config)#ip route 172.16.70.0 255.255.255.0 172.16.10.1
2600F(config)#ip route 172.16.80.0 255.255.255.0 172.16.40.2
2600F(config)#ip route 172.16.90.0 255.255.255.0 172.16.50.2
2600F(config)#exit

2600F#copy run start
Lab 5.4: Verifying Static Routing

Verify your configurations with the show ip route command.
· If a route is not in the routing table, make sure it is correctly configured in the running-config.
· If there is a routing entry in the running-config, but not in the routing table, check the entry for a typo. 
· If the entry is correct, make sure the link to that network is up. 

1. From the 2600A router, use the show ip route command to verify your routing table. 

2600A#show ip route
2. From the 2600B router, use the show ip route command to verify your routing table. 

2600B#show ip route
3. From the 2600C router, use the show ip route command to verify your routing table. 

2600C#show ip route
4. From the 2600D router, use the show ip route command to verify your routing table. 

2600D#show ip route
5. From the 2600E router, use the show ip route command to verify your routing table. 

2600E#show ip route
6. From the 2600F router, use the show ip route command to verify your routing table. 

2600F#show ip route
7. Once the routing tables have been verified in all routers, add a 1900 switch to the network and connnect the switch f0/26 port to the 2600E f0/0 port and the switch f0/27 port to the 2600F f0/0 port.

8. Use the ping command to verify IP connectivity between routers. From the 2600A router, ping all the other routers. 

2600A#ping 172.16.10.2

2600A#ping 172.16.20.1

2600A#ping 172.16.30.2

2600A#ping 172.16.40.2

2600A#ping 172.16.50.2

2600A#ping 172.16.60.1

2600A#ping 172.16.70.1

2600A#ping 172.16.80.1

2600A#ping 172.16.90.1

Lab 5.5: Configuring and Verifying the Hosts

Once labs 5.1 – 5.4 have been completed, add the hosts to the network and verify the configurations. 
Connect Hosts A-D to the 1900 switch and then connect Hosts E-H to the corresponding router f0/0 port matching their subnetwork address.

· Right-click on a Host and click on the “IP Config” button.
1. HostA
IP Address: 172.16.10.5

Subnet Mask: 255.255.255.0

Default Gateway: 172.16.10.1

2. HostB
IP Address: 172.16.10.6

Subnet Mask: 255.255.255.0

Default Gateway: 172.16.10.1

3. HostC
IP Address: 172.16.10.7

Subnet Mask: 255.255.255.0

Default Gateway: 172.16.10.1
4. HostD
IP Address: 172.16.10.8

Subnet Mask: 255.255.255.0

Default Gateway: 172.16.10.1

5. 
HostE
IP Address: 172.16.60.3

Subnet Mask: 255.255.255.0

Default Gateway: 172.16.60.1

6. HostF
IP Address: 172.16.70.3

Subnet Mask: 255.255.255.0

Default Gateway: 172.16.70.1

7. HostG
IP Address: 172.16.80.3

Subnet Mask: 255.255.255.0

Default Gateway: 172.16.80.1

8. HostH
IP Address: 172.16.90.3

Subnet Mask: 255.255.255.0

Default Gateway: 172.16.90.1

9. From each host, ping all other hosts. Here is an example of HostD pinging all other hosts:

>ping 172.16.10.5

>ping 172.16.10.6

>ping 172.16.10.7

>ping 172.16.60.3

>ping 172.16.70.3

>ping 172.16.80.3

>ping 172.16.90.3

Lab 5.6: Configuring Default Routing

Configuring “default routing” on a router is not like setting the default gateway on a host. A router “is” the default gateway and you cannot set a default gateway on a router. However, you can set what is called a Gateway of Last Resort on a router. If a packet is destined for a network that is not listed in the routing table, the router will forward the packet to the default route a.k.a. the Gateway of Last Resort. 

You can only configure default routing on a router that is connected to a stub network.  In a stub network, there is not another router on the connected networks. There’s only one way in and out of a stub network. Routers 2600A, 2600B, 2600C and 2600D are stub routers to the LANs because they are the only way in and out of the LAN. Routers 2600E and 2600F cannot use default routing since they are connected to multiple routes. 

To configure default routing, use the ip route command. Use all zeros (0) as the network and subnet mask address numbers, which means all networks and all masks. The ip classless command must also be used when configuring default routing. When configured this way, the router will forward packets to the default route address rather than dropping them.
· An easy way to remove the static routes is to use the up-arrow key to get the command you want to remove, press Ctrl+a to move your cursor to the beggining of the line, type "no", and press enter.
1. Use the no ip route command to remove the static routes created in lab 5.3 before configuring routers 2600A, B, C and D with default routing. 

2600A#config t
2600A(config)#no ip route 172.16.10.0 255.255.255.0 172.16.20.1

2600A(config)#no ip route 172.16.30.0 255.255.255.0 172.16.20.1

2600A(config)#no ip route 172.16.40.0 255.255.255.0 172.16.20.1

2600A(config)#no ip route 172.16.50.0 255.255.255.0 172.16.20.1
2600A(config)#no ip route 172.16.70.0 255.255.255.0 172.16.20.1

2600A(config)#no ip route 172.16.80.0 255.255.255.0 172.16.20.1

2600A(config)#no ip route 172.16.90.0 255.255.255.0 172.16.20.1
2600A(config)#exit

2600A#copy run start
2. Remove the static routes from the 2600B router. 

2600B#config t
2600B(config)#no ip route 172.16.10.0 255.255.255.0 172.16.30.1

2600B(config)#no ip route 172.16.20.0 255.255.255.0 172.16.30.1

2600B(config)#no ip route 172.16.40.0 255.255.255.0 172.16.30.1

2600B(config)#no ip route 172.16.50.0 255.255.255.0 172.16.30.1
2600B(config)#no ip route 172.16.60.0 255.255.255.0 172.16.30.1

2600B(config)#no ip route 172.16.80.0 255.255.255.0 172.16.30.1

2600B(config)#no ip route 172.16.90.0 255.255.255.0 172.16.30.1
2600B(config)#exit

2600B#copy run start
3. Remove the static routers from the 2600C router.  

2600C#config t
2600C(config)#no ip route 172.16.10.0 255.255.255.0 172.16.40.1

2600C(config)#no ip route 172.16.20.0 255.255.255.0 172.16.40.1

2600C(config)#no ip route 172.16.30.0 255.255.255.0 172.16.40.1

2600C(config)#no ip route 172.16.50.0 255.255.255.0 172.16.40.1
2600C(config)#no ip route 172.16.60.0 255.255.255.0 172.16.40.1

2600C(config)#no ip route 172.16.70.0 255.255.255.0 172.16.40.1

2600C(config)#no ip route 172.16.90.0 255.255.255.0 172.16.40.1
2600C(config)#exit

2600C#copy run start
4. Remove the static routes from the 2600D router. 

2600D#config t
2600D(config)#no ip route 172.16.10.0 255.255.255.0 172.16.50.1

2600D(config)#no ip route 172.16.20.0 255.255.255.0 172.16.50.1

2600D(config)#no ip route 172.16.30.0 255.255.255.0 172.16.50.1

2600D(config)#no ip route 172.16.40.0 255.255.255.0 172.16.50.1
2600D(config)#no ip route 172.16.60.0 255.255.255.0 172.16.50.1

2600D(config)#no ip route 172.16.70.0 255.255.255.0 172.16.50.1

2600D(config)#no ip route 172.16.80.0 255.255.255.0 172.16.50.1
2600D(config)#exit

2600D#copy run start
5. Verify the 2600A, B, C and D routers only have the “directly connected” networks in the routing table.

2600A#show ip route
2600B# show ip route
2600C# show ip route
2600D# show ip route
6. From the 2600A router, add the default route to router 2600E to tell the router to send all packets destined for any network not in the routing table to the router 2600E to route the packets and then copy run start. 

2600A#config t
2600A(config)#ip route 0.0.0.0 0.0.0.0 172.16.20.1
2600A(config)#ip classless
2600A(config)#exit
7. From the 2600B router, add the default route to router 2600E to tell the router to send all packets destined for any network not in the routing table to the router 2600E to route the packets and then copy run start. 

2600B#config t

2600B(config)#ip route 0.0.0.0 0.0.0.0 172.16.30.1

2600B(config)#ip classless
2600B(config)#exit

8. From the 2600C router, add the default route to router 2600F to tell the router to send all packets destined for any network not in the routing table to the router 2600F to route the packets and then copy run start. 

2600C#config t

2600C(config)#ip route 0.0.0.0 0.0.0.0 172.16.40.1

2600C(config)#ip classless
2600C(config)#exit

9. From the 2600D router, add the default route to router 2600F to tell the router to send all packets destined for any network not in the routing table to the router 2600F to route the packets and then copy run start. 

2600D#config t

2600D(config)#ip route 0.0.0.0 0.0.0.0 172.16.50.1

2600D(config)#ip classless
2600D(config)#exit

Lab 5.7: Verifying Default Routing

To verify the configurations of the default route, use the show ip route and ping commands. 

1. Verify that the network is working by using the show ip route command to verify the routing tables. 

2600A#show ip route

2600B#show ip route

2600C#show ip route

2600D#show ip route

2. Verify that the network is working. Here is an example of pinging from HostD:

>ping 172.16.10.5
>ping 172.16.10.6
>ping 172.16.10.7
>ping 172.16.60.3
>ping 172.16.70.3

>ping 172.16.80.3
>ping 172.16.90.3
Lab 5.8: Configuring RIPv1 Routing

Dynamic routing is the process of routers running routing protocols that find and advertise networks in the internetwork to other routers. Routing tables are then converged, which means that all routers in the internetwork have the same routing information. At this point, a routed protocol, IP for example, can send user data throughout the internetwork.

This lab will use Routing Information Protocol (RIP), one of the first dynamic routing protocols created, that works well in small to medium size networks. 

To configure RIP routing, first remove the static and default routes configured on the routers. Then use the router rip command to configure RIP.  Next, tell the routers which networks are advertised with RIP and save the configuration.
1. 2600A router:  Delete the default route and verify the routing table with the show ip route command.  Only the directly connected networks should be in the routing table.
2600A#config t
2600A(config)#no ip route 0.0.0.0 0.0.0.0 172.16.20.1
2600A(config)#exit
2600A#show ip route
2. 2600B router:  Delete the default route and verify the routing table with the show ip route command.  Only the directly connected networks should be in the routing table.
2600B#config t
2600B(config)#no ip route 0.0.0.0 0.0.0.0 172.16.30.1
2600B(config)#exit
2600B#show ip route
3.  2600C router:  Delete the default route and verify the routing table with the show ip route command.  Only the directly connected networks should be in the routing table.
2600C#config t
2600C(config)#no ip route 0.0.0.0 0.0.0.0 172.16.40.1
2600C(config)#exit
2600C#show ip route
4. 2600D router:  Delete the default route and verify the routing table with the show ip route command.  Only the directly connected networks should be in the routing table.
2600D#config t
2600D(config)#no ip route 0.0.0.0 0.0.0.0 172.16.50.1
2600D(config)#exit
2600D#show ip route
5. 2600E router: Delete the static routes and verify the routing table with the show ip route command.  Only the directly connected networks should be in the routing table.
2600E#config t
2600E(config)#no ip route 172.16.40.0 255.255.255.0 172.16.10.2

2600E(config)#no ip route 172.16.50.0 255.255.255.0 172.16.10.2

2600E(config)#no ip route 172.16.60.0 255.255.255.0 172.16.20.2

2600E(config)#no ip route 172.16.70.0 255.255.255.0 172.16.30.2
2600E(config)#no ip route 172.16.80.0 255.255.255.0 172.16.10.2

2600E(config)#no ip route 172.16.90.0 255.255.255.0 172.16.10.2

2600E(config)#exit

2600E#

6. 2600F router:  Delete the default route and verify the routing table with the show ip route command.  Only the directly connected networks should be in the routing table.
2600F#config t
2600F(config)#no ip route 172.16.20.0 255.255.255.0 172.16.10.1

2600F(config)#no ip route 172.16.30.0 255.255.255.0 172.16.10.1

2600F(config)#no ip route 172.16.60.0 255.255.255.0 172.16.10.1

2600F(config)#no ip route 172.16.70.0 255.255.255.0 172.16.10.1
2600F(config)#no ip route 172.16.80.0 255.255.255.0 172.16.40.2

2600F(config)#no ip route 172.16.90.0 255.255.255.0 172.16.50.2

2600F(config)#exit

2600F#

Configure each router with RIPv1
· The important thing to notice about dynamic routing in this lab is that the network address is a “classful address” and it uses the octet boundaries associated with Class A, B, & C networks.

· This lab uses a 172.16.0.0 class B network address and subnets that network with 24 bits of subnetting. The third octet is used for subnets. The fourth octet for host addresses for each subnet. 
· RIP is a “classful” routing protocol.  In this case, only the class B address is added to the configuration.  The subnet addresses is not used in the configuration.
7. 2600A router:  Configure RIP routing and tell RIP the network you want to advertise.
2600A#config t

2600A(config)#router rip

2600A(config-router)#network 172.16.0.0

2600A(config-router)#^z
8. 2600B router:  Configure RIP routing and tell RIP the network you want to advertise.
2600B#config t

2600B(config)#router rip

2600B(config-router)#network 172.16.0.0
2600B(config-router)#^z
9. 2600C router:  Configure RIP routing and tell RIP the network you want to advertise. 

2600C#config t

2600C(config)#router rip

2600C(config-router)#network 172.16.0.0
2600C(config-router)#^z
10. 2600D router:  Configure RIP routing and tell RIP the network you want to advertise. 

2600D#config t

2600D(config)#router rip

2600D(config-router)#network 172.16.0.0
2600D(config-router)#^z
11. 2600E router:  Configure RIP routing and tell RIP the network you want to advertise. 

2600E#config t

2600E(config)#router rip

2600E(config-router)#network 172.16.0.0
2600E(config-router)#^z
12. 2600F router:  Configure RIP routing and tell RIP the network you want to advertise. 

2600F#config t

2600F(config)#router rip

2600F(config-router)#network 172.16.0.0
2600F(config-router)#^z
Lab 5.9: Verifying RIPv1 Routing

It is important to be able to verify RIP on Cisco routers. 
1. 2600A router:  Use the show ip route command to verify the routing table.

2600A#show ip route
· There should be two directly connected routes and seven RIP routes listed.
· The “R” means it is a RIP found route. 
· The “C” is a directly connected network. 
2. 2600B router:  Use the show ip route command to verify the routing table.

2600B#show ip route
3. 2600C router:  Use the show ip route command to verify the routing table.

2600C#show ip route

4. 2600D router:  Use the show ip route command to verify the routing table.

2600D#show ip route
5. 2600E router:  Use the show ip route command to verify the routing table.

2600E#show ip route

6. 2600F router:  Use the show ip route command to verify the routing table.

2600F#show ip route

7. 2600A router:  Use the debug ip rip command to see RIP updates being sent/received on the router.

2600A#debug ip rip
8. Use the no debug ip rip command or the undebug all command to turn off debugging.
2600A#undebug all

9. Use the show ip protocols command to see the routing protocol timers.

2600A#show ip protocols
· Notice the timers. By default, RIP is sent out every 30 seconds. 
· Also by default, the administrative distance is 120.

10. The show protocols command shows the routed protocol configuration of each interface. 

2600A#show protocols
Lab 5.10: Configuring RIPv2

This lab will have look at the new routing tables. 

1. 2600A router:  Configure RIP routing to use version 2. 

2600A#config t

2600A(config)#router rip

2600A(config-router)#version 2

2600A(config-router)#^z
· Since the indirectly connected networks have already been added under RIPv1 in the last lab, the routers just need to be told to run RIPv2.

2. 2600B router:  Configure RIP routing to use version 2.

2600B#config t

2600B(config)#router rip

2600B(config-router)#version 2
2600B(config-router)#^z
3. 2600C router:  Configure RIP routing to use version 2.

2600C#config t

2600C(config)#router rip

2600C(config-router)#version 2
2600C(config-router)#^z
4. 2600D router:  Configure RIP routing to use version 2.

2600D#config t

2600D(config)#router rip

2600D(config-router)#version 2
2600D(config-router)#^z
5. 2600E router:  Configure RIP routing to use version 2.

2600E#config t

2600E(config)#router rip

2600E(config-router)#version 2
2600E(config-router)#^z
6. 2600F router:  Configure RIP routing to use version 2.

2600F#config t

2600F(config)#router rip

2600F(config-router)#version 2
2600F(config-router)#^z
Lab 5.11: Verifying the RIPv2 Configurations

Router bandwidth or CPU cycles are not saved by turning on version 2, but VLSM is now supported. 

1. 2600A router:  Use the show ip route command to verify the routing table.

2600A#show ip route
· The routing tables will look the same as version 1 unless VLSM networks are configured.

· The “R” means it is a RIP found route. 
· The “C” is a directly connected network.
2. 2600B router:  Use the show ip route command to verify the routing table.
2600B#show ip route
3. 2600C router:  Use the show ip route command to verify the routing table.
2600C#show ip route

4. 2600A router:  Use the debug ip rip command to see RIP updates being sent/received on the router.

2600A#debug ip rip
5. 2600A router:  Use the no debug ip rip command or the undebug all command to turn off debugging.
2600A#undebug all

6. 2600A router:  Use the show ip protocols command to see the routing protocol timers.
2600A#show ip protocols
· Notice the timers. By default, RIP is sent out every 30 seconds. 
· Also by default, the administrative distance is 120. 
· Both RIPv1 and RIPv2 use the same timers.
7. 2600A router:  The show protocols command shows the routed protocol configuration of each interface. 

2600A#show protocols
Lab 5.12: Configuring IGRP Routing

Interior Gateway Routing Protocol (IGRP) is a Cisco proprietary distance vector routing protocol. It is an updated RIP routing protocol that uses an administrative distance of 100. It will automatically overwrite RIP found routes in the routing table. Also, it uses Autonomous Systems (AS) to create groups of routers that share routing information. IGRP broadcasts routing table entries every 90 seconds.
To configure IGRP, choose an AS number to use in addition to the classful IP address to be assigned. All routers must use the same AS number.  Otherwise, they won’t share network related information. 

1. 2600A router:  Configure to use IGRP with an AS of 10. 

2600A#config t
2600A(config)#router igrp 10
2600A(config-router)#network 172.16.0.0

2600A(config-router)#^z
2600A#

2. 2600B router:  Configure to use IGRP with an AS of 10.  

2600B#config t
2600B(config)#router igrp 10
2600B(config-router)#network 172.16.0.0

2600B(config-router)#^z
2600B#

3. 2600C router:  Configure to use IGRP with an AS of 10.
2600C#config t
2600C(config)#router igrp 10
2600C(config-router)#network 172.16.0.0

2600C(config-router)#^z
2600C#

4. 2600D router: Configure to use IGRP with an AS of 10.
2600D#config t
2600D(config)#router igrp 10
2600D(config-router)#network 172.16.0.0

2600D(config-router)#^z
2600D#

5. 2600E router:  Configure to use IGRP with an AS of 10.
2600E#config t
2600E(config)#router igrp 10
2600E(config-router)#network 172.16.0.0

2600E(config-router)#^z
2600E#

6. 2600F router:  Configure to use IGRP with an AS of 10.
2600F#config t
2600F(config)#router igrp 10
2600F(config-router)#network 172.16.0.0

2600F(config-router)#^z
2600F#

Lab 5.13: Verifying IGRP Routing

IGRP has a better administrative distance (100) than RIP (120). The lower the administrative distance number, the better/more reliable the distance.  All the routing tables should have IGRP found routes.   Use the show ip route command and then the debugging tools to verifying IGRP. 

1. 2600A router:  Use the show ip route command to verify the routing table.

2600A#show ip route

· Notice the “I” found routes. This is IGRP. 

2. 2600A router:  Use the show ip protocol command.

2600A#show ip protocol

· Notice that both IGRP and RIP are running on the route. 
· Notice also that the timer for IGRP to send out updates is every 90 seconds. 

3. 2600B router:  Use the show ip route command to verify the routing table.

2600B#show ip route

4. 2600C router:  Use the show ip route command to verify the routing table.

2600C#show ip route

5. 2600D router:  Use the show ip route command to verify the routing table.
2600D#show ip route

6. 2600E router:  Use the show ip route command to verify the routing table.
2600E#show ip route

7. 2600F router:  Use the show ip route command to verify the routing table.
2600F#show ip route

8. 2600A router:  Use the debug ip igrp events command to see IGRP updates being sent and received on the router.

2600A#debug ip igrp events
9. 2600A router:  Turn off debugging with the no debug ip igrp events or the undebug all command. 

2600A#undebug all

10. 2600A router:  Use the debug ip igrp transactions command to view a summary of IGRP events being processed.
2600A#debug ip igrp transactions
11. 2600A router:  Turn off the debug ip igrp transactions command.

2600A#no debug ip igrp transactions
Lab 6.1: Configuring EIGRP Routing

Enhanced Interior Gateway Routing Protocol (EIGRP) is a Cisco proprietary Hybrid routing protocol that uses Distance Vector and Link State protocols. Its administrative distance is 90, which will automatically cause RIP and/or IGRP found routes in the routing table to be overwritten. EIGRP also uses Autonomous Systems (AS) to create groups of routers that share routing information. The major difference between IGRP and EIGRP is that EIGRP uses three different tables to create a stable routing environment. Additionally EIGRP only sends updates when needed.  All routers must still use the same AS number if you want them to share information. 
1. 2600A: Configure to use EIGRP with an AS of 10. 

2600A#config t
2600A(config)#router eigrp 10
2600A(config-router)#network 172.16.0.0

2600A(config-router)#^z
2600A#

2. 2600B: Configure to use EIGRP with an AS of 10 

2600B#config t
2600B(config)#router eigrp 10
2600B(config-router)#network 172.16.0.0

2600B(config-router)#^z
2600B#

3. 2600C: Configure to use EIGRP with an AS of 10. 

2600C#config t
2600C(config)#router eigrp 10
2600C(config-router)#network 172.16.0.0

2600C(config-router)#^z
2600C#

4. 2600D: Configure to use EIGRP with an AS of 10. 

2600D#config t
2600D(config)#router eigrp 10
2600D(config-router)#network 172.16.0.0

2600D(config-router)#^z
2600D#

5. 2600E: Configure to use EIGRP with an AS of 10. 

2600E#config t
2600E(config)#router eigrp 10
2600E(config-router)#network 172.16.0.0

2600E(config-router)#^z
2600E#

6. 2600F: Configure to use EIGRP with an AS of 10. 

2600F#config t
2600F(config)#router eigrp 10
2600F(config-router)#network 172.16.0.0

2600F(config-router)#^z
2600F#

Lab 6.2: Verifying EIGRP Routing

Since EIGRP has a better administrative distance than IGRP and RIP, all the routing tables should have EIGRP found routes (D). Use the show ip route command and other EIGRP show commands to verifying EIGRP. 

1. 2600A:  Use show ip route to verify the routing table.

2600A#show ip route

Notice the “D” found routes. This is EIGRP. 

2. 2600A router:  Use the show ip protocol command.
2600A#show ip protocol

· Notice that EIGRP, IGRP and RIP are running on the router. 
· Notice also that the timer for EIGRP to send out updates is every 0 seconds, i.e no updates. 

3. 2600B router:  Use the show ip route command to verify the routing table.

2600B#show ip route

4. 2600C router:  Use the show ip route command to verify the routing table.

2600C#show ip route

5. 2600D router:  Use the show ip route command to verify the routing table.

2600D#show ip route

6. 2600E router:  Use the show ip route command to verify the routing table.

2600E#show ip route

7. 2600F router:  Use the show ip route command to verify the routing table.

2600F#show ip route

8. 2600A router:  Use the show ip eigrp neighbors command to see the EIGRP neighbor table. 
2600A#show ip eigrp neighbor
· This table holds information about the routers directly connected neighbors

9. 2600A router: use the show ip eigrp topology command to see the EIGRP topology table. 
2600A#show ip eigrp topology

· This table shows the entire network as the 2600A router understands it.

Lab 6.3: Configuring Single Area OSPF

Open Shortest Path First (OSPF) is an open standards routing protocol that has been implemented by a wide variety of network vendors, including Cisco. The benefit of an approach based on open standards is that equipment from multiple vendors can interoperate as long as their implementations are compliant with the appropriate Requests for Comments (RFCs). It does not mean that vendors are forced to restrict their implementations to only the features documented in the RFCs. For example, Cisco and others have added features to their versions of OSPF that may not be found in other vendors’ implementations. Knowing which features are standards based and which are proprietary becomes important when deploying multivendor OSPF networks. 

· These labs were written with the understanding that you have configured the Lab 5 labs and have the network running. 

The least scalable, but easiest way to configure OSPF requires a minimum of two commands and a single area. The RouterSim BSCI module has labs for configuring a multiple area network. This module only supports a single area OSPF network, which will always be area 0. The command to activate the OSPF routing process is as follows:

2600A(config)#router ospf ?
<1-65535>

A value in the range 1– 65535 identifies the OSPF Process ID. The OSPF Process ID is a unique number on this router that groups a series of OSPF configuration commands under a specific running process. Different OSPF routers do not have to use the same Process ID in order to communicate. It’s purely a local value. The only time an Process ID number would matter is when you have multiple OSPF Autonomous Systems (AS) connecting together on the same network. 

Since EIGRP and IGRP have better administrative distances than OSPF, disable the EIGRP and IGRP routing process on each router. 

· Disable EIGRP first and IGRP second.

· The OSPF Process ID number  can be the same on all routers if desired.
1. 2600A router: Configure to start the OSPF process. 
2600A#conf t

Enter configuration commands, one per line.

  End with CNTL/Z.

2600A(config)#no router eigrp 10

2600A(config)#no router igrp 10
2600A(config)#router ospf 100

2. 2600B router:  Configure to start the OSPF process.
2600B#conf t

Enter configuration commands, one per line.

  End with CNTL/Z.

2600B(config)#no router eigrp 10

2600B(config)#no router igrp 10
2600B(config)#router ospf 101

3.  2600C router:  Configure to start the OSPF process.
2600C#conf t

Enter configuration commands, one per line.

  End with CNTL/Z.

2600C(config)#no router eigrp 10

2600C(config)#no router igrp 10

2600C(config)#router ospf 102

4. 2600D router:  Configure to start the OSPF process.
2600D#conf t

Enter configuration commands, one per line.

  End with CNTL/Z.

2600D(config)#no router eigrp 10

2600D(config)#no router igrp 10
2600D(config)#router ospf 103

5. 2600E router:  Configure to start the OSPF process. 

2600E#conf t

Enter configuration commands, one per line.

  End with CNTL/Z.

2600E(config)#no router eigrp 10

2600E(config)#no router igrp 10
2600E(config)#router ospf 104

6. 2600F router:  Configure to start the OSPF process.
2600F#conf t

Enter configuration commands, one per line.

  End with CNTL/Z.

2600F(config)#no router eigrp 10

2600F(config)#no router igrp 10
2600F(config)#router ospf 105

After starting the OSPF process, identify the interfaces on which to activate OSPF communications and the area in which each interface resides. This process will configure the networks to advertise to others. The process is achieved with the following command as an example:

2600A(config-router)#network 10.0.0.0 0.255.255.255 area ?

  <0-4294967295>  OSPF area ID as a decimal value

  A.B.C.D         OSPF area ID in IP address format

The first two arguments of the network command are the network number (10.0.0.0) and wildcard mask (0.255.255.255). The combination of the two numbers identifies the interfaces that OSPF will operate.  The two numbers will also be included in its OSPF Link State Advertisements (LSA) advertisements.

0 octet in the wildcard mask indicates that the corresponding octet in the network must match exactly. A 255 indicates the number of the corresponding octet doesn’t matter. A network and wildcard mask combination of 1.1.1.1  0.0.0.0 would match 1.1.1.1 only and nothing else. This method is useful if you want to activate OSPF on a specific interface in a very clear and simple fashion. If you insist on matching a range of networks, the network and wildcard mask combination of 1.1.0.0 0.0.255.255 would match anything in the range 1.1.0.0–1.1.255.255. It’s simpler and safer to stick to using wildcard masks of 0.0.0.0 and identify each OSPF interface individually.

The final argument is the area number, which indicates the area where the interfaces belong that are identified in the network and wildcard mask. 

· Remember that OSPF routers will only become neighbors if their interfaces share a network that is configured to belong to the same area number.

The format of the area number is either a decimal value from the range 0–4294967295 or a value represented in standard dotted-decimal notation. For example, area 0.0.0.0 is a legitimate area and is identical to area 0. Again, this module only supports area 0 in at this time.

Here are the router interface IP addresses again:

Router

Interface

IP Address

2600A

Serial 0/0


172.16.20.2

2600A

Fastethernet 0/0

172.16.60.1

2600B

Serial 0/0


172.16.30.2

2600B

Fastethernet 0/0

172.16.70.1

2600C

Serial 0/0


172.16.40.2

2600C

Fastethernet 0/0

172.16.80.1

2600D

Serial 0/0


172.16.50.2

2600D

Fastethernet 0/0

172.16.90.1

2600E

Serial 0/0


172.16.20.1

2600E

Serial 0/1


172.16.30.1

2600E

Fastethernet 0/0

172.16.10.1

2600F

Serial 0/0


172.16.40.1

2600F

Serial 0/1


172.16.50.1

2600F

Fastethernet 0/0

172.16.10.2

7. 2600A router: Configure to advertise both directly connected networks using OSPF.

2600A(config-router)#network 172.16.20.2 0.0.0.0 area 0

2600A(config-router)#network 172.16.60.0 0.0.0.255 area 0

2600A(config-router)#^Z

· The command network 172.16.20.2 0.0.0.0 area 0 tells the OSPF process to advertise 
Serial 0/0 interface 172.16.20.2 into area 0. 

· The wildcard mask of 0.0.0.0 tells the process to match each octet exactly.  
· The command network 172.16.60.0 0.0.0.255 area 0 tells the OSPF process to look for any Fastethernet 0/0 interface in subnet 172.16.60.0 and advertise it into area 0. 

· A wildcard of 0.0.0.255 tells the OSPF process to match the first three octets exactly, but the fourth octet value can be any value. 

8. 2600B router: Configure to advertise both directly connected networks using OSPF.

2600B(config-router)#network 172.16.30.2 0.0.0.0 area 0

2600B(config-router)#network 172.0.0.0 0.255.255.255 area 0

2600B(config-router)#^Z

· The command: network 172.16.30.2 0.0.0.0 area 0 tells the OSPF process to advertise the interface 172.16.30.2 into area 0. 
· The wildcard mask of 0.0.0.0 tells the process to match all four octet exactly. 

· The command network 172.0.0.0 0.255.255.255 area 0 tells the OSPF process to look for an interface configured with network 172 in the first octet, but the other three octets can be any value. 
· Once found, that interface will be advertised into area 0. 
· In this situation, understand that by using the second command, the first command is unnecessary. 
· The network command 172.0.0.0 will find any interface that has an IP address that starts with 172 and advertise it in area 0. 

9. 2600C router: Configure to advertise both directly connected networks using OSPF.
2600C(config-router)#network 172.16.40.2 0.0.0.0 area 0

2600C(config-router)#network 172.16.80.1 0.0.0.0 area 0

2600C(config-router)#^Z

10. 2600D router:  Configure to advertise both directly connected networks with OSPF.

2600D(config-router)#network 172.16.0.0 0.0.255.255 area 0

2600D(config-router)#^Z

11. 2600E router:  Configure to advertise all three directly connected networks with OSPF.

2600E(config-router)#network 172.16.0.0 0.0.255.255 area 0

2600E(config-router)#^Z

12. 2600F router:  Configure to advertise both directly connected networks with OSPF.

2600F(config-router)#network 172.16.0.0 0.0.255.255 area 0

2600F(config-router)#^Z

Lab 6.4: Verifying Single Area OSPF

This lab describes several ways to verify proper OSPF configuration and operation. 

1. The show ip ospf command is used to display OSPF information for one or all OSPF processes running on the router. Information contained includes:

· Router ID
· LSA timer information. 

· Area information
· SPF statistics
Here is a sample output from the 2600A router:

2600A#sho ip ospf

Routing Process "ospf 100" with ID 172.16.60.1

 Supports only single TOS(TOS0) routes

 Supports opaque LSA

 SPF schedule delay 5 secs, Hold time between two SPFs 10 secs

 Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs

 LSA group pacing timer 240 secs

 Interface flood pacing timer 33 msecs

 Retransmission pacing timer 66 msecs

 Number of external LSA 0. Checksum Sum 0x000000

 Number of opaque AS LSA 0. Checksum Sum 0x000000

 Number of DCbitless external and opaque AS LSA 0

 Number of DoNotAge external and opaque AS LSA 0

 Number of areas in this router is 1. 1 normal 0 stub 0 nssa

 External flood list length 0

    Area BACKBONE(0)

        Number of interfaces in this area is 2

        Area has no authentication

        SPF algorithm executed 5 times

        Area ranges are

        Number of LSA 3. Checksum Sum 0x00F725

        Number of opaque link LSA 0. Checksum Sum 0x000000

        Number of DCbitless LSA 0

        Number of indication LSA 0

        Number of DoNotAge LSA 0

        Flood list length 0

2600A#

2. The information displayed by the show ip ospf database command indicates the number of links and the neighboring Router ID. The output is broken down by area. Here is a sample output from the 2600A router:

2600A#show ip ospf database

            OSPF Router with ID (172.16.60.1) (Process ID 100)

                Router Link States (Area 0)

Link ID         ADV Router    Age         Seq#       
Checksum Link count
172.16.30.1    172.16.30.1    475         0x80000003 
0x0030F9 3

172.16.50.1    172.16.50.1    475         0x80000003 
0x0030F9 3

172.16.60.1    172.16.60.1    475         0x80000003 
0x0030F9 3

172.16.70.1    172.16.70.1    475         0x80000003 
0x0030F9 3

172.16.90.1    172.16.90.1    475         0x80000003 
0x0030F9 3

2600A#
3. The show ip ospf interface command displays all interface-related OSPF information. Data is displayed about OSPF information for all interfaces or for specified interfaces. Information includes:

· Interface IP address
· Area assignment
· Process ID
· Router ID
· Network type
· Cost

· Priority
· DR/BDR (if applicable)
· Timer intervals
· Adjacent neighbor information. 
Here is a sample output:

2600A#show ip ospf interface

Serial0/0 is up, line protocol is up

  Internet Address 172.16.20.2/24, Area 0

  Process ID 100, Router ID 172.16.60.1, Network Type POINT_TO_POINT, Cost: 64

  Transmit Delay is 1 sec, State POINT_TO_POINT,

  Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

    Hello due in 00:00:06

  Index 2/2, flood queue length 0

  Next 0x0(0)/0x0(0)

  Last flood scan length is 1, maximum is 1

  Last flood scan time is 0 msec, maximum is 0 msec

  Neighbor Count is 1, Adjacent neighbor count is 1

    Adjacent with neighbor 172.16.30.1

  Suppress hello for 0 neighbor(s)

FastEthernet0/0 is up, line protocol is up

  Internet Address 172.16.60.1/24, Area 0

  Process ID 100, Router ID 172.16.60.1, Network Type BROADCAST, Cost: 1

  Transmit Delay is 1 sec, State DR, Priority 1
  Designated Router (ID) 172.16.60.1, Interface address 172.16.60.1

  No backup designated router on this network

  Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

    Hello due in 00:00:07

  Index 1/1, flood queue length 0

  Next 0x0(0)/0x0(0)

  Last flood scan length is 0, maximum is 0

  Last flood scan time is 0 msec, maximum is 0 msec

  Neighbor Count is 0, Adjacent neighbor count is 0

  Suppress hello for 0 neighbor(s)

2600A#

4. The show ip ospf neighbor summarizes the pertinent OSPF information regarding neighbors and the adjacency state. If a DR or BDR exists, that information is also displayed. Here is an output from the 2600A router:

2600A#show ip ospf neighbor

Neighbor ID     Pri   State           Dead Time   Address         Interface

172.16.30.1      1   FULL/  -        00:00:36    172.16.20.1        Serial0/0

2600A#
5. The show ip protocols command is useful whether running OSPF, EIGRP, IGRP, RIP, BGP, ISIS, or any other router configurable routing protocol. It provides an excellent overview of the actual operation of all currently running protocols. Based upon this output, you can determine:

· OSPF Process ID

· OSPF Router ID

· Type of OSPF area

· Areas configured for OSPF

· OSPF Router IDs of neighbors.

· Networks configured for OSPF
2600A#show ip protocols

... [rip info]
... [igrp info]
Routing Protocol is "ospf 100"

  Outgoing update filter list for all interfaces is not set

  Incoming update filter list for all interfaces is not set

  Router ID 172.16.60.1

  Number of areas in this router is 1. 1 normal 0 stub 0 nssa

  Maximum path: 4

  Routing for networks:

    172.16.20.2 0.0.0.0 area 0

    172.16.60.0 0.0.0.255 area 0

  Routing information sources:

    Gateway         Distance      Last Update

    172.16.30.1          110      00:18:03

    172.16.50.1          110      00:18:03

    172.16.60.1          110      00:18:03

    172.16.70.1          110      00:18:03

    172.16.90.1          110      00:18:03

  Distance: <default is 110>

2600A#

Lab 8.1: Connecting to the 1900 Switch and Setting Passwords

This lab will have you connect to a switch, enter global configuration mode and then set the passwords. 

1. Open up a switch from the RouterSim Network Visualizer screen and press K to enter the CLI.  

1 user(s) now active on Management Console.

        User Interface Menu

     [M] Menus

     [K] Command Line

     [I] IP Configuration

Enter Selection:  K
      CLI session with the switch is open.

      To end the CLI session, enter [Exit].

>

2. Configure the user mode and privileged mode passwords using the same commands used earlier to enter enable mode and global configuration mode on the routers.

3. Set the user mode and enable mode passwords by using the enable password command. 

4. Use level number 1 to enter the “user mode” password. 
5. Use level mode 15 to enter the “privileged mode” password.
· Remember the password must be at least four characters, but not longer than eight characters. 
· The switch output below shows the user mode password being set and denied because it is more than eight characters. 

>enable

#config t

Enter configuration commands, one per line.  End with CTRL/Z

(config)#enable password level 1 toddlammle

Error: Invalid password length.

Password must be between 4 and 8 characters

6. The following output is an example of how to set both the user mode and privileged mode passwords on the 1900 switch. 

(config)#enable password level 1 todd
(config)#enable password level 15 todd1
(config)#exit

#exit

CLI session with the switch is now closed.

Press any key to continue.

7. Press Enter and test the passwords. 

Catalyst 1900 Management Console

Copyright (c) Cisco Systems, Inc.  1993-1998

All rights reserved.

Enterprise Edition Software

Ethernet Address:      00-30-80-CC-7D-00

PCA Number:            73-3122-04

PCA Serial Number:     FAB033725XG

Model Number:          WS-C1912-A

System Serial Number:  FAB0339T01M

Power Supply S/N:      PHI031801CF

PCB Serial Number:     FAB033725XG,73-3122-04

-------------------------------------------------

1 user(s) now active on Management Console.

        User Interface Menu

     [M] Menus

     [K] Command Line

Enter Selection:  K
Enter password:  ****

      CLI session with the switch is open.

      To end the CLI session, enter [Exit].

>en

Enter password:  ****
#

8. The enable secret password is a more secure password and supersedes the enable password if set. 

(config)#enable secret todd2

9. Use show running-config (show run for short) to see the current configuration on the switch.

#sh run
Building configuration...

Current configuration:

enable secret 5 $1$FMFQ$wFVYVLYn2aXscfB3J95.w.

enable password level 1 "TODD"

enable password level 15 "TODD1"

· Passwords are not case sensitive on the switch.
· The enable secret password is encrypted by default.
· The enable password is not encrypted by default.
Lab 8.2: Setting the Hostname on a 1900 Switch

Host names on a switches are only locally significant. There is no function on the network or name resolution for switch host names. However, it is helpful to set a hostname on a switch so that you can identify the switch when connecting to it. A good rule of thumb is to name the switch after the location it is serving. 

1. From global configuration mode, type the command hostname Todd1900EN. 

1 user(s) now active on Management Console.

        User Interface Menu

     [M] Menus

     [K] Command Line

     [I] IP Configuration

Enter Selection:  K
Enter password:  ****

      CLI session with the switch is open.

      To end the CLI session, enter [Exit].

>en

Enter password:  ****
#config t
Enter configuration commands, one per line.  End with CTRL/Z

(config)#hostname Todd1900EN

Todd1900EN(config)#exit
· Remember that any changes made in global configuration mode change the running-config (RAM) and take effect immediately.

Lab 8.3: Configuring IP Address Information on a 1900 Switch

Configuring a switch with an IP address isn’t necessary in order for a switch to function on a network.  Devices can be plugged into switch ports and should start working immediately, just as if they were plugged into a hub. The reason IP address information would be set on a switch is so it can be either managed via Telnet or with management software.  Configuring a switch with an IP address would also be necessary to configure the switch with different VLANs and other network functions.
1. By typing the command show ip (or sh ip), you can see the default IP configuration of the switch. 

Todd1900EN#sh ip
IP Address: 0.0.0.0

Subnet Mask: 0.0.0.0

Default Gateway: 0.0.0.0

Management VLAN:  1

Domain name:

Name server 1: 0.0.0.0

Name server 2: 0.0.0.0

HTTP server : Enabled

HTTP port :  80

RIP : Enabled
· Notice that no IP, subnet mask, or default-gateway addresses are configured. 

2. Set the IP address using the ip address command and the default gateway IP address using the 
ip default-gateway command. 

Todd1900EN#config t

Enter configuration commands, one per line.  End with CTRL/Z

Todd1900EN(config)#ip address 172.16.10.16 255.255.255.0

Todd1900EN(config)#ip default-gateway 172.16.10.1

Todd1900EN(config)#exit
3. Use the show ip or show running-config command to verify the changes. 
Todd1900EN#sh ip
IP Address: 172.16.10.16

Subnet Mask: 255.255.255.0

Default Gateway: 172.16.10.1

Management VLAN:  1

Domain name:

Name server 1: 0.0.0.0

Name server 2: 0.0.0.0

HTTP server : Enabled

HTTP port :  80

RIP : Enabled

Todd1900EN#

· To change the IP address and default-gateway on the switch, either type in new addresses or remove the IP information with the no ip address and no ip default-gateway commands, at the global configuration prompt.

Lab 8.4: Configuring 1900 Switch Interfaces 

The 1900 switch uses the type slot/port command. For example, Fastethernet 0/3 is 100BaseT port 3. Another example would be Fastethernet 0/26 which is the first of the two FastEthernet ports available on the 1900 switch. 

The 1900 switch type slot/port command can be used with either the interface command or the show command. The interface command allows you to set interface specific configurations. The 1900 switch has only one slot: zero (0). 

1. Demonstration of Ethernet interface configuration. 

Todd1900EN#config t
Enter configuration commands, one per line.  End with CTRL/Z

Todd1900EN(config)#int ethernet ?

  <0-0>  IEEE 802.3

2. The previous output asks for the slot, but since the 1900 switch is not modular, there is only one slot. The next output gives slash (/) to separate the slot/port configuration. 

Todd1900EN(config)#int ethernet 0?

  /

Todd1900EN(config)#int ethernet 0/?
  <1-25>  IEEE 802.3

3. After the 0/ configuration command, the above output shows the amount of ports you can configure. The output below shows the completed command. 

Todd1900EN(config)#int ethernet 0/1

4. Once you are in interface configuration, the prompt changes to (config-if). After you are at the interface prompt, you can use the help commands to see the available commands. 

Todd1900EN(config-if)#?
Interface configuration commands:

  cdp              Cdp interface subcommands

  description      Interface specific description

  duplex           Configure duplex operation

  exit             Exit from interface configuration mode

  help             Description of the interactive help system

  no               Negate a command or set its defaults

  port             Perform switch port configuration

  shutdown         Shutdown the selected interface

  spantree         Spanning tree subsystem

  vlan-membership  VLAN membership configuration

· Switching between interface configurations is done by using the int e 0/# command at any time from global configuration mode. 

5. The switch output below shows the configuration of a FastEthernet port on the 1900 switch. Notice that the command is interface fastethernet, but the slot is still 0. The ports available are 26 and 27.  

Todd1900EN(config)#int fastEthernet ?

  <0-0>  FastEthernet IEEE 802.3

Todd1900EN(config)#int fastethernet 0/?

  <26-27>  FastEthernet IEEE 802.3

Todd1900EN(config)#int fastethernet 0/26

Todd1900EN(config-if)#int fast 0/27

Todd1900EN(config-if)# [control+z]

6. After making changes to the interfaces, view the different interfaces with the show interface command. The switch output below shows the command used to view a 10BaseT interface and the command to view a fastethernet interface. 

Todd1900EN#sh int e0/1
ethernet 0/1 is Suspended-no-linkbeat

Hardware is Built-in 10Base-T

Address is 0030.80CC.7D01

MTU 1500 bytes, BW 10000 Kbits

802.1d STP State:  Forwarding     Forward Transitions:  1

[output cut]

Todd1900EN#sh int f0/26

Fastethernet 0/26 is Suspended-no-linkbeat

Hardware is Built-in 100Base-TX

Address is 0030.80CC.7D1A

MTU 1500 bytes, BW 100000 Kbits

802.1d STP State:  Blocking     Forward Transitions:  0

[output cut]

Lab 8.5: Configuring 1900 Switch Interface Descriptions

A description can be set for each interface on the 1900 switch. Like the hostname, the descriptions are only locally significant. For the 1900 series switch, use the description command. You cannot use spaces with the description command, but you can use underlines if you needed. 

· Descriptions can be more than one word using underscores, but spaces can’t be used.
1. Use the description command to describe the following interfaces.
Todd1900EN#config t

Enter configuration commands, one per line.  End with CTRL/Z

Todd1900EN(config)#int e0/1

Todd1900EN(config-if)#description Finance-VLAN
Todd1900EN(config-if)#int f0/26

Todd1900EN(config-if)#description trunk_to_Building_4

Todd1900EN(config-if)#

· Descriptions were set on both a 10Mbps port and a 100Mbps port.
Lab 8.6: Viewing 1900 Switch Descriptions

Once descriptions are configured on each interface, view the descriptions with either the show interface command or show running-config command. 

1. Use the show interface ethernet 0/1 command to view the configuration of the Ethernet interface 0/1. 

Todd1900EN#sh int e0/1
Ethernet 0/1 is Enabled

Hardware is Built-in 10Base-T

Address is 0030.80CC.7D01

MTU 1500 bytes, BW 10000 Kbits

802.1d STP State:  Forwarding     Forward Transitions:  1

Port monitoring: Disabled

Unknown unicast flooding: Enabled

Unregistered multicast flooding: Enabled

Description: Finance_VLAN

Duplex setting: Half duplex

Back pressure: Disabled

2. Use the show running-config command to view the interface configurations too. 

Todd1900EN#sh run

Building configuration...

Current configuration:

hostname "Todd1900EN"

!

ip address 172.16.10.16 255.255.255.0

ip default-gateway 172.16.10.1

!

interface ethernet 0/1

  description "Finance-VLAN"

!

[output cut]

· Notice in the above switch output that the sh int e0/1 command and the show run command both show the description command set on an interface.

Lab 8.7: Configuring the 1900 Switch Port Duplex

The 1900 switch has between 12 to 24 10BaseT ports and comes with one or two FastEthernet ports. Only full duplex can be set on the 1900 switch because the ports have fixed speeds. 

1. Use the duplex command in interface configuration mode. 

· In the switch output below, notice the options available on the FastEthernet ports. 

Todd1900EN(config)#int f0/26

Todd1900EN(config-if)#duplex ?

  auto               Enable auto duplex configuration

  full               Force full duplex operation

  full-flow-control  Force full duplex with flow control

  half               Force half duplex operation

Todd1900EN(config-if)#duplex full

Todd1900EN(config-if)#^z

Table 6.1 shows the different duplex options available on the 1900 switches. The 1900 FastEthernet ports default to auto duplex, which means they will try and auto detect the duplex the other end is running. 

Table 6.1: Duplex Options

	Parameter
	Definition

	Auto
	Set the port into auto-negotiation mode. Default for all 100BaseTX ports. 

	Full
	Forces the 10 or 100Mbps ports into full duplex mode.

	Full-flow-control
	Works only with 100BaseTX ports, uses flow control so buffers won’t overflow.

	Half
	Default for 10BaseT ports, forces the ports to work only in half duplex mode.


2. Once duplex is set, use the show interface command to view the duplex configuration.

· The output below shows the duplex setting set to full duplex.

Todd1900EN#sh int f0/26

Fastethernet 0/26 is enabled

Hardware is Built-in 100Base-TX

Address is 0030.80CC.7D1A

MTU 1500 bytes, BW 100000 Kbits

802.1d STP State:  Blocking     Forward Transitions:  0

Port monitoring: Disabled

Unknown unicast flooding: Enabled

Unregistered multicast flooding: Enabled

Description: trunk to Building 4

Duplex setting: Full duplex

Back pressure: Disabled

- output cut -

Lab 8.8: Verifying 1900 Switch IP Connectivity

Pinging or Telneting to the 1900 switch can test its IP configuration, but traceroute can not be used and telneting from the 1900 switch is not possible.
1. Notice the output on a successful ping to a host on the network. 
· Exclamation points (!) mean success

· Periods (.) mean a timeout. 

Todd1900EN#ping 172.16.10.1

Sending 5, 100-byte ICMP Echos to 172.16.10.1, time out is 2 seconds:

!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max 0/2/10/ ms

Todd1900EN#telnet 172.16.10.1
             ^

% Invalid input detected at '^' marker.

· The telnet error from the 1900 switch is due to the command not being available on the 1900 switch. 
· Telneting into a switch can be done at any time as long as its IP address is configured correctly.
Lab 8.9: Erasing the 1900 Switch Configuration

The switch configuration is stored in NVRAM. Changes made to the switches’ running-config are automatically copied to NVRAM. You cannot view the startup-config, or contents of NVRAM. You can only view the running-config. 
You can delete the configuration in NVRAM on the 1900 switch if you want to start over on the switches’ configuration. To delete the contents of NVRAM on a 1900 switch, use the delete nvram command. 

Type delete ? from a 1900 privileged mode prompt. Notice in the switch output below that there are two options: nvram and vtp. 
1. Delete the contents of NVRAM to the factory default settings. 

Todd1900EN#delete ?

  nvram  NVRAM configuration

  vtp    Reset VTP configuration to defaults

Todd1900EN#delete nvram

· This command resets the switch with factory defaults.  
· All system parameters will revert to their default factory settings.  
· All static and dynamic addresses will be removed.

Reset system with factory defaults, [Y]es or [N]o?  Yes

· Notice the message received from the switch when the delete nvram command is used. 
· When “Yes” is selected, the configuration is erased.

Lab 8.10: Configuring VLANs on a 1900 Switch

Determining the number of VLANs and users per VLAN is the time consuming part of configuration. VLANs can be created once the number of VLANs and users per VLAN is decided. Up to 64 VLANs can be created on a 1900 switch. 

1. Use the vlan [vlan#] name [vlan name] command to configure VLANs on an IOS-based switch. 
>en
#config t

Enter configuration commands, one per line.  End with CTRL/Z

(config)#hostname Todd1900EN
Todd1900EN(config)#vlan 2 name sales

Todd1900EN(config)#vlan 3 name marketing
Todd1900EN(config)#vlan 4 name mis
Todd1900EN(config)#exit

· By default, all ports on the switch are in VLAN 1. 

· To change the VLAN membership of a port, configure the port with a different VLAN membership. 
· VLANs can only be configured one port at a time.
2. After creating the VLANs, use the show vlan command to see the configured VLANs. 
Todd1900EN#sh vlan

VLAN Name             Status     Ports

--------------------------------------
1    default          Enabled    1-12, AUI, A, B

2    sales            Enabled

3    marketing        Enabled

4    mis              Enabled

1002 fddi-default     Suspended

1003 token-ring-defau Suspended

1004 fddinet-default  Suspended

1005 trnet-default    Suspended

--------------------------------------
[output cut]

3. Using the vlan-membership command, configure interface 2 to VLAN 2, interface 4 to VLAN 3, and interface 5 to VLAN 4. 

Todd1900EN#config t

Enter configuration commands, one per line.  End with CTRL/Z

Todd1900EN(config)#int e0/2

Todd1900EN(config-if)#vlan-membership ?
  dynamic  Set VLAN membership type as dynamic

  static   Set VLAN membership type as static

Todd1900EN(config-if)#vlan-membership static ?

  <1-1005>  ISL VLAN index

Todd1900EN(config-if)#vlan-membership static 2

Todd1900EN(config-if)#int e0/4
Todd1900EN(config-if)#vlan-membership static 3

Todd1900EN(config-if)#int e0/5

Todd1900EN(config-if)#vlan-membership static 4

Todd1900EN(config-if)#exit

Todd1900EN(config)#exit

4. Type show vlan again to see the ports assigned to each VLAN. 

Todd1900EN#sh vlan

VLAN Name             Status     Ports

--------------------------------------
1    default          Enabled    1, 3, 6-12, AUI, A, B

2    sales            Enabled    2

3    marketing        Enabled    4

4    mis              Enabled    5

1002 fddi-default     Suspended

1003 token-ring-defau Suspended

1004 fddinet-default  Suspended

1005 trnet-default    Suspended

--------------------------------------
[ouput cut]
5. The show vlan-membership command can be used to see the ports assigned to a VLAN. 
Todd1900EN#sh vlan-membership
   Port  VLAN    Membership 

   1        1       Static

   2        2       Static

   3        1       Static

   4        3       Static

   5        4       Static

   6        1       Static

   7        1       Static

   8        1       Static

   9        1       Static

   10       1       Static

   11       1       Static

   12       1       Static

   AUI      1       Static

   A        1       Static

   B        1       Static

· The show vlan-membership command shows each port on the switch, which VLAN the port is a member of, and the membership type (static or dynamic). 
Lab 8.11: Configuring Trunk Ports on a 1900 Switch

Trunk links are 100 or 1000Mbps point-to-point links between two switches, between a switch and router, or between a switch and server. Trunked links carry the traffic of multiple VLANs (1 to 1005 at a time). Trunked links can not be run on 10Mbps links.

1. Use the interface command trunk [parameter] to configure trunking on a FastEthernet port. 

Todd1900EN#config t

Enter configuration commands, one per line.  End with CTRL/Z

Todd1900EN(config)#int f0/26
Todd1900EN(config-if)#trunk ?
  auto         Set DISL state to AUTO

  desirable    Set DISL state to DESIRABLE

  nonegotiate  Set DISL state to NONEGOTIATE

  off          Set DISL state to OFF

  on           Set DISL state to ON

Todd1900EN(config-if)#trunk on

2. The following list describes the different options available when setting a trunk interface. 

· The interface will become a trunk only if the connected device is set to on or desirable

· If a connected device is either auto, desirable, or, on it will negotiate to become a trunk port. 

· The interface becomes a permanent ISL trunk port and will not negotiate with any attached device.
· The interface is turned off from running trunking and tries to convert any attached device to be on-trunk.
· The interface becomes a permanent ISL trunk port and will negotiate with a connected device to convert the link to trunk mode.
3. Use the show trunk command to verify trunk ports. Use the show trunk [port_number] command if there is more than one port trunking and to see statistics on only one trunk port. 

 1900EN#sh trunk ?

  A  Trunk A

  B  Trunk B

1900EN#sh trunk a

DISL state: On, Trunking: On, Encapsulation type: ISL

· For the 1900 switch, fe port 0/26 is identified by trunk A and fe port 0/27 is identified by trunk B. 
· Notice that DISL is on, trunking is on, and ISL is the VLAN-encapsulation type on trunk links.

Lab 8.12: Configuring ISL Routing on a 1900 Switch

To support ISL routing on one FastEthernet 2600 interface, the router’s interface is divided into logical interfaces, one for each VLAN. These logical interfaces are called subinterfaces and Cisco also calls this configuration “router-on-a-stick”. 

· Each of the hosts in their VLAN must use the same subnet addressing. 
To configure the router-on-a-stick for inter-VLAN routing, you need to complete three steps:

· Enable ISL trunking on the switch port the router connects to.

· Enable ISL encapsulation on the router’s subinterface.

· Assign an IP address to the subinterface and other logical addressing if applicable.
1. 2600F router: Create a subinterface on a FastEthernet interface.

2600F#config t

2600F(config)int f0/0.1

2600F(config-subif)#

2. 2600F router: Using the encapsulation isl [vlan-number] command configure ISL routing the subinterface and then assign an IP address and SNM to the subinterface. 

2600F(config-subif)#encapsulation isl 1

2600F(config-subif)#ip address 172.16.10.1 255.255.255.0

· This is a unique subnet and all the hosts on that VLAN should be in that same subnet.
Lab 8.13: Configuring VTP domain on a 1900 Switch

By default, a Catalyst switch is configured to be a VTP server. To configure VTP, first configure the domain name you want to use. Once the VTP switch information is configured, verify the configuration.

1. Use the vtp global configuration mode command to set the switch to a vtp server and the vtp domain. 

Todd1900EN(config)#vtp ?

  client       VTP client

  domain       Set VTP domain name

  password     Set VTP password

  pruning      VTP pruning

  server       VTP server

  transparent  VTP transparent

  trap         VTP trap

Todd1900EN(config)#vtp server
Todd1900EN(config)#vtp domain routersim

2. Verify the VTP information with the show vtp command. 

Todd1900EN#sh vtp

     VTP version: 1

     Configuration revision: 0

     Maximum VLANs supported locally: 1005

     Number of existing VLANs: 5

     VTP domain name         : routersim

     VTP password            :

     VTP operating mode      : Server

     VTP pruning mode        : Disabled

     VTP traps generation    : Enabled

     Configuration last modified by: 0.0.0.0 at 00-00-0000 00:00:00

Todd1900EN#

· The preceding switch output shows the VTP domain and the switch’s mode. 

3. Use the delete vtp command to delete the VTP NVRAM database information configured,. 

Todd1900EN#delete ?

  nvram  NVRAM configuration

  vtp    Reset VTP configuration to defaults

Todd1900EN#delete vtp
· The delete vtp command resets the switch with VTP parameters set to factory defaults. All other parameters will be unchanged.

· Once you type in the command, you will be prompted to set the VTP information back to the factory default configuration. 

Reset system with VTP parameters set to factory defaults, [Y]es or [N]o?  Yes
Lab 8.14: Connecting to the 2950 Switch and Setting Passwords

1. Configure the user mode and privileged mode passwords using the same commands used earlier to enter privileged mode and global configuration mode on the routers.

Switch>enable

Switch#config t

Enter configuration commands, one per line.  End with CTRL/Z

Switch(config)#

Switch(config)#enable password ?

  

0      Specifies an UNENCRYPTED password will follow

  

7      Specifies a HIDDEN password will follow

  

LINE   The UNENCRYPTED (cleartext) 'enable' password

  

level  Set exec level password


Switch(config)#enable password todd


Switch(config)#enable secret cisco


Switch(config)

· The enable secret password is a more secure password and supersedes the enable password if set. 
· If the enable secret password is set, the enable password will not be requested. 

2. The 2950 allows setting of console and telnet passwords as well using the line commands.


Switch(config)line ?


 <0-16>   First Line number


 console  Primary terminal line


 vty      Virtual terminal


Switch(config)#line console 0

Switch(config-line)# password console

Switch(config-line)#login


Switch(config-line)#line vty ?


% Unrecognized command

3. Just like in a router, help for a line command from within line configuration mode is not available.


Switch(config-line)#exit


Switch(config)#line vty ?
  
<0-15>  First Line number


Switch(config)#line vty 0 15

Switch(config-line)# password telnet


Switch(config-line)#login


Switch(config-line)#cntrl+z


Switch#

4. Use show running-config (show run for short) to see the current configuration on the switch.
Lab 8.15: Setting the Hostname on a 2950 Switch

· The hostname on a switch is only locally significant. 
· It doesn’t have any function on the network or used for name resolution. 
· It is helpful to set a hostname on a switch so that you can identify the switch when connecting to it. 
· A good rule of thumb is to name the switch after the location it is serving. 

1. Using the hostname command to set the hostname for the 2950 switch. 

Switch>enable

Enter password:  ****
Switch#config t
Enter configuration commands, one per line.  End with CTRL/Z

Switch(config)#hostname Todd2950A

Todd2950A(config)#exit

Todd2950A#
Lab 8.16: Configuring IP Address Information on a 2950 Switch

· By default, no IP, subnet mask, or default-gateway address information is set on a swtich.
· The show running-config command will show the default IP configuration of the switch. 

· By default, all interfaces begin as members of VLAN1.
· On a 2950 switch, the IP and subnet mask addresses are set on the VLAN interface, not at the global configuration mode configuration prompt like on a 1900 switch. 
· On a 2950 switch, the default gateway address is set in global configuration mode. 

1. Use the ip address command set the IP configuration on a 2950 switch. 
Todd2950A#config t

Enter configuration commands, one per line.  End with CTRL/Z

Todd2950A(config)#interface vlan1

Todd2950A(config-if)#ip address 172.16.10.17 255.255.255.0
Todd2950A(config-if)#exit 

Todd2950A(config)#exit

Todd2950A#

2. Use the ip default-gateway command to set default gateway address. 
Todd2950A#config t

Enter configuration commands, one per line.  End with CTRL/Z

Todd2950A(config)#ip default-gateway 172.16.10.1

Todd2950A(config)#exit

Todd2950A#

· To change the IP, subnet mask, and default-gateway addresses on the 2950 switch, either type in new addresses or remove the IP information with the no ip address and no ip default-gateway commands at the appropriate configuration prompt.
Lab 8.17: Configuring 2950 Switch Interfaces 

The 2950 switch uses the type slot/port command and it can be used with either the interface command or the show command. The interface command allows you to set interface specific configurations.      The 2950 switch has only one slot: zero (0). 

1. Go to the f0/1 interface on the 2950 switch.
Todd2950A#config t
Todd2950A(config)#interface fastEthernet 0/1
Todd2950A(config-if)#
2. Use the help command to see the available commands. 


Todd2950A(config-if)#?
· Use the int fa 0/# command at any time from global configuration mode to switch between interfaces.

3. Look at the duplex command options. 

Todd2950A(config-if)#duplex ?

  auto  Enable AUTO duplex configuration

  full  Force full duplex operation

  half  Force half-duplex operation

Todd2950A(config-if)#

· By default, switch ports are set to “auto” speed detect.  

· Switching each port to to full-duplex mode will give better performance and is recommended.

4. Set f0/1 interface to full-duplex
Todd2950A(config-if)#duplex full

Duplex will not be set until speed is set to non-auto value

Todd2950A(config-if)#speed 100

· Notice in the above command that to run full duplex, you must set the speed to 100 Mbps. 
· Both the speed and duplex are set to auto-detect by default. 
· It is recommened that you set the speed and duplex of every port rather than use auto-detect.
5. Enable portfast on a switch port f0/1.
· Turning on portfast enables a switch port to come up quickly and not to wait the typical 50 seconds for the spanning-tree protocol to go through its loop check cycle. 
· With portfast enabled, a physical loop on the switch network will bring the network down. 
· You are basically telling the switch to not check for loops using these ports. 

Todd2950A(config-if)#spanning-tree portfast

%Warning: portfast should only be enabled on ports connected to a single

 host. Connecting hubs, concentrators, switches, bridges, etc... to this

 interface when portfast is enabled, can cause temporary bridging loops.

 Use with CAUTION

%Portfast has been configured on FastEthernet0/1 but will only

 have effect when the interface is in a non-trunking mode.

Todd2950A(config-if)#

· Notice the message the switch provided. Although it seems like the command didn’t take effect, as long as the port is in access mode (discussed in a minute), the port will now be in portfast mode.

6. Use the show interface command to view the changes made to interface f0/1. 


Todd2950A#sh int f0/1

FastEthernet0/1 is up, line protocol is up

  

Hardware is Fast Ethernet, address is 000b.5fb9.a4c1 (bia 000b.5fb9.a4c1)

  

MTU 1500 bytes, BW 100000 Kbit, DLY 1000 usec,reliability 255/255, txload 1/255, rxload 1/255

  

Encapsulation ARPA, loopback not set

  

Keepalive set (10 sec)

  

Full-duplex, 100Mb/s

  
 input flow-control is off, output flow-control is off

   ARP type: ARPA, ARP Timeout 04:00:00

   Last input 00:00:00, output 00:00:01, output hang never

   Last clearing of "show interface" counters never

   Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0

   Queueing strategy: fifo

   Output queue :0/40 (size/max)

   5 minute input rate 0 bits/sec, 0 packets/sec

   5 minute output rate 0 bits/sec, 0 packets/sec

      11535 packets input, 922247 bytes, 0 no buffer

      Received 9118 broadcasts, 0 runts, 0 giants, 0 throttles

      0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored

      0 watchdog, 7577 multicast, 0 pause input

      0 input packets with dribble condition detected

      4314 packets output, 413693 bytes, 0 underruns

      0 output errors, 0 collisions, 3 interface resets

      0 babbles, 0 late collision, 0 deferred

 
--More--


7. Use the show running-config to see the f0/1 interface configuration as well.


[cut]


!

interface FastEthernet0/1

 no ip address

 duplex full

 speed 100

 spanning-tree portfast

!

interface FastEthernet0/2


[cut]

Lab 8.18: Configuring 2950 Switch Interface Descriptions

You can administratively set a name for each interface on the 2950 switch. The descriptions are only locally significant. For the 2950 series switch, use the description command. You cannot use spaces with the description command, but you can use underlines if you needed. 

1. Use the description command to describe each interface. 

Todd2950A#config t

Enter configuration commands, one per line.  End with CTRL/Z

Todd2950A(config)#int fa 0/1

Todd2950A(config-if)#description Finance VLAN
Todd2950A(config-if)#int fa 0/12

Todd2950A(config-if)#description trunk to Building 4

Todd2950A(config-if)#

· In the configuration example above, we set the description on both port 1 and 12.
Lab 8.19: Viewing 2950 Switch Interface Descriptions

View the descriptions with either the show interface command, or show running-config command. 

1. Use the show interface fa 0/1 command to view the configuration of FastEthernet interface 0/1. 

Todd2950A#sh int fa 0/1
FastEthernet0/1 is up, line protocol is up


Hardware is Fast Ethernet, address is 0030.193c.1741 (bia 0030.193c.1741)


Description: Finance VLAN

(output cut)

2. Use the show running-config command to view the interface configurations as well. 

Todd2950A#sh run

!

interface FastEthernet0/1
description Finance VLAN
switchport mode access
duplex full
speed 100
spanning-tree portfast
!

 [output cut]

· The sh int fa0/1 command and the show run command both show the interface configuration.
Lab 8.20: Verifying 2950 Switch IP Connectivity

Pinging or telneting to the 2950 switch can test its IP configuration, but traceroute can not be used and telneting from the 2950 switch is not possible.
1. Notice the output on a successful ping to a host on the nextwork. 
Todd2950A#ping 172.16.10.1

Sending 5, 100-byte ICMP Echos to 172.16.10.1, time out is 2 seconds:

!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max 0/2/10/ ms

· Exclamation points (!) mean success

· Periods (.) mean a timeout. 

Lab 8.21: Saving and Erasing the 2950 Switch Configuration

The switch configuration is stored in NVRAM. The file in RAM is called the running-config and the file in NVRAM is called the startup-config. You can view the startup-config, also called the backup configuration, with the show startup-config command. 

1. Save the switch running configuration to be the startup configuration. 

Todd2950A#copy run start
Destination filename [startup-config]? press enter
Building configuration...

[OK]

Todd2950A#

2. Use the erase startup-config to erase the startup configuration and then reload the switch.

Todd2950A#erase startup-config
Erasing the nvram filesystem will remove all files! Continue? [confirm] press enter

[OK]

Erase of nvram: complete

Todd2950A#sh start
%% Non-volatile configuration memory is not present

Todd2950A#

· Even though NVRAM has been erased of the startup configuration, the current configuration is still running in RAM until the switch is reloaded.
Lab 8.22: Configuring VLANs on a 2950 Switch

Determining the number of VLANs and users per VLAN is the time consuming part of configuration. VLANs can be created once the number of VLANs and users per VLAN is decided.  Up to 1005 VLANs can be created on a 2950 switch, but only 64 can run on the switch at any given time. 
1. Enter the vlan database to configure VLANs and see the available commands.
Todd2950A#vlan database

Todd2950A(vlan)#?
2. Type the command vlan ? to see how many VLANs you can create:

Todd2950A(vlan)#vlan ?

<1-1005> ISL VLAN index

3. Use the vlan # name name command to configure VLANs and the apply or exit command to apply changes. 
Todd2950A(vlan)#vlan 2 name Sales
VLAN 2 added:

  
Name: Sales

Todd2950A(vlan)#Vlan 3 name Marketing
VLAN 3 added:

  
Name: Marketing

Todd2950A(vlan)#exit

APPLY completed.


Exiting....

Todd2950A#

4. Use the show vlan command to see and verify the configured VLANs. 

VLAN Name                             Status    Ports


---- -------------------------------- --------- -------------------------------


1    default                          active    Fa0/1, Fa0/2, Fa0/3, Fa0/4

                                                      Fa0/5, Fa0/6, Fa0/7, Fa0/8

                                                      Fa0/9, Fa0/10, Fa0/11, Fa0/12


2    Sales                            active


3    Marketing                        active


1002 fddi-default                     active


1003 token-ring-default               active


1004 fddinet-default                  active


1005 trnet-default                    active

[output cut]

· By default, all ports on the switch are in VLAN 1. 
· Ports can only be assigned to a VLAN one at a time and not as a group of ports to a VLAN. 

· To change a port VLAN association, go to that port and reassign its VLAN association.
5. Each port can be configured to be in a VLAN by using the switchport access vlan # command.
Todd2950A(config)#int f0/2
Todd2950A(config-if)#switchport ?

access         Set access mode characteristics of the interface


host           Set port host


mode           Set trunking mode of the interface


nonegotiate    Device will not engage in negotiation protocol on this interface


port-security  Security related command


priority       Set appliance 802.1p priority


protected      Configure an interface to be a protected port


trunk          Set trunking characteristics of the interface


voice          Voice appliance attributes

Todd2950A(config-if)#switchport access ?


vlan  Set VLAN when interface is in access mode

Todd2950A(config-if)#switchport access vlan 2
Todd2950A(config-if)#int f0/3
Todd2950A(config-if)#switchport access vlan 3
Todd2950A(config-if)#exit
6. Set the port to be in access mode so the interface will only be a member of one VLAN.

Todd2950A#config t

Enter configuration commands, one per line.  End with CNTL/Z.

Todd2950A(config)#int f0/2

Todd2950A(config-if)#switchport mode ?


access   Set trunking mode to ACCESS unconditionally


dynamic  Set trunking mode to dynamically negotiate access or trunk mode


trunk    Set trunking mode to TRUNK unconditionally

Todd2950A(config-if)#switchport mode access
Todd2950A(config-if)#int f0/3

Todd2950A(config-if)#switchport mode access
Todd2950A(config-if)#exit
Todd2950A(config)#exit

Todd2950A#copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

Todd2950A#

7. Now, type show vlan again to see the ports assigned to each VLAN. 

Todd2950A#sh vlan


VLAN Name                             Status    Ports


---- -------------------------------- --------- -------------------------------


1    default                          active    Fa0/1, Fa0/4, Fa0/5, Fa0/6

                                                
   Fa0/7, Fa0/8, Fa0/9, Fa0/10

                                                
   Fa0/11, Fa0/12


2    Sales                            active    Fa0/2


3    Marketing                        active    Fa0/3


1002 fddi-default                     active


1003 token-ring-default               active


1004 fddinet-default                  active


1005 trnet-default                    active 


[ouput cut]
8. The show running-config command will also show the ports assigned to a VLAN.
Lab 8.23: Configuring Trunk Ports on a 2950 Switch

Trunk links are 100 or 1000Mbps point-to-point links between two switches, between a switch and router, or between a switch and server. Trunked links carry the traffic of multiple VLANs (1 to 1005 at a time). Trunked links can not be run on 10Mbps links.

· Remember that an access link is a port on a switch that is a member of only one VLAN.  

1. To configure trunking on a 2950 port, use the interface and  switchport mode trunk command. 
Todd2950A>en
Todd2950A#config t

Todd2950A(config)#int f0/12






Todd2950A(config-if)#switchport mode ?

   access   Set trunking mode to ACCESS unconditionally


   dynamic  Set trunking mode to dynamically negotiate access or trunk mode


   trunk    Set trunking mode to TRUNK unconditionally


Todd2950A(config-if)#switchport mode trunk 

· The above switch output shows the trunk configuration on interface f0/12 set to trunk on. 
· By default, this setting allows all VLANs to be sent over this trunked link.
2. Use the switchport trunk alled vlan except # command to change the VLANs permitted on the trunked link.  

Todd2950A(config-if)#switchport trunk ?

  allowed  Set allowed VLAN characteristics when interface is in trunking mode

  native   Set trunking native characteristics when interface is in trunking mode

  pruning  Set pruning VLAN characteristics when interface is in trunking mode

Todd2950A(config-if)#switchport trunk allowed ?

  vlan  Set allowed VLANs when interface is in trunking mode

Todd2950A(config-if)#switchport trunk allowed vlan ?
  WORD    VLAN IDs of the allowed VLANs when this port is in trunking mode

  add     add VLANs to the current list

  all     all VLANs

  except  all VLANs except the following

  remove  remove VLANs from the current list

Todd2950A(config-if)#switchport trunk allowed vlan except 2

Todd2950A(config-if)#

· The above command sets the interface to allow all VLANs on the trunked link except for VLAN 2. 

3. Use the show running-config command to verify your trunk ports. 

 !

interface FastEthernet0/12

 switchport trunk allowed vlan 1,3-1005

 switchport mode trunk

 no ip address

!

· Notice in the above output that all VLANs are allowed except for VLAN 2.

Lab 8.24: Configuring VTP Domain on a 2950 Switch

By default, a Catalyst switch is configured to be a VTP server. To configure VTP, first configure the domain name you want to use. Once the VTP switch information is configured, verify the configuration.

1. Use the vtp global configuration mode command to set this information. 

Todd2950A(config)#vtp ?


domain        Set the name of the VTP administrative domain.


file             Configure IFS filesystem file where VTP configuration is stored.


interface  Configure interface as the preferred source for the VTP IP updater address.


mode             Configure VTP device mode


password     Set the password for the VTP administrative domain


pruning       Set the adminstrative domain to permit pruning


version       Set the adminstrative domain to VTP version

Todd2950A(config)#vtp mode ?


client             Set the device to client mode.


server             Set the device to server mode.


transparent  Set the device to transparent mode

Todd2950A(config)#vtp mode server


Device mode already VTP SERVER.

Todd2950A(config)#vtp domain ?


WORD  The ascii name for the VTP administrative domain.

Todd2950A(config)#vtp domain routersim

Changing VTP domain name from NULL to routersim

Todd2950A(config)#

2. Verify the VTP information with the sh vtp status command. 

Todd2950A#sh vtp ?

  counters  VTP statistics

  status    VTP domain status

Todd2950A#sh vtp status

VTP Version                     : 2

Configuration Revision          : 1

Maximum VLANs supported locally : 64

Number of existing VLANs        : 7

VTP Operating Mode              : Server

VTP Domain Name                 : routersim

VTP Pruning Mode                : Disabled

VTP V2 Mode                     : Disabled

VTP Traps Generation            : Disabled

MD5 digest                      : 0x4C 0x60 0xA6 0x5D 0xD7 0x41 0x8C 0x37

Configuration last modified by 172.16.10.1 at 3-1-93 06:40:09

Local updater ID is 172.16.10.1 on interface Vl1 (lowest numbered VLAN interface

found)

Todd2950A#

· The preceding switch output shows the VTP domain and the switch’s mode. 

Lab 8.25: Configuring the Switches in Our Lab

· Two new VLANs will be created and applied to switches 2950A and 2950B. 

· Subnets 172.16.2.0/24 and 172.16.3.0/24 will be used. 

· Switches 1900A through 1900D will not have VLANs configured. 

· Network Visualizer™ 4.1 only supports ISL trunking on the 1900 switches and 802.1q on the 2950’s.

· The IP addresses of Hosts A through D will need to be changed.
· The 2600F router will perform the 802.1q routing 

· The 2600E Fastethernet 0/0 interface will have IP address 172.16.10.1/24.

· The2600F interface fastethernet 0/0 will have IP address 172.16.10.2/24. 
1. 1900A switch: Set the hostname, passwords, interface descriptions, IP, subnet mask and default-gateway address information and then verify the configuration by pinging the default gateway. 

>enable

#config t

(config)#hostname 1900A

1900A(config)#enable password level 1 todd

1900A(config)#enable password level 15 todd1
1900A(config)#enable secret todd

1900A(config)#ip address 172.16.60.2 255.255.255.0

1900A(config)#ip default-gateway 172.16.60.1

1900A(config)#interface fastethernet 0/26
1900A(config-if)#description Link_to_2600A

1900A(config-if)#interface fastethernet 0/27

1900A(config-if)#description Link_to_HostE

1900A(config-if)#exit

1900A(config)#exit
1900A#ping 172.16.60.1

2. 1900B switch: Set the hostname, passwords, interface descriptions, IP, subnet mask and default-gateway address information and then verify the configuration by pinging the default gateway. 

>enable

#config t

(config)#hostname 1900B

1900B(config)#enable password level 1 todd

1900B(config)#enable password level 15 todd1
1900B(config)#enable secret todd

1900B(config)#ip address 172.16.70.2 255.255.255.0

1900B(config)#ip default-gateway 172.16.70.1

1900B(config)#interface fastethernet 0/26
1900B(config-if)#description Link_to_2600B

1900B(config-if)#interface fastethernet 0/27

1900B(config-if)#description Link_to_HostF

1900B(config-if)#exit

1900B(config)#exit
1900B#ping 172.16.70.1

3. 1900C switch: Set the hostname, passwords, interface descriptions, IP, subnet mask and default-gateway address information and then verify the configuration by pinging the default gateway.
>enable

#config t

(config)#hostname 1900C

1900C(config)#enable password level 1 todd

1900C(config)#enable password level 15 todd1
1900C(config)#enable secret todd

1900C(config)#ip address 172.16.80.2 255.255.255.0

1900C(config)#ip default-gateway 172.16.80.1

1900C(config)#interface fastethernet 0/26
1900C(config-if)#description Link_to_2600C

1900C(config-if)#interface fastethernet 0/27

1900C(config-if)#description Link_to_HostG

1900C(config-if)#exit

1900C(config)#exit
1900C#ping 172.16.80.1

4. 1900D switch: Set the hostname, passwords, interface descriptions, IP, subnet mask and default-gateway address information and then verify the configuration by pinging the default gateway.
>enable

#config t

(config)#hostname 1900D

1900D(config)#enable password level 1 todd

1900D(config)#enable password level 15 todd1
1900D(config)#enable secret todd

1900D(config)#ip address 172.16.90.2 255.255.255.0

1900D(config)#ip default-gateway 172.16.90.1

1900D(config)#interface fastethernet 0/26
1900D(config-if)#description Link_to_2600D

1900D(config-if)#interface fastethernet 0/27

1900D(config-if)#description Link_to_HostH

1900D(config-if)#exit

1900D(config)#exit
1900D#ping 172.16.90.1

5. 2950A switch: Set the hostname, passwords, interface descriptions, IP, subnet mask and default-gateway address information and then verify the configuration by pinging the default gateway.
Switch>enable

Switch#config t

Switch(config)#hostname 2950A

2950A(config)#enable password todd

2950A(config)#enable secret routersim

2950A(config)#line console 0
2950A(config-line)#password console

2950A(config-line)#login

2950A(config-line)#line vty 0 15
2950A(config-line)#password console

2950A(config-line)#login

2950A(config-line)#exit

2950A(config)#ip default-gateway 172.16.10.1

2950A(config)#interface VLAN 1

2950A(config-if)#ip address 172.16.10.3 255.255.255.0

2950A(config-if)#interface fastethernet 0/11
2950A(config-if)#description Link_to_2600E

2950A(config-if)#speed 100

2950A(config-if)#duplex full
2950A(config-if)#interface fastethernet 0/12

2950A(config-if)#description Trunk_Link_to_2950B

2950A(config-if)#switchport mode trunk

2950A(config-if)#speed 100

2950A(config-if)#duplex full
2950A(config-if)#exit

2950A(config)#exit
2950A#ping 172.16.10.1

· This ping will not work until you delete the ip address on interface f0/0.1 on router 2600F from Lab 6.12.
6. 2950A switch: Create a VTP domain of routersim and leave this switch as a VTP server.

2950A#config t
2950A(config)#vtp domain routersim

7. 2950B switch: Set the hostname, passwords, interface descriptions, IP, subnet mask and default-gateway address information and then verify the configuration by pinging the default gateway.
>enable

#config t

(config)#hostname 2950B

2950B(config)#enable password todd

2950B(config)#enable secret routersim

2950B(config)#line console 0
2950B(config-line)#login

2950B(config-line)#password console

2950B(config-line)#line vty 0 15
2950B(config-line)#login

2950B(config-line)#password console

2950B(config-line)#exit

2950B(config)#ip default-gateway 172.16.10.2

2950B(config)#interface vlan1

2950B(config-if)#ip address 172.16.10.4 255.255.255.0

2950B(config-if)#interface fastethernet 0/11
2950B(config-if)#description Trunk_Link_to_2600F

2950B(config-if)#switchport mode trunk

2950B(config-if)#speed 100

2950B(config-if)#duplex full
2950B(config-if)#interface fastethernet 0/12

2950B(config-if)#description Trunk_Link_to_2950A

2950B(config-if)#switchport mode trunk
2950B(config-if)#speed 100

2950B(config-if)#duplex full
2950B(config-if)#exit

2950B(config)#exit

2950B#ping 172.16.10.2
8. 2950B switch:  Make a member of the VTP domain routersim and configure the switch as a VTP client. 

2950B#config t
2950B(config)#vtp domain routersim

2950B(config)#vtp mode client

9. 2950A switch:  Create two VLANs called Sales and Marketing.

2950A#vlan database

2950A(vlan)#vlan 2 name Sales

2950A(vlan)#vlan 3 name Marketing

· Notice the two VLANs using 2 and 3 were created because VLAN 1 is configured by default on all switches and cannot be changed or deleted. 

10. 2950B switch: Type in show VLAN to verify the VLAN information was propagated with VTP.

2950B(config)#exit

2950B#show vlan

· Three VLANs, 1-3, should be seen that were propagated via VTP from the 2950A switch. 

11. 2950A switch:  Make port f0/2 a member of VLAN 2.

2950A#config t

2950A(config)#interface fastethernet 0/2

2950A(config-if)#switchport access vlan 2

2950A(config-if)#switchport mode access

12. 2950B switch:  Make port f0/1 a member of VLAN 2.

2950B#config t

2950B(config)#interface fastethernet 0/1

2950B(config-if)#switchport access vlan 2

2950B(config-if)#switchport mode access

13. Configure HostA IP 172.16.2.2, DG 172.16.2.1 and HostC IP address IP 172.16.2.3, DG 172.16.2.1.

· Both hosts will be in VLAN 2, Sales, which has a subnet address of 172.16.2.0/24. 

· Their default gateway will be a sub-interface on router 2600C.

14. Verify connectivity within VLAN 3 by pinging from HostA to HostC. 

>ping 172.16.2.3

· If the address can be pinged, this VLAN has been configured correctly. 
· At this time, HostA and HostC cannot ping anything else in the network except each other.

15. 2950A switch:  Configure port f0/3 to be a member of VLAN3.

2950A#config t

2950A(config)#interface fastethernet 0/3

2950A(config-if)#switchport access vlan 3

2950A(config-if)#switchport mode access

16. Connect to the 1900B switch and make port f0/2 a member of VLAN 3

2950B#config t

2950B(config)#interface fastethernet 0/2

2950B(config-if)#switchport access vlan 3

2950B(config-if)#switchport mode access

17. Configure HostB IP 172.16.3.2, DG 172.16.3.1 and HostD IP 172.16.3.3/24, DG 172.16.3.1.
· Both hosts will be in VLAN 3, Marketing, which has a subnet address of 172.16.3.0/24. 

· Their default gateway will be a sub-interface on router 2600C.

18. Verify connectivity within VLAN3 between HostD from HostB.

>ping 172.16.3.3

· If the address can be pinged, this VLAN has been configured correctly. 
· At this time, HostA and HostC cannot ping anything else in the network except each other.

· To have the hosts ping outside their VLAN, setup routing configurations on an adjoining router.
19. 2600C router: Create 802.1q routing and three subinterfaces, one for each VLAN, on port f0/0.
2600C>enable
2600C#config t

2600C(config)#interface fastethernet 0/0

2600C(config-if)#no ip address

2600C(config-if)#interface fastethernet 0/0.1

2600C(config-subif)#encapsulation dot1q 1

2600C(config-subif)#ip address 172.16.10.1 255.255.255.0

2600C(config-subif)# interface fastethernet 0/0.2

2600C(config-subif)#encapsulation dot1q 2

2600C(config-subif)#ip address 172.16.2.1 255.255.255.0

2600C(config-subif)# interface fastethernet 0/0.3

2600C(config-subif)#encapsulation dot1q 3

2600C(config-subif)#ip address 172.16.3.1 255.255.255.0

· At this point, the hosts should be able to ping all routers, switches and hosts in the internetwork.  

Lab 9.1: Password Recovery Techniques

If you are locked out of a Cisco router because you forgot the password, you can power cycle the router and perform a password recovery by changing the configuration register. All Cisco routers have a 16-bit software register written into NVRAM. By default, the configuration register is set to load the Cisco IOS from flash memory and to load the startup-config file from NVRAM.
 

Bit 6 in the configuration register is used to tell the router whether or not to use the contents of NVRAM to load a router configuration. The default configuration register value is 0x2102 with the 0 being bit 6, meaning bit 6 is off. With the default setting, the router will look for and load a router configuration stored in NVRAM (startup-config). To recover a password, turn bit 6 on, which will tell the router to ignore the NVRAM startup configuration. The configuration register value to turn on bit 6 is 0x2142.

 
1. Use the show version command to see the current value of the configuration register.
 
2600A#show version
Cisco Internetwork Operating System Software

IOS (tm) C2600 Software (C2600-BIN-M), Version 12.2(13)T1, RELEASE SOFTWARE (fc1) 

[output cut]

Configuration register is 0x2102
· The last information given from this command is the value of the configuration register, 0x2102.
2. Make the router boot from ROM monitor mode by using the config-register 0x0101 command.
 
2600A(config)#config-register 0x0101
2600A(config)#^z
2600A#sh ver
[output cut]

Configuration register is 0x2102 (will be 0x0101 at next reload)

 

· The command config-register 0x0101 tells the router to boot from ROM monitor mode and then to verify the current configuration register value.

· Notice that the show version command shows the current configuration register value as well as what it will be when the router reboots. 
· Any change to the configuration register will not take effect until the router is reloaded. 

3. 2600A router:  Save the configuration and then type reload at the privileged mode prompt.
2600A#copy running-config startup-config
2600A#reload

4. When the router is rebooting, press and hold ctrl+break on the keyboard until you enter ROM monitor mode. 

2600A#reload
 
System Bootstrap, Version 11.3(2)XA4, RELEASE SOFTWARE (fc1)
Copyright (c) 1999 by cisco Systems, Inc.
TAC:Home:SW:IOS:Specials for info
PC = 0xfff0a530, Vector = 0x500, SP = 0x680127b0
C2600 platform with 32768 Kbytes of main memory
PC = 0xfff0a530, Vector = 0x500, SP = 0x80004374
monitor: command "boot" aborted due to user interrupt rommon 1 >
5. To change the bit 6 value on a Cisco 2600 series router, simply enter the confreg (meaning config register) command at the rommon 1> prompt.
 
rommon 1 > confreg 0x2142
 
· You must reset or power cycle for new config to take effect.
 
6. At this point, reset the router.
 
rommon 1 > reset
 
7. When the router reloads, say no to entering setup mode. 

 

8. Enter privileged mode and then type copy starting-config running-config
 

9. Change the passwords and then save your configuration with the copy run start command
 

10. Change the configuration register back to 0x2102
Lab 9.2: Backing Up the Cisco IOS 

Before upgrading or restoring a Cisco IOS, copy the existing file to a tftp host as a backup in case the new image doesn’t work. You can use any tftp host to perform this function. By default, the flash memory in a router is used to store the Cisco IOS. The following sections describe how to check the amount of flash memory, copy the Cisco IOS from flash memory to a tftp host, and then copy the IOS from a tftp host to flash memory.

· Before attempting to upgrade the Cisco IOS on a router with a new IOS file, verify that the flash memory has enough room to hold the new image. 
1. Verify the amount of flash memory and the file or files being stored in flash memory by using the show flash command (sh fla for short):

2600A#show flash

System flash directory:

File  Length   Name/status

  1   6973004  c2600-bin-mz.122-13.T1.bin

[6973068 bytes used, 1415540 available, 8388608 total]

8192K bytes of processor board System flash (Read/Write)

2. The last line in the router output shows there is 8192KB or 8MB of flash memory.  So, there is plenty of room for a new IOS file that is 6MB in size. Once it’s verified that the flash memory can hold the IOS you want to copy into flash memory, continue with the old IOS backup operation. 

3. Before backing up the old IOS to the tftp server, ping the server to make sure there is connectivity.
2600A#ping 172.16.60.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.60.3, timeout is 2 seconds:

!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/8 ms

4. If the ping was successful, use the copy flash tftp command to copy the IOS to the tftp host. 

2600A#copy flash tftp
Source filename []? c2600-bin-mz.122-13.T1.bin

Address or name of remote host []? 172.16.60.3
Destination filename [c2600-bin-mz.122-13.T1.bin]? (press enter)

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

[output cut]

6973004 bytes copied in 57.704 secs (120841 bytes/sec)

2600A#

· The source filename is the file in flash memory. 

· Notice that after you enter the command, the name of the file in flash memory is displayed.

· The address of the remote host is the IP address of the tftp host. 

· In this example, the content of flash memory was copied successfully to the tftp host. 
Lab 9.3: Restoring or Upgrading the Cisco Router IOS

The Cisco IOS may need to be restored to flash memory to replace an original file that has been damaged or to upgrade the IOS. A file can be downloaded from a tftp host to flash memory by using the copy tftp flash command. This command requires the IP address of the tftp host and the name of the file to download to flash memory.

1. Type copy tftp flash command from the 2600A privileged mode prompt. You will see a message informing you that the router must reboot and run a ROM-based IOS image to perform this operation:

2600A#copy tftp flash

Address or name of remote host []? 172.16.60.3
Source filename []? c2600-bin-mz.122-13.T1.bin
Destination filename [c2600-bin-mz.122-13.T1.bin]?

%Warning:There is a file already existing with this name

Do you want to over write? [confirm]

Accessing tftp://1.1.1.1/c2600-bin-mz.122-13.T1.bin...

Erase flash: before copying? [confirm]

Erasing the flash filesystem will remove all files! Continue? [confirm]

Erasing device... eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee ...erased

Erase of flash: complete

Loading c2600-bin-mz.122-13.T1.bin from 1.1.1.1 (via FastEthernet0/0): !!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

[output cut]

2. After the router is told where the file is and the filename, it asks for confirmation of understanding that the contents of flash memory will be erased as shown in the output above. The router prompts twice for confirmation to make sure that administrator wants to proceed with erasing flash memory. 
3. The row of e characters shows the contents of flash memory being erased. Each exclamation point (!) means that one UDP segment has been successfully transferred. 

4. You will be asked:

System configuration has been modified. Save? [yes/no]: (type y and press enter)

Lab 9.4: Backing Up the Cisco Configuration

Router configuration changes are stored in the running-config file held in DRAM. If a copy run start command is not performed after changes are made to the running-config file, those changes will not be saved into NVRAM if the router reboots or is powered down. Making a backup copy of the running configuration files is a good idea for documentation purposes and in case the router or switch dies. 
· To copy the router’s configuration from a router to a tftp host, use either the copy running-config tftp or copy starting-config tftp command. 
· Either command will back up the router configuration that is currently running in DRAM or that is stored in NVRAM.

1. Use the show running-config command to verify the running configuration in DRAM. 

2600A#sh run

Building configuration...

Current configuration:

!

version 12.2

· The current configuration information indicates the router is running version 12.2. 

2. Use the show starting-config command to verify the starting configuration in NVRAM.
2600A#sh start
  Using 781 out of 32762 bytes


!


version 12.2

· The second line shows how much room is used by the NVRAM configuration to be backed up. 
· Notice that the version of configuration in NVRAM is 12.2 

· To be sure the running and starting configurations are the same, use the copy running-config command. 
3. Use the copy run start comand to save the running configuration as the startup configuration.
2600A#copy running-config startup-config
Destination filename [startup-config]? (press enter)

Building configuration...

[OK]

4. Use show starting-config to veryify the NVRAM version shows the latest configuration.

2600A#show startup-config
Using 781 out of 32762 bytes

!

version 12.2

5. Using the copy running-config tftp command, make a second backup to the tftp server.
2600A#copy run tftp

Address or name of remote host []? 172.16.60.3

Destination filename [2600A-confg]? enter

!!

487 bytes copied in 12.236 secs (40 bytes/sec)

2600A#

· Notice this backup process took only two exclamation points (!), which are two UDP acknowledgments. 
· If you have a tftp hostname configured, the command will automatically use the hostname plus the extension –confg as the name of the file.
Lab 9.5: Restoring the Cisco Router Configuration from a TFTP Server

The easiest way to restore the running configuration from the startup-config configuration is to use the copy startup-config running-config command. 
1. If you copied the router’s configuration to a tftp server, you can restore the configuration using the copy tftp running-config command or the copy tftp startup-config command. 

2600A#copy tftp run
Address or name of remote host []? 172.16.60.3

Source filename []? 2600A-confg

Destination filename [running-config]? (press enter)
Accessing tftp://172.16.60.3/2600A-confg...

Loading 2600A-confg from 172.16.60.3 (via Fastethernet 0/0): 

!!

[OK - 487/4096 bytes]

487 bytes copied in 5.400 secs (97 bytes/sec)

2600A#

00:38:31: %SYS-5-CONFIG: Configured from tftp://172.16.60.3/2600A-confg

2600A#

important:  After the configuration is copied from tftp host to the router, the interfaces must be re-enabled since they are automatically shutdown.
Lab 9.6: Using the Cisco Discovery Protocol 

Cisco Discovery Protocol (CDP) is a proprietary protocol designed by Cisco to help administrators collect information about both directly attached and remote devices. You can gather hardware information, as well as protocol information about neighbor devices. This information is useful for troubleshooting and documenting the network. 

· First, gather CDP information on your router by getting CDP Timers and Holdtime Information.
1. Use the show cdp command to show information about two configurable CDP global parameters.
2600A#sh cdp

Global CDP information:

        Sending CDP packets every 60 seconds

        Sending a holdtime value of 180 seconds

2600A#

· CDP timer is how often CDP packets are transmitted to all active interfaces.

· CDP holdtime is the amount of time that the device will hold packets received from neighbor devices.

· Both the Cisco routers and the Cisco switches use the same parameters. 

2. Use the global commands cdp timer and cdp holdtime to configure the CDP holdtime and timer. 
2600A#config t

Enter configuration commands, one per line.  End with CTRL/Z.

2600A (config)#cdp ?
  holdtime Specify the holdtime (in sec) to be sent in packets

  timer    Specify the rate at which CDP packets are sent(in sec)

2600A (config)#cdp timer 90
2600A (config)#cdp holdtime 240

2600A (config)#^z

3. Use the global commands no cdp run and cdp run to disable and re-enable CDP globally.
2600A (config)#no cdp run
2600A (config)#cdp run

2600A (config)#^z

4. Use no cdp enable and cdp enable to disable and re-enable CDP at the interface and use the command sh cdp interfaces to see the results..

2600A (config)#int f0/0
2600A (config-if)#no cdp enable

2600A (config-if)#cdp enable

2600A (config)#^z

5. Use the show cdp neighbors command  to show information about directly connected devices.
2600A#sh cdp nei

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

                  S - Switch, H - Host, I - IGMP, r - Repeater

Device ID     Local Intrfce   Holdtme   Capability  Platform  Port ID

1900C            Eth 0          238         S        1900      1

2600E            Ser 0/0        138         R        2600      Ser 0/0

2600A#

· The show cdp neighbors command shows information about directly connected devices. 
· CDP packets are not passed through Cisco switches. 
· On a router connected to a switch, you will not see the other devices connected to the switch. 

This table summarizes the information displayed by the show cdp neighbors command for each device.

	Field
	Description

	Device ID
	The hostname of the device directly connected.

	Local Interface
	The port or interface on which you are receiving the CDP packet.

	Holdtime
	The amount of time the router will hold the information before discarding it if no more CDP packets are received.

	Capability
	The neighbor’s capability, such as router, switch, or repeater. The capability codes are listed at the top of the command output. 

	Platform
	The type of Cisco device. In the above output, a Cisco 2500,  and 1900 are attached. 

	Port ID
	The neighbor device’s port or interface on which the CDP packets are broadcasted out. 


6. Use the show cdp neighbors detail command on a router or switch to show detailed information about each connected device.

2600A#sh cdp neighbors detail
-------------------------

Device ID: 1900C

Entry address(es):

  IP address: 172.16.60.2

Platform: 1900,  Capabilities: Switch

Interface: ethernet 0,  Port ID (outgoing port): 1

Holdtime : 166 sec

Version :

V9.00

-------------------------

Device ID: 2600E

Entry address(es):

  IP address: 172.16.20.1

Platform: 2600,  Capabilities: Router

Interface: Serial 0/0,  Port ID (outgoing port): Serial 0/0

Holdtime : 154 sec

Version :

Cisco Internetwork Operating System Software

IOS (tm) C2600 Software (C2600-BIN-M), Version 12.2(13)T1,  RELEASE SOFTWARE (fc1)

2600A#

· The output above shows the hostname and IP address of the directly connected devices. 
· The show cdp neighbors detail command also shows the IOS version of the neighbor device.

7. Use the show cdp entry * command to see the same information as the show cdp neighbors details command.

2600A#sh cdp entry *

-------------------------

Device ID: 1900C

Entry address(es):

  IP address: 172.16.60.2

Platform: 1900,  Capabilities: Switch

Interface: Fastethernet 0/0,  Port ID (outgoing port): 1

Holdtime : 166 sec

Version :

V9.00

-------------------------

Device ID: 2600E

Entry address(es):

  IP address: 172.16.20.1

Platform: cisco 2500,  Capabilities: Router

Interface: Serial 0/0,  Port ID (outgoing port): Serial 0/0

Holdtime : 166 sec

Version :

Cisco Internetwork Operating System Software

IOS (tm) C2600 Software (C2600-BIN-M), Version 12.2(13)T1,  RELEASE SOFTWARE (fc1)

2600A#

8. Use the show cdp traffic command to display information about interface traffic.

2600A#sh cdp traffic
CDP counters :

        Packets output: 13, Input: 8

        Hdr syntax: 0, Chksum error: 0, Encaps failed: 0

        No memory: 0, Invalid packet: 0, Fragmented: 0

2600A#

· The show cdp traffic command will show the number of CDP packets sent and received and the errors with CDP.
Lab 9.7: Using Telnet

Telnet is a virtual terminal protocol that is part of the TCP/IP protocol suite. Telnet allows you to make connections to remote devices, gather information, and run programs. After the routers and switches are configured, Telnet can be used to configure and check the routers and switches instead using a console cable connection. 
Use the Telnet program by typing telnet from any command prompt (DOS or Cisco). VTY passwords must be set on the routers for a connection to be established. You can also use Telnet to connect to non-directly connected devices and run CDP on them to gather CDP information about those remote devices. 
1. 2600F router:  Remove the telnet and enable passwords.

2600F>enable

2600F#config t
Enter configuration commands, one per line.  End with CTRL/Z.

2600F(config)#no enable secret

2600F(config)#no enable password

2600F(config)#line vty 0 4

2600F(config-line)#no password 
2600F(config-line)#^z
2600F#

2. Use the telnet command from any router prompt. 

2600A#telnet 172.16.10.2
Trying 172.16.10.2 ... Open

Password required, but none set

[Connection to 172.16.10.2 closed by foreign host]

2600A#

· Remember that the VTY ports on a router are configured as login, which means that you must either set the VTY passwords or use the no login command.  

3. On a Cisco router, just typing an IP address at the command prompt will initiate a telnet session.
2600A#172.16.10.2

Trying 172.16.10.2 ... Open

Password required, but none set

[Connection to 172.16.10.2 closed by foreign host]

2600A#

4. Set VTY passwords on this router in order to telnet to it from router 2600A.
2600F#config t

Enter configuration commands, one per line.  End with CTRL/Z.

2600F(config)#line vty 0 4

2600F(config-line)#login

2600F(config-line)#password todd
2600F(config-line)#^z
2600F#

5. Try connecting to the router again using the 2600A router console. 

2600A#172.16.10.2

Trying 172.16.10.2 ... Open

User Access Verification

Password:

2600F>

· Remember that the VTY password is the user mode password, not the privileged mode password. 
6. Try to go into privileged mode after telneting into router 2600F:

2600F>en

% No password set

2600F>

· As a security feature, set the enable password or enable secret password in order to use telnet to get into and configure remote devices. 

· You don’t want anyone just telneting onto your device and then being able to just type the enable command to get into privileged mode.

· Typing exit at the command prompt will end the connection any time.

7. To go back to the telnet originating router, 2600A, press Ctrl+Shift+6, release them, and then press x
2600A#telnet 172.16.10.1

Trying 172.16.10.1 ... Open

User Access Verification

Password:

2600E> [press ctrl+shift+6 then x]

2600A#

8. Telnet to a 1900 switch, which will then display the console output of the switch. 

2600A#telnet 172.16.60.2

Trying 172.16.60.2 ... Open

Catalyst 1900 Management Console

Copyright (c) Cisco Systems, Inc.  1993-1999

All rights reserved.

Enterprise Edition Software

Ethernet Address:      00-B0-64-75-6B-C0

PCA Number:            73-3122-04

PCA Serial Number:     FAB040131E2

Model Number:          WS-C1912-A

System Serial Number:  FAB0401U0JQ

Power Supply S/N:      PHI033108SD

PCB Serial Number:     FAB040131E2,73-3122-04

-------------------------------------------------

1 user(s) now active on Management Console.

        User Interface Menu

     [M] Menus

     [K] Command Line

Enter Selection:

· The enable password level 15 or enable secret on the switch must be set before you can gain access via the Telnet application
9. Press Ctrl+Shift+6, then x to get back to the 2600A router console. 

2600A#

10. Use the show sessions command to see the connections made from a router to a remote device. 

2600A#sh sessions
Conn Host            Address          Byte  Idle Conn Name

   1 172.16.10.1     172.16.10.1        0     0   172.16.10.1

*  2 172.16.60.2     172.16.60.2        0     0   172.16.60.2   

2600A#

· The asterisk (*) next to connection 2 means this session was the last session. 
· You can return to your last session by pressing enter twice. 
· You can also return to any session by typing the number of the connection and pressing enter twice. 

11. Use the show users command to list all active consoles and VTY ports in use on a router.

2600A#sh users
    Line     User      Host(s)              Idle Location

*  0 con 0             172.16.10.1          00:07:52

                       172.16.60.2          00:07:18

· In the command’s output, the con represents the local console connected to two remote devices. 
12. Type show users from the 2600E router, which the 2600A router had telneted into earlier. 

2600E>sh users
    Line     User      Host(s)               Idle Location

   0 con 0             idle                     9

*  2 vty 0

· This output shows that the console is active and that VTY port 2 is being used. 
· The asterisk represents the current terminal session user. 

13. To end a telnet session while logged into a remote device, type exit. 

2600A# (press enter twice here)

[Resuming connection 2 to 172.16.60.2 ... ]

1900C>exit
[Connection to 172.16.60.2 closed by foreign host]

2600A#

14. To end a telnet session from the telnet originating local device, use the disconnect command. 

2600A#disconnect ?
  <1-2>  The number of an active network connection

  WORD   The name of an active network connection

  <cr>

2600A#disconnect 1
Closing connection to 172.16.10.1 [confirm]

2600A#

· Session number 1 was used because that was the connection to the 2600E router to be ended. 
· Use the show sessions command to see session connection numbers.
Lab 9.8: Create a Router Hosts Table & Resolve Host Names to IP Addresses

In order to use a hostname rather than an IP address to connect to a remote device, the device that you are using to make the connection must be able to translate the hostname to an IP address. This lab will show you how to create a hosts table on your router to resolve host names to IP addresses.  

· A host table provides name resolution only on the router on which it was built. The command to build a host table on a router is:  ip host name address
1. Configure a host table with two entries to resolve the names for the 2600E router and the 1900C switch:

2600A#config t

Enter configuration commands, one per line.  End with CTRL/Z.

2600A(config)#ip host ?

  WORD  Name of host

2600A(config)#ip host 2600E ?

  <0-65535>  Default telnet port number

  A.B.C.D    Host IP address (maximum of 8)

2600A(config)#ip host 2600E 172.16.10.1 ?

  A.B.C.D  Host IP address (maximum of 8)

  <cr>

2600A(config)#ip host 2600B 172.16.70.1

2600A(config)#ip host 1900c 172.16.60.2

2600A(config)#^z

2. Use the show hosts command to see the host table.
2600A#sh hosts

Default domain is not set

Name/address lookup uses domain service

Name servers are 255.255.255.255

Host           Flags    Age Type   Address(es)

2600E        (perm, OK)  0   IP    172.16.10.1

2600B        (perm, OK)  0   IP    172.16.70.1

1900c        (perm, OK)  0   IP    172.16.60.2

2600A#

· In the router output above, you can see the two hostnames and their associated IP addresses. 
· The perm in the Flags column means the entry is manually configured. 
· If it said temp in the Flags column, it would be an entry resolved by DNS. 

3. To verify that the host table resolves names, try typing the hostnames at a router prompt. 
· Remember that if you don’t specify the command, the router assumes you want to telnet. 
· Use the hostnames we just created to telnet into the remote devices and then press Ctrl+Shift+6, then X to return to the main console of the 2600A router. 

2600A#2600E

Trying 2600E (172.16.10.1)... Open

User Access Verification

Password:

2600E>(control+shift+6,then x)
2600A# 
2600A#1900C

Trying 1900C (172.16.60.2)... Open

Catalyst 1900 Management Console

Copyright (c) Cisco Systems, Inc.  1993-1999

All rights reserved.

Enterprise Edition Software

Ethernet Address:      00-B0-64-75-6B-C0

PCA Number:            73-3122-04

PCA Serial Number:     FAB040131E2

Model Number:          WS-C1912-A

System Serial Number:  FAB0401U0JQ

Power Supply S/N:      PHI033108SD

PCB Serial Number:     FAB040131E2,73-3122-04

-------------------------------------------------

1 user(s) now active on Management Console.

        User Interface Menu

     [M] Menus

     [K] Command Line

Enter Selection: (control+shift+6,then x)

2600A#

4. Use the show sessions command to view current telnet sessions.
2600A #sh sess
Conn Host                Address             Byte  Idle Conn Name

   1 1900c              172.16.60.2          0     0 1900c

*  2 2600E              172.16.10.1          0     0 2600E

2600A #

· Notice the hostname now shows up instead of the IP address in the show session output entries because the IP addresses have been resolved. 

5. Remove a hostname from the table by using the no ip host command.
2600A(config)#no ip host 2600E
Lab 10.1: Standard IP Access-Lists

This lab will block access to network 172.16.60.0 from hosts G and H. 

1. Verify that you can ping switch 1900C and ping HostE from hosts G and H. 

2. Connect to the 2600A router and create an access-list that blocks access from both hosts G and H trying to get to network 172.16.60.0. 

2600A#config t
2600A(config)#access-list 10 deny host 172.16.80.3

2600A(config)#access-list 10 deny host 172.16.90.3

2600A(config)#access-list 10 permit any
· Remember that IP standard access-lists should be created closest to the destination network. 

3. Add the access-list to the serial 0/0 interface of 2600A.

2600A(config)#interface serial 0/0

2600A(config-if)#ip access-group 10 in

· Access-list 10 is now applied to the serial 0/0 interface of 2600A and filtering any incoming packets. 

4. Check to see that Hosts G and H can no longer ping to 172.16.60.2 and 172.16.60.3. 

· If the access-list is correct, all other devices should still be able to reach network 172.16.60.0. 
5. Ping from the 2600C router and verify that you can reach 172.16.60.2 and 172.16.60.3.

Lab 10.2: Verifying Standard IP Access-Lists

In addition to using ping and telnet, a good way to verify the network and access-lists is by using the Cisco IOS commands. 

1. Connect to the 2600A router and type show access-list to see the list configured on the router.

2600A#show access-list
2. You can also type either show ip access-list or show access-list 10 to gather specific list configurations.

2600A#show access-list 10

3. To see which interface has access-lists applied, use the show ip interface command. 

2600A#show ip interface
4. The show running-config is useful to see both the access-list and to verify the interface where the access-list is applied.

2600A#show running-config

Lab 10.3: Applying an Access-List to a VTY Line

Any active port on a router is fair game for telnet access. Therefore, it is necessary to secure a router. Using a standard IP access list can control access by placing the access list on the VTY lines themselves. 

To perform this function:

· Create a standard IP access list that permits only the host(s) you want to be able to telnet into the routers. 
· Apply the access list to the VTY line with the access-class command.

This lab will have you stop Host G and H from telneting into the 2600A router. 

1. Verify that Hosts G and H can telnet into the 2600A router.

2. Connect to the 2600A router and block telnet access for Host G and H, but allow all other devices to telnet to the 2600A router. 

2600A#config t
2600A(config)#access-list 10 deny host 172.16.80.3

2600A(config)#access-list 10 deny host 172.16.90.3

2600A(config)#access-list 10 permit any

3. Apply the access-list directly to the VTY lines and not to an interface.

2600A(config)#line vty 0 4

2600A(config-line)#access-class 10 in

2600A(config-line)#^z

2600A#
4. Verify that Host G and H can no longer telnet into the 2600A router.

5. Verify that router 2600C can still telnet into the 2600A router.

2600C#telnet 172.16.20.2
Lab 10.4: Extended IP Access-Lists

In this lab, the standard IP access-list on 2600A is removed.  Next, a new access-list will be created on the 2600A router that is more concise. We want Hosts G and H to use the services on the 172.16.60.0 network, but not to be able to telnet into the 1900C switch. 

1. Remove the access-list on the 2600A router.

2600A#config t
2600A(config)#no access-list 10
· Just no access-list 10 can be typed to remove the access-list globally.

2. Remove the access-list on the serial 0/0 interface of 2600A.

2600A(config)#interface serial 0/0

2600A(config-if)#no ip access-group 10 in
· The whole command must be typed to remove the list from the router interface.
3. Verify that Host G and H can now ping 172.16.60.2 and 172.16.60.3.

4. Create an access-list on the 2600A router to block telnet access into the 172.16.60.0 network, but still allow Hosts G and H to ping HostE.

2600A#config t
2600A(config)#access-list 110 deny tcp host 172.16.80.3 172.16.60.0 0.0.0.255 eq telnet

2600A(config)#access-list 110 deny tcp host 172.16.90.3 172.16.60.0 0.0.0.255 eq telnet

2600A(config)#access-list 110 permit ip any any
· This access-list blocked addresses 172.16.80.3 and 172.16.90.3 from telneting into 172.16.60.0.
5. Apply this access-list to the serial interface 0 of the 2600A router to filter the packets coming into the router.

2600A(config)#interface serial 0/0

2600A(config-if)#ip access-group 110 in

2600A(config-if)#^z
2600A#

· This same access-list could be built on routers 2600F and 2600E. 
· Probably the best place to configure this access-list is on the 2600F router to filter the packets trying to leave fastethernet 0/0. 
· This approach would stop the packets that are just going to be denied when they get to network 172.16.60.0, but before they traverse the backbone. 

To stop the packets close to the source, create the IP Extended Access-List on the 2600F router.

6. First delete the configuration on the 2600A router. 

2600A#config t
2600A(config)#no access-list 110
7. Remove the access-list on the serial 0/0 interface of 2600A.

2600A(config)#interface serial 0/0

2600A(config-if)#no ip access-group 110 in
8. Create an access-list on the 2600F router to block telnet access into the 172.16.60.0 network, but still allow Hosts G and H to ping HostE.

2600F#config t
2600F(config)#access-list 110 deny tcp host 172.16.80.3 172.16.60.0 0.0.0.255 eq telnet

2600F(config)#access-list 110 deny tcp host 172.16.90.3 172.16.60.0 0.0.0.255 eq telnet

2600F(config)#access-list 110 permit ip any any
9. Now, apply this access-list to the interface fastethernet 0/0 of the 2600A router to filter the packets coming out of the router trying to go to 172.16.60.0.

2600F(config)#interface fastethernet 0/0

2600F(config-if)#ip access-group 110 out

2600F(config-if)#^z
2600F#

10. Test the access-list by trying to telnet 172.16.60.2.  You cannot telnet to a host so don’t bother trying.  All other devices should be able to telnet to 172.16.60.2.

Lab 10.5: Verifying Extended IP Access-lists

Use the same command used to verify the IP Standard Access-Lists. If the list was created on the 2600F router, go to the 2600F router and verify the access list. Remember that ping and telnet are really good tools to verify your network too. 

1. From the 2600F router, type the show access-list command to see the configured list.

2600F#show access-list
2. Use the show access-list 110 command to see only list 110. 

2600F#show access-list 110

3. Use show ip access-list to see only the IP access-list configured on the router.

2600F#show ip access-list
4. Verify which interface has an access-list set by using the show ip interface command on the 2600A router.

2600F#show ip interface
Lab 11.1: Configuring PPP Encapsulation

PPP (Point-to-Point Protocol) is a data-link protocol that can be used over asynchronous serial (dial-up) or synchronous serial (ISDN) media.  PPP uses the LCP (Link Control Protocol) to build and maintain data-link connections. The basic purpose of PPP is to transport layer-3 packets across a Data Link layer point-to-point link.

The High-Level Data-Link Control protocol (HDLC) is a point-to-point encapsulation protocol used on leased lines. No authentication can be used with HDLC and it is the default encapsulation method used by Cisco® routers over synchronous serial links. Cisco’s HDLC is proprietary, i.e. it won’t communicate with any other vendor’s HDLC implementation. If authentication on a serial link or connection between a Cisco router and another vendor router is desired, PPP needs to be configured on the serial interfaces. 

· This lab will have PPP configured on all four serial networks and replace HDLC as the encapsulation method on the serial links. 

1. Connect to the 2600E router and change the encapsulation on the serial links from HDLC to PPP.

2600E>enable
2600E#config t
2600E(config)#interface serial 0/0

2600E(config-if)#encapsulation ppp

2600E(config-if)#interface serial 0/1

2600E(config-if)#encapsulation ppp

2600E(config-if)#^z

2600E#
2. Connect to the 2600F router and change the encapsulation on the serial links from HDLC to PPP.

2600F>enable
2600F#config t
2600F(config)#interface serial 0/0

2600F(config-if)#encapsulation ppp

2600F(config-if)#interface serial 0/1

2600F(config-if)#encapsulation ppp

2600F(config-if)#^z

2600F#
3. Connect to the 2600A router and change the encapsulation on the serial link from HDLC to PPP.

2600A>enable
2600A#config t
2600A(config)#interface serial 0/0

2600A(config-if)#encapsulation ppp

2600A(config-if)#^z

2600A#
4. Connect to the 2600B router and change the encapsulation on the serial link from HDLC to PPP.

2600B>enable
2600B#config t
2600B(config)#interface serial 0/0

2600B(config-if)#encapsulation ppp

2600B(config-if)#^z

2600B#
5. Connect to the 2600C router and change the encapsulation on the serial link from HDLC to PPP.

2600C>enable
2600C#config t
2600C(config)#interface serial 0/0

2600C(config-if)#encapsulation ppp

2600C(config-if)#^z

2600C#
6. Connect to the 2600D router and change the encapsulation on the serial link from HDLC to PPP.

2600D>enable
2600D#config t
2600D(config)#interface serial 0/0

2600D(config-if)#encapsulation ppp

2600D(config-if)#^z

2600D#
Lab 11.2: Verifying PPP Encapsulation

Once HDLC is replaced with PPP as the serial encapsulation method, verify that the network is still working properly. 

The first command to use is the show ip route or the show ipx route command to make sure all IP and IPX routes are still present. 

1. 2600A router:  Use the show ip route command to verify the network is still running. 

2600A#show ip route and/or show ipx route

2. 2600B router:  Use the show ip route command to verify the network is still running. 

2600B#show ip route and/or show ipx route
3. 2600C router:  Use the show ip route command to verify the network is still running. 

2600C#show ip route and/or show ipx route
4. 2600D router:  Use the show ip route command to verify the network is still running. 

2600D#show ip route and/or show ipx route
5. 2600E router:  Use the show ip route command to verify the network is still running. 

2600E#show ip route and/or show ipx route
6. 2600F router:  Use the show ip route command to verify the network is still running. 

2600F#show ip route and/or show ipx route
7. 2600F router:  Use the show interface command to see the serial link encapsulation.

2600F#show interface s0/0

2600F#show interface s0/1
8. 2600E router:  Verify the encapsulation by using the show interface command.

2600E#show interface s0

2600E#show interface s1

Lab 11.3: Configuring PPP Authentication with CHAP

Now that the network should be up and working with PPP, you can use PPP authentication to stop unwanted users from connected to your network. Although, this is typically used with dial-up, it still can be used with serial interfaces. 

This lab will have you configure PPP authentication on all routers serial interfaces using the CHAP protocol. 

The Challenge Authentication Protocol (CHAP) is used at the initial startup of a link and at period checkups on the link to make sure the router is still communicating with the same host. After PPP finishes its initial phase, the local router sends a challenge request to the remote device. The remote device sends a value calculated using a one-way hash function called MD5. The local router checks this hash value to make sure it matches. If the values don’t match, the link is immediately terminated. 

To configure PPP authentication, first set the hostname of the router if it is not already set (this is not an option!). Then set the username and password for the remote router connecting to your router. For example, if you are connected to the 2600A router and want to configure authentication, you would set the hostname and then create a username that consists of the router you are going to connect to, in this example, 2600E. 

This is shown below:

Router#config t

Enter configuration commands, one per line. End with CTRL/Z.

Router(config)#hostname 2600A
2600A(config)#username 2600E password cisco

When using the hostname command, remember that the username is the hostname of the remote router connecting to your router. It is case-sensitive. Also, the password on both routers must be the same. It is a plain-text password and can be seen with a show run command. 
You must have a username and password configured for each remote system you are going to connect to. The remote routers must also be configured with usernames and passwords. 

After you set the hostname, usernames, and passwords, choose the authentication.

2600A#config t
Enter configuration commands, one per line. End with CTRL/Z.

2600A(config)#int s0/0
2600A(config-if)#ppp authentication chap

2600A(config-if)#^z
2600A#
1. 2600A router:  Create a username of 2600E, a password of cisco, and configure the serial interface 0/0 to use ppp authentication of chap. 

2600A#config t
2600A(config)#username 2600E password cisco

2600A(config)#interface serial 0/0

2600A(config-if)#ppp authentication chap

2600A(config-if)#^z
2600A#

2. 2600B router:  Create a username of 2600E, a password of cisco, and configure the serial interface 0/0 to use ppp authentication of chap.
2600B#config t

2600B(config)#username 2600E password cisco

2600B(config)#interface serial 0/0

2600B(config-if)#ppp authentication chap

2600B(config-if)#^z
2600B#

3. 2600C router:  Create a username of 2600F, a password of cisco, and configure the serial interface 0/0 to use ppp authentication of chap.
2600C#config t

2600C(config)#username 2600F password cisco

2600C(config)#interface serial 0/0

2600C(config-if)#ppp authentication chap

2600C(config-if)#^z

4. 2600D router:  Create a username of 2600F, a password of cisco, and configure the serial interface 0/0 to use ppp authentication of chap.
2600D#config t

2600D(config)#username 2600F password cisco

2600D(config)#interface serial 0/0

2600D(config-if)#ppp authentication chap

2600D(config-if)#^z
2600D#

5. 2600F router:  Create a username of 2600C and 2600D, a password of cisco for both, and configure the serial interface 0/0 and 0/1to use ppp authentication of chap.
2600F#config t

2600F(config)#username 2600C password cisco

2600F(config)#username 2600D password cisco

2600F(config)#interface serial 0/0

2600F(config-if)#ppp authentication chap

2600F(config-if)#interface serial 0/1

2600F(config-if)#ppp authentication chap

2600F(config-if)#^z
2600F#

6. 2600E router:  Create a username of 2600A and 2600B, a password of cisco for both, and configure the serial interface 0/0 and 0/1to use ppp authentication of chap. 

2600E#config t

2600E(config)#username 2600A password cisco

2600E(config)#username 2600B password cisco

2600E(config)#interface serial 0/0

2600E(config-if)#ppp authentication chap

2600E(config-if)#interface serial 0/1

2600E(config-if)#ppp authentication chap

2600E(config-if)#^z
2600E#

Lab 11.4: Verifying PPP with Authentication

Once PPP is configured with authentication as the serial encapsulation method, then verify that the network is still working properly. 

· The first command to use is the show ip route command to make sure all IP routes are still present. 
· The next command to use is the show interface command. 

1. 2600A router:  Use the show ip route command to verify the network is still running. 

2600A#show ip route 

2. 2600B router:  Use the show ip route command to verify the network is still running.
2600B#show ip route 

3. 2600C router:  Use the show ip route command to verify the network is still running.
2600C#show ip route 

4. 2600D router:  Use the show ip route command to verify the network is still running.
2600D#show ip route 

5. 2600E router:  Use the show ip route command to verify the network is still running.
2600E#show ip route 

6. 2600F router:  Use the show ip route command to verify the network is still running.
2600F#show ip route 

7. 2600F router:  Use the show interface command to see the serial link encapsulation.

2600F#show interface s0/0

2600F#show interface s0/1
8. 2600E router:  Verify the encapsulation by using the show interface command.

2600E#show interface s0/0

2600E#show interface s0/1

Lab 11.5: Understanding Frame Relay Configuration

Frame Relay provides a communications interface between DTE (data terminal equipment) and DCE (data circuit-terminating equipment), such as packet switches. DTE consists of terminals, PCs, routers, and bridges, both customer-owned end-node and internetworking devices. DCE consists of carrier-owned internetworking devices.

Frame Relay Uses Virtual Circuits

Frame Relay provides connection-oriented, Data Link layer communication via virtual circuits.           These virtual circuits are logical connections created between two DTE’s across a packet-switched network. The network is identified by a DLCI, or Data Link Connection Identifier. 

Also, Frame Relay uses both PVCs (Permanent Virtual Circuits) and SVC’s (Switched Virtual Circuits) which is a form of dialup. Although, most Frame Relay networks use only PVCs. This virtual circuit provides the complete path to the destination network prior to the sending of the first frame.

Configuring Frame Relay Encapsulation

When configuring Frame Relay on Cisco routers, you need to specify it as an encapsulation on serial interfaces. There are only two encapsulation types: Cisco and IETF (Internet Engineering Task Force). The following router output shows the two different encapsulation methods when choosing Frame Relay on your Cisco router:

2600A(config)#int s0/0

2600A(config-if)#encapsulation frame-relay ?

  ietf  Use RFC1490 encapsulation

  <cr>

The default encapsulation is Cisco unless you manually type in IETF. Cisco is the type used when connecting two Cisco devices. You’d opt for the IETF-type encapsulation if you needed to connect a Cisco device to a non-Cisco device with Frame Relay.

Frame Relay DLCI

Frame Relay virtual circuits (PVCs) are identified by Data Link Connection Identifiers (DLCIs). A Frame Relay service provider, such as the telephone company, typically assigns DLCI values, which are used by Frame Relay to distinguish between different virtual circuits on the network. Because many virtual circuits can be terminated on one multipoint Frame Relay interface, many DLCIs are often affiliated with it.

For the IP devices at each end of a virtual circuit to communicate, their IP addresses need to be mapped to DLCIs. This mapping can function as a multipoint device—one that can identify to the Frame Relay network the appropriate destination virtual circuit for each packet that is sent over the single physical interface. The mappings can be done dynamically through IARP (Inverse ARP) or manually through the fame relay map command.

DLCI numbers, used to identify a PVC, are typically assigned by the provider and start at 16. Configuring a DLCI number to be applied to an interface is shown below:

2600A(config-if)#frame-relay interface-dlci ?
  <16-1007> Define a DLCI as part of the current subinterface

2600A(config-if)#frame-relay interface-dlci 16

Frame Relay LMI

The Local Management Interface (LMI) was developed in 1990 by Cisco Systems, StrataCom, Northern Telecom, and Digital Equipment Corporation and became known as the Gang-of-Four LMI or Cisco LMI. This gang took the basic Frame Relay protocol from the CCIT and added extensions onto the protocol features that allow internetworking devices to communicate easily with a Frame Relay network.

The LMI is a signaling standard between a CPE device (router) and a frame switch. The LMI is responsible for managing and maintaining status between these devices.

If you’re not going to use the auto-sense feature of LMI, you’ll need to check with your Frame Relay provider to find out which type to use instead. The default type is Cisco, but you may need to change to ANSI or Q.933A. The three different LMI types are depicted in the router output below.

2600A(config-if)#frame-relay lmi-type ?
  cisco

  ansi

  q933a

2600A(config-if)#frame-relay lmi-type ansi

You can have multiple virtual circuits on a single serial interface and yet treat each as a separate interface. These are known as subinterfaces. Think of a subinterface as a hardware interface defined by the IOS software. An advantage gained through using subinterfaces is the ability to assign different Network layer characteristics to each subinterface and virtual circuit, such as IP routing on one virtual circuit.

Subinterfaces with Frame Relay

You define subinterfaces with the int s0.subinterface number command as shown below. You first set the encapsulation on the serial interface, and then you can define the subinterfaces. 

2600A(config)#int s0/0
2600A(config)#encapsulation frame-relay
2600A(config)#int s0/0.?

  <0-4294967295>  Serial interface number

2600A(config)#int s0/0.16 ?

  multipoint      Treat as a multipoint link

  point-to-point  Treat as a point-to-point link

You can define an almost limitless number of subinterfaces on a given physical interface (keeping router memory in mind). In the above example, we chose to use subinterface 16 because that represents the DLCI number assigned to that interface. However, you can choose any number between 0 and 4,292,967,295.

Lab 11.6: Configuring Frame Relay Switching

This lab will have you configure the 2600E and 2600A routers as Frame relay switches. Then you’ll configure routers 2600A through 2600D as remote Frame Relay connections. The backbone Ethernet network will not work in this lab configuration.  

To perform this lab, you need to delete the configurations on the two routers first since the Frame Relay switching configuration is completely different then what we have now. 

1. 2600E router:  Type erase start then reload.
2600E#erase start
2600E#reload

2. 2600F router:  Type erase start then reload.

2600F#erase start

2600F#reload
3. 2600E router:  Configure the hostname and passwords. 

Router>enable

Router#config t

Router(config)#hostname 2600E

2600E(config)#enable secret todd

2600E(config)#line vty 0 4

2600E(config-line)#password cisco

2600E(config-line)#login
2600E(config-line)#line console 0

2600E(config-line)#password cisco

2600E(config-line)#login

2600E(config-line)#^z

2600E#

4. 2600F router:  Configure the hostname and passwords. 

Router>enable

Router#config t

Router(config)#hostname 2600A

2600F(config)#enable secret todd

2600F(config)#line vty 0 4

2600F(config-line)#password cisco

2600F(config-line)#login
2600F(config-line)#line console 0

2600F(config-line)#password cisco

2600F(config-line)#login

2600F(config-line)#^z

2600F#

5. Once the routers are clear, make them a frame relay switch with the frame-relay switching command. Next, every DLCI on the switch needs to be mapped. Since the 2600A and 2600F routers will not be connected with the backbone, the same configuration can be used
2600A

serial 0/0 DLCI 16

serial 0/1DLCI 17

2600F

serial 0/0 DLCI 16

serial 0/1 DLCI 17

6. On the frame relay switch, use the frame relay route command to map each and every DLCI. 

2600A(config)#interface serial 0/0

2600A(config-if)#frame-relay route 16 interface Serial 0/1 17

· This command tells the switch that if it receives a frame on serial 0/0 with a PVC of 16 to send it out serial 0/1 using a PVC of 17. 
7. Connect to the 2600E router and configure the Frame Switching. 

2600E#config t
2600E(config)#frame-relay switching

2600E(config)#interface serial 0/0

2600E(config-if)#clock rate 56000

2600E(config-if)#no shut

2600E(config-if)#frame intf-type dce

2600E(config-if)#frame-relay route 16 interface serial 0/1 17

2600E(config-if)#interface serial 0/1

2600E(config-if)#clock rate 56000

2600E(config-if)#no shut

2600E(config-if)#frame intf-type dce

2600E(config-if)#frame-relay route 17 interface serial 0/0 16
2600E(config-if)#^z
2600E#
· No IP addresses are assigned to the routes interfaces. 
· Remember, this is a Data Link layer function only and IP is irrelevant to this configuration. 

8. Connect to the 2600F router and configure the Frame Switching.

2600F#config t
2600F(config)#frame-relay switching

2600F(config)#interface serial 0/0

2600F(config-if)#clock rate 56000

2600F(config-if)#no shut

2600F(config-if)#frame intf-type dce

2600F(config-if)#frame-relay route 16 interface serial 0/1 17

2600F(config-if)#interface serial 0/1

2600F(config-if)#clock rate 56000

2600F(config-if)#no shut

2600F(config-if)#frame intf-type dce

2600F(config-if)#frame-relay route 17 interface serial 0/0 16
2600F(config-if)#^z
2600F#

Lab 11.7: Configuring Frame Relay with Subinterfaces

In this lab, connect to the 2600A through 2600D routers and configure them for frame relay configuration using subinterfaces. 

· Since the Frame-Relay switches are not using IP addressing, connecting from the 2600A to 2600B routers will use one subnet and appear like a direct connection. 
· Use subnet 172.16.10.0 between the routers. 

1. 2600A router:  Configure the serial 0/0 interface with a Frame Relay subinterface. 
· Requires removing the IP address from the serial interface. 

2600A#config t
2600A(config)#interface serial 0/0

2600A(config-if)#no ip address

2600A(config-if)#encapsulation frame-relay

2600A(config-if)#interface serial 0/0.16 point-to-point

2600A(config-subif)#ip address 172.16.10.1 255.255.255.0
2600A(config-subif)#frame-relay interface-dlci 16

2600A(config-subif)#^z
2600A#

2. 2600B router:  Configure the serial 0/0 interface with a Frame Relay subinterface. 

2600B#config t
2600B(config)#interface serial 0/0

2600B(config-if)#no ip address

2600B(config-if)#encapsulation frame-relay

2600B(config-if)#interface serial 0/0.16 point-to-point

2600B(config-subif)#ip address 172.16.10.2 255.255.255.0
2600B(config-subif)#frame-relay interface-dlci 17

2600B(config-subif)#^z
2600B#

3. Verify the Frame-Relay connection is valid by pinging from the 2600A router to the 2600E router. 

2600A#ping 172.16.10.2

4. 2600C router:  Configure the serial 0/0 interface with a Frame Relay subinterface. 
· Use the same IP addresses since the Frame-Relay switching routers are not connected.  

2600C#config t
2600C(config)#interface serial 0/0

2600C(config-if)#no ip address

2600C(config-if)#encapsulation frame-relay

2600C(config-if)#interface serial 0/0.16 point-to-point

2600C(config-subif)#ip address 172.16.10.1 255.255.255.0
2600C(config-subif)#frame-relay interface-dlci 16

2600C(config-subif)#^z
2600C#

5. 2600D router:  Configure the serial 0/0 interface with a Frame Relay subinterface. 

2600D#config t
2600D(config)#interface serial 0/0

2600D(config-if)#no ip address

2600D(config-if)#encapsulation frame-relay

2600D(config-if)#interface serial 0/0.16 point-to-point

2600D(config-subif)#ip address 172.16.10.2 255.255.255.0
2600D(config-subif)#frame-relay interface-dlci 17

2600D(config-subif)#^z
2600D#

6. Verify the Frame-Relay connection is valid by pinging from the 2600C router to the 2600D router. 

2600C#ping 172.16.10.2

Lab 11.8: Verifying Frame Relay

There are several ways to check the status of your interfaces and PVCs once you have Frame Relay encapsulation set up and running. Use the show frame-relay command with a question mark (?) to get the command options:

2600A#sho frame ?

  ip         
show frame relay IP statistics

  lapf        
show frame relay lapf status/statistics

  lmi         
show frame relay lmi statistics

  map        
Frame-Relay map table

  pvc          
show frame relay pvc statistics

  qos-autosense  show frame relay qos-autosense information

  route         
show frame relay route

  rtp            show frame relay RTP statistics

  svc           
show frame relay SVC stuff

traffic        Frame-Relay protocol statistics

vofr

show frame relay VoFR statistics
1. The show frame-relay lmi command will give you the LMI traffic statistics exchanged between the local router and the Frame Relay switch. 

2600A#sh frame lmi

LMI Statistics for interface Serial 0/0 (Frame Relay DTE) LMI TYPE = ANSI

  Invalid Unnumbered info 0             Invalid Prot Disc 0

  Invalid dummy Call Ref 0              Invalid Msg Type 0

  Invalid Status Message 0              Invalid Lock Shift 0

  Invalid Information ID 0              Invalid Report IE Len 0

  Invalid Report Request 0              Invalid Keep IE Len 0

  Num Status Enq. Sent 1748                Num Status msgs Rcvd 1748

  Num Update Status Rcvd 0              Num Status Timeouts 0

2600A#

· The router output from the show frame-relay lmi command shows you LMI errors and the LMI type. 

2. The show frame pvc command will list all configured PVCs and DLCI numbers. 
2600A#sho frame pvc

PVC Statistics for interface Serial 0/0 (Frame Relay DTE)

 DLCI = 16,DLCI USAGE = LOCAL,PVC STATUS =ACTIVE,INTERFACE = Serial 0/0.16

  input pkts 50977876   output pkts 41822892   in bytes 3137403144

 out bytes 3408047602   dropped pkts 5      in FECN pkts 0

 in BECN pkts 0      out FECN pkts 0     out BECN pkts 0

 in DE pkts 9393     out DE pkts 0

 pvc create time 7w3d, last time pvc status changed 7w3d

· It provides the status of each PVC connection and traffic statistics. 

· It will also give you the number of BECN and FECN packets received on the router. 

3. Use the show interface command to check for LMI traffic. 
2600A#sho int s0/0

Serial 0/0 is up, line protocol is up

 Hardware is HD64570

 MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, load 2/255

 Encapsulation FRAME-RELAY, loopback not set, keepalive set (10 sec)

 LMI enq sent 451751,LMI stat recvd 451750,LMI upd recvd 164,DTE LMI up

 LMI enq recvd 0, LMI stat sent 0, LMI upd sent 0

 LMI DLCI 1023 LMI type is CISCO frame relay DTE

 Broadcast queue 0/64, broadcasts sent/dropped 0/0, interface broadcasts 839294

· The show interface command displays information about the encapsulation as well as layer-2 and layer-3 information. 

· The LMI DLCI is used to define the type of LMI being used. 

· If it is 1023, it is the default LMI type of Cisco. If the LMI DLCI is zero, then it is the ANSI LMI type. 

· The show interface command displays line, protocol, DLCI and LMI information. 

4. The show frame map command will show you the Network layer-to-DLCI mappings.

2600A#show frame map

Serial0/0 (up): ip , (0x66,0x1860), broadcast
status defined, active
Serial0/0.16 (up): point-to-point dlci, dlci 16(0x66,0x1860), broadcast
status defined, active
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