[image: image1.png]



Network Visualizer™ 4.1  Build 4.1.04 – Concise Labs

1Lab 4.3: Editing and Help Features


1Lab 4.4: Gathering Basic Router Information


1Lab 4.5: Setting Passwords


1Lab 4.6: Saving the Configurations


1Lab 4.7: Encrypting Passwords


2Lab 4.8: Setting Router Banners


2Lab 4.10: Bringing Up an Interface


2Lab 4.11: Configuring an IP Address on an Interface


2Lab 4.12: Serial Interface Commands


2Lab 4.13: Setting the Router Hostnames


2Lab 4.14: Setting Interface Descriptions


2Lab 4.15: Verifying Your Configuration


Labs Officially Start Here

3Lab 5.1: Configuring the Routers


4Lab 5.2: Verifying the Configurations


4Lab 5.3: Configuring Static Routing


5Lab 5.4: Verifying Static Routing


6Lab 5.5: Configuring and Verifying the Hosts


7Lab 5.6: Configuring Default Routing


7Lab 5.7: Verifying Default Routing


7Lab 5.8: Configuring RIPv1 Routing


8Lab 5.9: Verifying RIPv1 Routing


8Lab 5.10: Configuring RIPv2


8Lab 5.11: Verifying the RIPv2 Configurations


8Lab 5.12: Configuring IGRP Routing


8Lab 5.13: Verifying IGRP Routing


9Lab 6.1: Configuring EIGRP Routing


9Lab 6.2: Verifying EIGRP Routing


9Lab 6.3: Configuring Single Area OSPF


10Lab 6.4: Verifying Single Area OSPF


11Start here for 640-821 INTRO preparation


11Lab 8.1: Connecting to the 1900 Switch and Setting Passwords


11Lab 8.2: Setting the Hostname on a 1900 Switch


11Lab 8.3: Configuring IP Address Information on a 1900 Switch


11Lab 8.4: Configuring 1900 Switch Interfaces


11Lab 8.5: Configuring 1900 Switch Interface Descriptions


11Lab 8.6: Viewing 1900 Switch Descriptions


11Lab 8.7: Configuring the 1900 Switch Port Duplex


11Lab 8.8: Verifying 1900 Switch IP Connectivity


11Lab 8.9: Erasing the 1900 Switch Configuration


11Stop here for 640-821 INTRO preparation


12Lab 8.10: Configuring VLANs on a 1900 Switch


12Lab 8.11: Configuring Trunk Ports on a 1900 Switch


12Lab 8.12: Configuring ISL Routing on a 1900 Switch


12Lab 8.13: Configuring VTP domain on a 1900 Switch


13Start here for 640-821 INTRO preparation


13Lab 8.14: Connecting to the 2950 Switch and Setting Passwords


13Lab 8.15: Setting the Hostname on a 2950 Switch


13Lab 8.16: Configuring IP Address Information on a 2950 Switch


13Lab 8.17: Configuring 2950 Switch Interfaces


13Lab 8.18: Configuring 2950 Switch Interface Descriptions


13Lab 8.19: Viewing 2950 Switch Interface Descriptions


13Lab 8.20: Verifying 2950 Switch IP Connectivity


13Lab 8.21: Saving and Erasing the 2950 Switch Configuration


13Stop here for 640-821 INTRO preparation


14Lab 8.22: Configuring VLANs on a 2950 Switch


14Lab 8.23: Configuring Trunk Ports on a 2950 Switch


14Lab 8.24: Configuring VTP Domain on a 2950 Switch


15Lab 8.25: Configuring the Switches in Our Lab


17Lab 9.1: Password Recovery Techniques (Non-power cycle method)


17Lab 9.2: Backing Up the Cisco IOS before upgrading or restoring a Cisco IOS


17Lab 9.3: Restoring or Upgrading the Cisco Router IOS


17Lab 9.4: Backing Up the Cisco Configuration


17Lab 9.5: Restoring the Cisco Router Configuration from a TFTP Server


18Lab 9.6: Using the Cisco Discovery Protocol


18Lab 9.7: Using Telnet


18Lab 9.8: Create a Hosts Table on a Router & Resolve Host Names to IP Addresses


19Lab 10.1: Standard IP Access-Lists


19Lab 10.2: Verifying Standard IP Access-Lists


19Lab 10.3: Applying an Access-List to a VTY Line


19Lab 10.4: Extended IP Access-Lists


20Lab 10.5: Verifying Extended IP Access-lists


20Lab 11.1: Configuring PPP Encapsulation


20Lab 11.2: Verifying PPP Encapsulation


20Lab 11.3: Configuring PPP Authentication with CHAP


20Lab 11.4: Verifying PPP with Authentication


21Lab 11.6: Configuring Frame Relay Switching


22Lab 11.7: Configuring Frame Relay with Subinterfaces


22Lab 11.8: Verifying Frame Relay





Lab 4.3: Editing and Help Features

Setting the router clock
1. Set the router’s clock time and date using the help screens:  Router#clock ?
2. View the time and date:  Router#show clock
Command History
1. Use the show history command to see the last 10 commands entered on the router. 

2. Use the show terminal command to verify the terminal history size. 

3. Use the terminal history size command to change the size of the history buffer to 25.
4. Verify the change with the show terminal command. 

5. Turn off advanced editing with terminal no editing and try using the command line editing keys.
6. Type terminal editing and press Enter to re-enable advanced editing.

7. Type sh run and press the Tab key to have the command auto-complete.
Lab 4.4: Gathering Basic Router Information

1. Show the router’s system information: Router#sh ver
2. Show the current running configuration:  Router#sh ru
3. Show the configuration used upon reload (restart):  Router#sh st
4. Delete the startup-config file:  Router#er st
5. Use sh st again to show there is no startup-configuration in NVRAM.
Lab 4.5: Setting Passwords

1. Enter global configuration mode to set the two enable passwords on the router: todd & cisco
2. Set the user mode login passwords by using the line command.
3. Set the router auxiliary login password. There is only the choice of 0–0 because there is only one port: todd
4. Set the router console login password. There is only the choice of 0–0 because there is only one port: todd1
5. Set the optional exec-timeout 0 0 and logging synchronous console port commands.

6. Set the router telnet login password: todd2
Lab 4.6: Saving the Configurations

1. Manually save the currently running configuration file from DRAM to NVRAM:  copy run start
2. View this startup configuration file with the show startup-config command. 

Lab 4.7: Encrypting Passwords

1. Manually encrypt passwords using the service password-encryption command: serv pass
2. Type show running-config to see the enable password and the line passwords are all encrypted. 

3. Use the command no service password-encryption to turn off the service: no serv pass
Lab 4.8: Setting Router Banners

1. Configure the router MOTD. 

Lab 4.10: Bringing Up an Interface

1. Type show interface fastethernet 0/0 to see it is administratively down. 

2. Bring up the interface Fastethernet 0/0 with the no shutdown command. 

3. Configure the router to enable all interfaces by issuing the no shutdown command on all interfaces.

Lab 4.11: Configuring an IP Address on an Interface

1. F0/0 interface: Configure with IP address 172.16.10.2 /24 (Hint: /24 indicates the subnet mask).
2. Use the secondary command to add a second subnet address to an interface: 172.16.20.2 /24
3. Verify both addresses are configured on the interface with the sh run command.

Lab 4.12: Serial Interface Commands

1. Configure a DCE serial interface with a clock rate of 64000.
2. Configure the bandwidth of the DCE to 64.
Lab 4.13: Setting the Router Hostnames

1. Set the router hostname: Todd
Lab 4.14: Setting Interface Descriptions

1. F0/0 interface: Set the description to Sales LAN
2. S0/0 interface:  Set the description to WAN to Miami with a circuit number of 6fdda4321.

3. View the description of an interface with either the show run or show int command.
Lab 4.15: Verifying Your Configuration

1. View the different protocols that can be used with ping. 

2. View the different protocols that can be used with traceroute. 

3. Telnet can be used to test IP connectivity by trying to establish a telnet session to remote routers.
4. Typing show int can help verify all interface configurations. 
5. Specific interfaces can be seen using show int f0/0 or s0/0.  

6. The show controllers command can display information about the physical interface:
Clear all configurations
Todd#erase startup-config
Lab 5.1: Configuring the Routers

This first lab configures routers 2600A – 2600E, finishes with 2600A, and then builds the routing tables. 

1. 2600A router: Set hostname, banner, passwords, interface descriptions, IP addresses, and enable interfaces.
1. Hostname: 2600A
2. Banner motd: This is the 2600A router
3. Secret password: todd

4. Console, aux, vty password: todd

5. F0/0 IP address: 172.16.60.1 /24

6. 
F0/0 description: Connection to LAN 60
7. S0/0 IP address: 172.16.20.2 /24

8. S0/0 description: Connection to 2600E
9. Enable LAN & WAN interfaces
10. Save as starting configuration

2. 2600B router: Set hostname, banner, passwords, interface descriptions, IP addresses, and enable interfaces.
1. Hostname: 2600B
2. Banner motd: This is the 2600B router
3. Secret password: todd

4. Console, aux, vty password: todd

5. F0/0 IP address: 172.16.70.1 /24

6. 
F0/0 description: Connection to LAN 70
7. S0/0 IP address: 172.16.30.2 /24

8. S0/0 description: Connection to 2600E

9. Enable LAN & WAN interfaces
10. Save as starting configuration

3. 2600C router: Set hostname, banner, passwords, interface descriptions, IP addresses, and enable interfaces.
1. Hostname: 2600C
2. Banner motd: This is the 2600C router
3. Secret password: todd

4. Console, aux, vty password: todd

5. F0/0 IP address: 172.16.80.1 /24

6. 
F0/0 description: Connection to LAN 80
7. S0/0 IP address: 172.16.40.2 /24

8. S0/0 description: Connection to 2600F
9. Enable LAN & WAN interfaces
10. Save as starting configuration

4. 2600D router: Set hostname, banner, passwords, interface descriptions, IP addresses, and enable interfaces.
1. Hostname: 2600D
2. Banner motd: This is the 2600D router
3. Secret password: todd

4. Console, aux, vty password: todd

5. F0/0 IP address: 172.16.90.1 /24

6. 
F0/0 description: Connection to LAN 90
7. S0/0 IP address: 172.16.50.2 /24

8. S0/0 description: Connection to 2600F
9. Enable LAN & WAN interfaces
10. Save as starting configuration

5.  2600E router: Set hostname, banner, passwords, interface descriptions, IP addresses, and enable interfaces.
· On the Network Visualizer screen, set 2600E S0/0 and S0/1 as the DCE and leave 2600A S0/0 and 2600B S0/0 as the DTE. 
1. Hostname: 2600D
2. Banner motd: This is the 2600D router
3. Secret password: todd

4. Console, aux, vty password: todd

5. F0/0 IP address: 172.16.90.1 /24

6. 
F0/0 description: Connection to LAN 90
7. S0/0 IP address: 172.16.50.2 /24

8. S0/0 description: Connection to 2600F
9. Enable LAN & WAN interfaces
10. Save as starting configuration

6. 2600F router: Set hostname, banner, passwords, interface descriptions, IP addresses, and enable interfaces. 
· On the Network Visualizer screen, set 2600F S0/0 and S0/1 as the DCE and leave 2600C S0/0 and 2600D S0/0 as the DTE.
1. Hostname: 2600F
2. Banner motd: This is the 2600F router
3. Secret password: todd

4. Console, aux, vty password: todd

5. F0/0 IP address: 172.16.10.2 /24

6. F0/0 description: Connection to backbone

7. S0/0 IP address: 172.16.40.1 /24

8. 
S0/0 description: Connection to 2600C

9. S0/0 clock rate: 64000

10. S0/1 IP address: 172.16.50.1 /24

11. S0/1 description: Connection to 2600D
12. S0/1 clock rate: 64000
13. Enable LAN & WAN interfaces
14. Save as starting configuration
Lab 5.2: Verifying the Configurations

Verify the router configurations. 

1. Use sh run and show ip route commands on each router.
Lab 5.3: Configuring Static Routing

· All necessary ports must be connected first for static routes to show up in the routing tables.

1. 2600A router: Use the ip route command to configure static routing and save with copy run start. 
· The 2600A router is directly connected to networks 172.16.20.0 and 172.16.60.0.
· The next hop gateway for this router is always 172.16.20.1 (router 2600E).

172.16.10.0 /24, 172.16.30.0 /24, 172.16.40.0 /24, 172.16.50.0 /24,172.16.70.0 /24, 172.16.80.0 /24, 172.16.90.0 /24
copy run start
2. 2600B router: Use the ip route command to configure static routing and save with copy run start. 
· The 2600B router is directly connected to networks 172.16.30.0 and 172.16.70.0  
· The next hop gateway for this router is always 172.16.30.1 (router 2600E). 

172.16.10.0 /24,  172.16.20.0 /24,  172.16.40.0 /24,  172.16.50.0 /24,  172.16.60.0 /24,  172.16.80.0 /24,  172.16.90.0 /24
copy run start
3. 2600C router: Use the ip route command to configure static routing and save with copy run start. 
· The 2600C router is connected to networks 172.16.40.0 and 172.16.80.0 
· The next hop gateway for this router is always 172.16.40.1 (router 2600F). 

172.16.10.0 /24, 172.16.20.0 /24, 172.16.30.0 /24, 172.16.50.0 /24, 172.16.60.0 /24, 172.16.70.0 /24, 172.16.90.0 /24
copy run start
4. 2600D router: Use the ip route command to configure static routing and save with copy run start.
· The 2600D router is connected to networks 172.16.50.0 and 172.16.90.  
· The next hop gateway for this router is always 172.16.50.1 (router 2600F). 

172.16.10.0 /24, 172.16.20.0 /24, 172.16.30.0 /24, 172.16.40.0 /24, 172.16.60.0 /24, 172.16.70.0 /24, 172.16.80.0 /24 
copy run start
5. 2600E router: Use the ip route command to configure static routing and save with copy run start.

· The 2600E router is connected to networks 172.16.10.0, 172.16.20.0 and 172.16.30.0
· The next hop gateway for this router will be routers 2600A, 2600B, & 2600F.
172.16.40.0 /24, 172.16.50.0 /24, 172.16.60.0 /24, 172.16.70.0 /24, 172.16.80.0 /24, 172.16.90.0 /24 
copy run start
6. 2600F router: Use the ip route command to configure static routing and save with copy run start.

· The 2600F router is connected to networks 172.16.10.0, 172.16.40.0 and 172.16.50.0. 
· The next hop gateway for this router will be routers 2600C, 2600D, & 2600E.
172.16.20.0 /24, 172.16.30.0 /24, 172.16.60.0 /24, 172.16.70.0 /24, 172.16.80.0 /24, 172.16.90.0 /24
copy run start
Lab 5.4: Verifying Static Routing

Verify your configurations with the show ip route command.
1. On routers 2600A-F, use the show ip route command to verify your routing tables.
2. Once the routing tables have been verified in all routers, add a 1900 switch to the network and connnect the switch f0/26 port to the 2600E f0/0 port and the switch f0/27 port to the 2600F f0/0 port.
3. Use the ping command to verify IP connectivity between routers. 
4. From the 2600A router, ping all the other routers. 

Lab 5.5: Configuring and Verifying the Hosts

Once labs 5.1 – 5.4 have been completed, add the hosts to the network and verify the configurations. 
Connect Hosts A-D to the 1900 switch and then connect Hosts E-H to the corresponding router f0/0 port matching their subnetwork address.

1. HostA
IP Address: 172.16.10.5

Subnet Mask: 255.255.255.0

Default Gateway: 172.16.10.1

2. HostB
IP Address: 172.16.10.6

Subnet Mask: 255.255.255.0

Default Gateway: 172.16.10.1

3. HostC
IP Address: 172.16.10.7

Subnet Mask: 255.255.255.0

Default Gateway: 172.16.10.1
4. HostD
IP Address: 172.16.10.8

Subnet Mask: 255.255.255.0

Default Gateway: 172.16.10.1

5. 
HostE
IP Address: 172.16.60.3

Subnet Mask: 255.255.255.0

Default Gateway: 172.16.60.1

6. HostF
IP Address: 172.16.70.3

Subnet Mask: 255.255.255.0

Default Gateway: 172.16.70.1

7. HostG
IP Address: 172.16.80.3

Subnet Mask: 255.255.255.0

Default Gateway: 172.16.80.1

8. HostH
IP Address: 172.16.90.3

Subnet Mask: 255.255.255.0

Default Gateway: 172.16.90.1

From each host, ping all other hosts.
Lab 5.6: Configuring Default Routing

1. 2600A router: Use the no ip route command to remove the static routes and then copy run start. 

172.16.10.0 /24, 172.16.30.0 /24, 172.16.40.0 /24, 172.16.50.0 /24,172.16.70.0 /24, 172.16.80.0 /24, 172.16.90.0 /24
2. 2600B router: Use the no ip route command to remove the static routes and then copy run start.
172.16.10.0 /24,  172.16.20.0 /24,  172.16.40.0 /24,  172.16.50.0 /24,  172.16.60.0 /24,  172.16.80.0 /24,  172.16.90.0/24

3. 2600C router: Use the no ip route command to remove the static routes and then copy run start.  

172.16.10.0 /24, 172.16.20.0 /24, 172.16.30.0 /24, 172.16.50.0 /24, 172.16.60.0 /24, 172.16.70.0 /24, 172.16.90.0 /24, 

4. 2600D router: Use the no ip route command to remove the static routes and then copy run start. 

172.16.10.0 /24, 172.16.20.0 /24, 172.16.30.0 /24, 172.16.40.0 /24, 172.16.60.0 /24, 172.16.70.0 /24, 172.16.80.0 /24, 

5. Verify the 2600A, B, C and D routers only have the “directly connected” networks in the routing table.

Add the default route to tell the router where to send all packets destined for any network not in the routing table and then copy run start. 
ip route 0.0.0.0 0.0.0.0 default ip address  

ip classless
6. 2600A router: Add the default route as router 2600E 172.16.20.1.

7. 2600B router:  Add the default route as router 2600E 172.16.30.1.

8. 2600C router:  Add the default route as router 2600F 172.16.40.1.
9. 2600D router:  Add the default route as router 2600F 172.16.50.1.

Lab 5.7: Verifying Default Routing

1. Verify the network is working by using the show ip route command to verify routing tables A-D.
2. Verify that the network is working by pinging between hosts.
Lab 5.8: Configuring RIPv1 Routing

1. 2600A router:  Delete the default route and verify the routing table with the show ip route command.  
2. 2600B router:  Delete the default route and verify the routing table with the show ip route command.  
3. 2600C router:  Delete the default route and verify the routing table with the show ip route command.  
4. 2600D router:  Delete the default route and verify the routing table with the show ip route command.  
5. 2600E router:  Delete the static routes and verify the routing table with the show ip route command.
172.16.40.0 /24, 172.16.50.0 /24,  172.16.60.0 /24,  172.16.70.0 /24,  172.16.80.0 /24,  172.16.90.0 /24
6. 2600F router:  Delete the static routes and verify the routing table with the show ip route command.  
172.16.20.0 /24, 172.16.30.0 /24, 172.16.60.0 /24, 172.16.70.0 /24, 172.16.80.0 /24, 172.16.90.0 /24
Configure each router with RIPv1
7. 2600A-F routers:  Configure RIP routing to advertise network 172.16.0.0.
Lab 5.9: Verifying RIPv1 Routing

1. 2600A router:  Use the show ip route command to verify the routing table.

2. 2600B-F routers:  Use the show ip route command to verify the routing table.

3. 2600A router:  Use the debug ip rip command to see RIP updates being sent/received on the router.

4. Use the no debug ip rip command or the undebug all command to turn off debugging.
5. Use the show ip protocols command to see the routing protocol timers.

6. The show protocols command shows the routed protocol configuration of each interface. 

Lab 5.10: Configuring RIPv2

1. 2600A-F routers:  Configure RIP routing to use version 2. 

Lab 5.11: Verifying the RIPv2 Configurations

1. 2600A router:  Use the show ip route command to verify the routing table.

2. 2600B-C routers:  Use the show ip route command to verify the routing table.
3. 2600A router:  Use the debug ip rip command to see RIP updates being sent/received on the router.

4. 2600A router: Use the no debug ip rip command or the undebug all command to turn off debugging.
5. 2600A router: Use the show ip protocols command to see the routing protocol timers.
6. 2600A router: Use the show protocols command to see the routed protocol configuration of each interface. 

Lab 5.12: Configuring IGRP Routing

1. 2600A-F routers:  Configure to use IGRP with an AS of 10 on network 172.16.0.0.
Lab 5.13: Verifying IGRP Routing

1. 2600A router:  Use the show ip route command to verify the routing table.

2. 2600A router:  Use the show ip protocol command.

3. 2600B-F routers:  Use the show ip route command to verify the routing table.

4. 2600A router:  Use the debug ip igrp events command to see IGRP sent/received updates on the router.

5. 2600A router:  Turn off debugging with the no debug ip igrp events or the undebug all command. 

6. 2600A router:  Use the debug ip igrp transactions command to view a summary of processed IGRP events.
7. 2600A router:  Turn off the debug ip igrp transactions command.

Lab 6.1: Configuring EIGRP Routing

1. 2600A-F routers: Configure to use EIGRP with an AS of 10 on network 172.16.0.0.
Lab 6.2: Verifying EIGRP Routing

1. 2600A-F:  Use show ip route to verify the routing table.

2. 2600A-F routers:  Use the show ip protocol command.
3. 2600A router:  Use the show ip eigrp neighbors command to see the EIGRP neighbor table. 
4. 2600A router, use the show ip eigrp topology command to see the EIGRP topology table. 
Lab 6.3: Configuring Single Area OSPF

Since EIGRP and IGRP have better administrative distances than OSPF, disable the EIGRP and IGRP routing process on each router. 

· Disable EIGRP first and IGRP second.
· The OSPF Process ID number can be the same on all routers if desired.
· Configure all routers to advertise into area 0, which is the only area Network Visualizer™ 4.1 supports.
1. 2600A router: Configure the OSPF process and advertise both directly connected networks into area 0.

ospf 100

Specific interface for Serial 0/0 172.16.20.2

Acceptable range for Fastethernet 0/0 172.16.60.0
2. 2600B router: Configure the OSPF process and advertise both directly connected networks into area 0.
ospf 101

Specific interface for Serial 0/0 172.16.30.2

Acceptable range for Fastethernet 0/0 172.0.0.0
3. 2600C router: Configure the OSPF process and advertise both directly connected networks into area 0.
ospf 102
Specific interface for Serial 0/0 172.16.40.2

Specific interface for Fastethernet 0/0 172.16.80.1
4. 2600D router: Configure the OSPF process and advertise both directly connected networks into area 0.
ospf 103
Acceptable range for Serial 0/0 & Fastethernet 0/0 172.16.0.0
5. 2600E router: Configure the OSPF process and advertise both directly connected networks into area 0.
ospf 104
Acceptable range for Serial 0/0 & Fastethernet 0/0 172.16.0.0
6. 2600F router: Configure the OSPF process and advertise both directly connected networks into area 0.
ospf 105

Acceptable range for Serial 0/0 & Fastethernet 0/0 172.16.0.0
Lab 6.4: Verifying Single Area OSPF

This lab describes several ways to verify proper OSPF configuration and operation. 

1. The show ip ospf command is used to display OSPF information for one or all OSPF processes running on the router. Information contained includes:
· Router ID

· LSA timer information. 

· Area information

· SPF statistics

2. The information displayed by the show ip ospf database command indicates the number of links and the neighboring Router ID. The output is broken down by area. 
3. The show ip ospf interface command displays all interface-related OSPF information. Data is displayed about OSPF information for all interfaces or for specified interfaces. Information includes:
· Interface IP address

· Area assignment

· Process ID

· Router ID

· Network type

· Cost

· Priority

· DR/BDR (if applicable)

· Timer intervals

· Adjacent neighbor information. 

4. The show ip ospf neighbor summarizes the pertinent OSPF information regarding neighbors and the adjacency state. If a DR or BDR exists, that information is also displayed.
5. The show ip protocols command is useful whether running OSPF, EIGRP, IGRP, RIP, BGP, ISIS, or any other router configurable routing protocol. It provides an excellent overview of the actual operation of all currently running protocols. Based upon this output, you can determine:

· OSPF Process ID

· OSPF Router ID

· Type of OSPF area

· Areas configured for OSPF

· OSPF Router IDs of neighbors.

· Networks configured for OSPF

Start here for 640-821 INTRO preparation
Lab 8.1: Connecting to the 1900 Switch and Setting Passwords

This lab will have you connect to a switch, enter global configuration mode and then set the passwords. 

1. Open up a switch from the Network Visualizer screen and press K to enter the CLI.  

2. Configure the user mode and privileged mode passwords.
3. Use level number 1 to enter the user mode password: todd
4. Use level mode 15 to enter the privileged mode password: todd1
5. Set the more secure enable secret password that supersedes the enable password: todd2
6. Exit the switch and test the passwords. 

7. View the currently running configuration on the switch.

Lab 8.2: Setting the Hostname on a 1900 Switch

1. From global configuration mode, type the command hostname Todd1900EN. 

Lab 8.3: Configuring IP Address Information on a 1900 Switch

1. Use the command sh ip to see the default IP configuration of the switch. 
2. Set the IP and default gateway: ip address 172.16.10.16, default-gateway 172.16.10.1
3. Use the show ip or show run command to verify the changes. 
Lab 8.4: Configuring 1900 Switch Interfaces 

1. Use the show interface command view the different interfaces. 

Lab 8.5: Configuring 1900 Switch Interface Descriptions

1. Use the description command to describe the following interfaces.
int e0/1 Finance-VLAN
int f0/26 trunk_to_Building_4

Lab 8.6: Viewing 1900 Switch Descriptions

1. Use the show interface ethernet 0/1 command to view the configuration of the Ethernet interface 0/1. 

2. Use the show running-config command to view the interface configurations too. 

Lab 8.7: Configuring the 1900 Switch Port Duplex

1. Set int f0/26 to full duplex
2. Use the show interface f0/26 command to confirm the duplex configuration.

Lab 8.8: Verifying 1900 Switch IP Connectivity

1. Ping 172.16.10.1. 
2. Telnet isn’t available on the 1900 switch.  It’s possible to telent to the 1900 switch, but not from it.

Lab 8.9: Erasing the 1900 Switch Configuration

1. Delete the contents of NVRAM to the factory default settings. 
Stop here for 640-821 INTRO preparation
Lab 8.10: Configuring VLANs on a 1900 Switch

1. Configure the hostname and VLANs on the switch. 
1. Hostname: Todd1900EN 
2. vlan 2 name: sales

3. vlan 3 name: marketing

4. vlan 4 name: mis

2. After creating the VLANs, use the show vlan command to see the configured VLANs. 
3. Using the vlan-membership command, configure interface 2 to VLAN 2, interface 4 to VLAN 3, and interface 5 to VLAN 4. 

4. Type show vlan again to see the ports assigned to each VLAN. 

5. The show vlan-membership command can be used to see the ports assigned to a VLAN. 
Lab 8.11: Configuring Trunk Ports on a 1900 Switch

1. Use the interface command trunk [parameter] to configure trunking on f0/26.
2. The following list describes the different options available when setting a trunk interface. 

3. Use the show trunk command to verify trunk ports. 
Lab 8.12: Configuring ISL Routing on a 1900 Switch

1. 2600F router: Create a 0.1 subinterface on a FastEthernet interface.

2. 2600F router: Using the encapsulation isl [vlan-number = 1] command configure ISL routing the subinterface and then assign a 172.16.10.1 IP address and 255.255.255.0 SNM to the subinterface. 

Lab 8.13: Configuring VTP domain on a 1900 Switch

1. Use the vtp command to set the switch to a vtp server and the vtp domain to routersim. 

2. Verify the VTP information with the show vtp command. 

3. Use the delete vtp command to delete the VTP NVRAM database information configured,. 
Start here for 640-821 INTRO preparation
Lab 8.14: Connecting to the 2950 Switch and Setting Passwords

1. Configure the privileged mode passwords.  

enable password: todd
enable secret: cisco
2. The 2950 allows setting of console and telnet passwords as well using the line commands.

console password: console
vty password: telnet

3. Use sh ru to see the current configuration on the switch.
Lab 8.15: Setting the Hostname on a 2950 Switch

1. Set the hostname for the 2950 switch to Todd2950A.
Lab 8.16: Configuring IP Address Information on a 2950 Switch

1. Use the ip address command to set the IP address on VLAN1 to 172.16.10.17 /24. 
2. Use the ip default-gateway command to set the switch default gateway address to 172.16.10.1. 
Lab 8.17: Configuring 2950 Switch Interfaces 

1. Go to the f0/1 interface on the 2950 switch.
2. Use the help command to see the available commands. 

3. Look at the duplex command options. 

4. Set f0/1 interface to full-duplex with a speed 100.
5. Enable spanning-tree portfast on a switch port f0/1.

6. Use the show interface command to verify the changes made to interface f0/1. 

7. Use the show running-config to verify the f0/1 interface configuration as well.

Lab 8.18: Configuring 2950 Switch Interface Descriptions

1. Use the description command to describe each interface. 

fa 0/1: Finance VLAN
fa 0/12: trunk to Building 4

Lab 8.19: Viewing 2950 Switch Interface Descriptions

1. Use the show interface fa 0/1 command to view the configuration of FastEthernet interface 0/1. 

2. Use the show running-config command to view the interface configurations as well. 

Lab 8.20: Verifying 2950 Switch IP Connectivity

1. Ping the 2950 switch at IP address 172.16.10.1. 

· Exclamation points (!) mean success

· Periods (.) mean a timeout. 

Lab 8.21: Saving and Erasing the 2950 Switch Configuration

1. Save the 2950 switch running configuration to be the startup configuration. 

2. Use the erase startup-config to erase the startup configuration and then reload the switch.
Stop here for 640-821 INTRO preparation
Lab 8.22: Configuring VLANs on a 2950 Switch

1. Enter the vlan database to configure VLANs and see the available commands.
2. Type the command vlan ? to see how many VLANs you can create:

3. Use the vlan # name name command to configure VLANs and apply or exit to apply changes. 
vlan 2 name: Sales
vlan 3 name: Marketing
4. Use the show vlan command to see and verify the configured VLANs. 
5. Configured each port to be in a VLAN by using the switchport access vlan # command.
int f0/2 = switchport access vlan 2
int f0/3 = switchport access vlan 3
6. Set the port to be in access mode so the interface will only be a member of one VLAN, then copy run start.

int f0/2 = switchport mode access
int f0/3 = switchport mode access
7. Now, type show vlan again to see the ports assigned to each VLAN. 

8. The show running-config command will also show the ports assigned to a VLAN.
Lab 8.23: Configuring Trunk Ports on a 2950 Switch

1. To configure trunking on a 2950 port, use the interface and switchport mode trunk command. 
int f0/12 = switchport mode trunk 

2. Use the switchport trunk alled vlan except # command to change the VLANs permitted on the trunked link.  

switchport trunk allowed vlan except 2

3. Use the show running-config command to verify your trunk ports. 

Lab 8.24: Configuring VTP Domain on a 2950 Switch

1. Use the vtp global configuration mode command to set this information. 

vtp mode server

vtp domain routersim
2. Verify the VTP information with the sh vtp status command. 

Lab 8.25: Configuring the Switches in Our Lab

1. 1900A switch: Set the hostname, passwords, interface descriptions, IP, subnet mask and default-gateway address information and then verify the configuration by pinging the default gateway. 

1. Hostname: 1900A

2. User password: todd

3. Enable password: todd1
4. Secret password: todd

5. IP address: 172.16.60.2 /24
6. Default-gateway: 172.16.60.1

7. f0/26 description: Link_to_2600A

8. f0/27 description: Link_to_HostE

9. Ping 172.16.60.1

2. 1900B switch: Set the hostname, passwords, interface descriptions, IP, subnet mask and default-gateway address information and then verify the configuration by pinging the default gateway. 

1. Hostname: 1900B
2. User password: todd

3. Enable password: todd1
4. Secret password: todd

5. IP address: 172.16.70.2 /24
6. Default-gateway: 172.16.70.1

7. f0/26 description: Link_to_2600B
8. f0/27 description: Link_to_HostF
9. Ping 172.16.70.1

3. 1900C switch: Set the hostname, passwords, interface descriptions, IP, subnet mask and default-gateway address information and then verify the configuration by pinging the default gateway.
1. Hostname: 1900C
2. User password: todd

3. Enable password: todd1
4. Secret password: todd

5. IP address: 172.16.80.2 /24
6. Default-gateway: 172.16.80.1

7. f0/26 description: Link_to_2600C

8. f0/27 description: Link_to_HostG

9. Ping 172.16.80.1

4. 1900D switch: Set the hostname, passwords, interface descriptions, IP, subnet mask and default-gateway address information and then verify the configuration by pinging the default gateway.
1. Hostname: 1900D
2. User password: todd

3. Enable password: todd1
4. Secret password: todd

5. IP address: 172.16.90.2 /24
6. Default-gateway: 172.16.90.1

7. f0/26 description: Link_to_2600D

8. f0/27 description: Link_to_HostH

9. Ping 172.16.90.1

5. 2950A switch: Set the hostname, passwords, interface descriptions, IP, subnet mask and default-gateway address information and then verify the configuration by pinging the default gateway.
1. Hostname: 2950A
2. Enable password: todd
3. Secret password: routersim
4. Console password: console

5. Telnet password: console

6. Default-gateway: 172.16.90.1
7. VLAN:  VLAN 1

8. VLAN 1: 172.16.10.3 /24
9. VLAN 1 interface:  f0/11

10. f0/11 description: Link_to_2600E
11. speed: 100  duplex:  full

12. VLAN 1 interface:  f0/12

13. f0/11 description: Trunk_Link_to_2950B

14. switchport mode: trunk 

15. speed: 100  duplex:  full

16. Ping 172.16.10.1

6. 2950A switch: Create a VTP domain of routersim and leave this switch as a VTP server.

7. 2950B switch: Set the hostname, passwords, interface descriptions, IP, subnet mask and default-gateway address information and then verify the configuration by pinging the default gateway.
1. Hostname: 2950B
2. Enable password: todd
3. Secret password: routersim
4. Console password: console

5. Telnet password: console

6. Default-gateway: 172.16.10.2

7. VLAN:  VLAN 1

8. VLAN 1: 172.16.10.4 /24
9. VLAN 1 interface:  f0/11

10. f0/11 description: Trunk_Link_to_2600F

11. switchport mode: trunk 

12. speed: 100  duplex:  full

13. VLAN 1 interface:  f0/12

14. f0/11 description: Trunk_Link_to_2950A
15. switchport mode: trunk 

16. speed: 100  duplex:  full

17. Ping 172.16.10.2

8. 2950B switch:  Make a member of the VTP domain routersim and configure the switch as a VTP client. 

9. 2950A switch:  Create two VLANs called Sales and Marketing.

10. 2950B switch: Type in show VLAN to verify the VLAN information was propagated with VTP.

11. 2950A switch:  Make port f0/2 a member of VLAN 2.

12. 2950B switch:  Make port f0/1 a member of VLAN 2.

13. Configure HostA IP 172.16.2.2, DG 172.16.2.1 and HostC IP address IP 172.16.2.3, DG 172.16.2.1.

14. Verify connectivity within VLAN3 by pinging from HostA to HostC. 

15. 2950A switch:  Configure port f0/3 to be a member of VLAN3.

16. Connect to the 1900B switch and make port f0/2 a member of VLAN 3

17. Configure HostB IP 172.16.3.2, DG 172.16.3.1 and HostD IP 172.16.3.3 /24, DG 172.16.3.1.
18. Verify connectivity within VLAN3 between HostD from HostB.

19. 2600C router: Create 802.1q routing and three subinterfaces, one for each VLAN, on port f0/0.
1. Remove IP address on f0/0
2. Create subinterface f0/0/0.1

3. Enable dot1q encapsulation

4. Assign f0/0.1 IP: 172.16.10.1 /24
5. Create subinterface f0/0/0.2
6. Enable dot1q encapsulation

7. Assign f0/0.2 IP: 172.16.2.1 /24
8. Create subinterface f0/0/0.3

9. Enable dot1q encapsulation

10. Assign f0/0.1 IP: 172.16.10.1 /24
Lab 9.1: Password Recovery Techniques (Non-power cycle method)
1. 2600A router:  Use show version to confirm the current value of the configuration register is 0x2102.
2. Make the router boot from ROM monitor mode on reload by using the config-register 0x0101 command.
3. 2600A router:  Type reload at the privileged mode prompt.
4. Press and hold ctrl+break on the keyboard while the router is rebooting until ROM monitor mode is entered.
5. Enter the confreg 0x2142 command at the rommon 1> prompt to change the bit value on the router. 

6. Next, reset the router.
7. Say no to entering setup mode when the router reloads.
8. Enter privileged mode and then type copy start run.
9. Change the passwords and the configuration register back to 0x2102.

10. Save the configuration using copy run start.
Lab 9.2: Backing Up the Cisco IOS before upgrading or restoring a Cisco IOS
IOS File: c2600-bin-mz.122-13.T1.bin
TFTP Server: 172.16.60.3
1. 2600A: Use show flash to verify the amount of  flash memory and the file or files being stored.
2. The last line in the router output shows 8192 KB, i.e. 8 MB of flash memory.  8 MB is plenty of room for a new IOS file that is 6 MB in size. Once it’s verified that the flash memory can hold the IOS you want to copy into flash memory, continue with the old IOS backup operation. 

3. Ping the HostE server to check connectivity before backing up the old IOS to the tftp server.
4. If the ping was successful, use the copy flash tftp command to copy the IOS to the tftp host. 

Lab 9.3: Restoring or Upgrading the Cisco Router IOS

IOS File: c2600-bin-mz.122-13.T1.bin
TFTP Server: 172.16.60.3
1. 2600A: Type copy tftp flash command from the 2600A privileged mode prompt. A message will state the router must reboot and run a ROM-based IOS image to perform the operation.
2. After the router is told where the file is located and the filename, it asks for confirmation of understanding twice to make sure that administrator wants to proceed with erasing flash memory. 

3. The row of e characters shows the contents of flash memory being erased. 
4. Each exclamation point (!) means that one UDP segment has been successfully transferred. 

5. You will be asked:  System configuration has been modified. Save? [yes/no]: (type y and press enter)

Lab 9.4: Backing Up the Cisco Configuration

1. 2600A: Use the show running-config command to verify the running configuration in DRAM: version 12.2
2. Use the show starting-config command to verify the starting configuration in NVRAM: version 12.2
3. Use the copy run start comand to save the running configuration as the startup configuration.
4. Use show starting-config to veryify the NVRAM version shows the latest configuration: version 12.2
5. Using the copy running-config tftp command, make a second backup to the HostE tftp server.
Lab 9.5: Restoring the Cisco Router Configuration from a TFTP Server

1. 2600A: Restore the configuration using the copy tftp run or the copy tftp start command: 
2. File name: 2600A-confg
important:  After the configuration is copied from tftp host to the router, the interfaces must be re-enabled since they are automatically shutdown.
Lab 9.6: Using the Cisco Discovery Protocol 

1. 2600A: Use the show cdp command to show information about two configurable CDP global parameters.
2. Use the global commands cdp timer and cdp holdtime to configure the CDP timer (90) and holdtime (240).
3.  Use the show cdp command to verify the timer and holdtime changes.
4. Use the global command no cdp run to disable CDP globally, verify, and then use cdp run to re-enable.
5. Use no cdp enable to disable cdp on interface f0/0 and then use sh cdp interfaces to see the results.
6. Use cdp enable to enable cdp on interface f0/0 and then use sh cdp interfaces to see the results.

7. Use the show cdp neighbor command to show information about directly connected devices.
8. Use the show cdp neighbor detail command on a router or switch to show detailed information about each connected device.

9. Use the show cdp entry * command to see the same information.

10. Use the show cdp traffic command to display information about interface traffic.

· The show cdp traffic will show the number of CDP packets sent and received and CDP errors.
Lab 9.7: Using Telnet

1. 2600F router:  Remove the telnet and enable passwords.

2. Use the telnet command from any router to connect to the 2600F router via its IP address.
3. With the telnet and enable passwords removed, telnetting into the 2600F router is not possible.
4. Set VTY passwords on 2600F and try to telnet to it from from router 2600A.
5. Try to go into the 2600F privileged mode.  Entry is not possible via telnet if the password is not set.
6. Go to the 2600F router directly and reset the enable secret password: todd
7. To go back to the telnet originating router, 2600A, press Ctrl+Shift+6, release them, and then press x. 
8. Hitting the Enter key twice will take you back to the most recently connected telnet session, 2600F.
9. Telnet to a 1900 switch, which will then display the console output of the switch. 

10. To go back to the telnet originating router, 2600A, press Ctrl+Shift+6, release them, and then press x. 

11. Use the show sessions command to see connections made from a router to a remote device.
12. Hitting the key number corresponding to the telnet session will take you back to that router. 

13. Use the show users command to list all active consoles and VTY ports in use on the local router.

14. Type show users from the 2600E router, which the 2600A router had telneted into earlier. 

15. To end a telnet session at the remote device, type exit. 

16. To end a telnet session from the local device, type disconnect. 

Lab 9.8: Create a Hosts Table on a Router & Resolve Host Names to IP Addresses

1. 2600A: Configure a hosts table with two entries to resolve the names for the 2600E & 1900C.
2. Use the show hosts command to see the host table.
3. To verify that the host table resolves names, try typing the hostnames at a router prompt. 
4. Use the show sessions command to view current telnet sessions from 2600A.
5. Remove a hostname from the table by using the no ip host command.
Lab 10.1: Standard IP Access-Lists

1. Configure switch 1900c with Lab 8.25 parameters.
2. Verify that you can ping switch 1900C and Host E from Hosts G and H. 

3. 2600A:  Create a standard access-list that blocks access from hosts G and H to network 172.16.60.0. 

4. 2600A: Add the access-list to the serial 0/0 interface.

5. Check to see that Hosts G and H can no longer ping to 172.16.60.2 (Switch A) and 172.16.60.3. 

6. 2600C: Verify that you can ping 172.16.60.2 and 172.16.60.3.

Lab 10.2: Verifying Standard IP Access-Lists

1. Connect to the 2600A router and type show access-list to see the list configured on the router.

2. Type either show ip access-list or show access-list 10 to gather specific list configurations.

3. To see which interface has access-lists applied, use the show ip interface command. 

4. The show running-config shows both the acl and the interface where it is applied.

Lab 10.3: Applying an Access-List to a VTY Line

1. 2600A: Remove access list group 10 from the serial 0/0 interface.
2. Verify that Hosts G and H can telnet into the 2600A router.

3. 2600A: Block telnet access for Host G and H, but allow all other devices to telnet to the 2600A router. 

4. 2600A: Apply the access-class directly to the VTY lines and not to an interface.

5. Verify that Host G and H can no longer telnet into the 2600A router.

6. Verify that router 2600C can still telnet into the 2600A router.

Lab 10.4: Extended IP Access-Lists

1. 2600A: Remove the standard access-list.

2. 2600A: Remove the standard access-group on the serial 0/0 interface.

3. Verify that Host G and H can now ping 172.16.60.2 and 172.16.60.3.

4. 2600A: Create an extended access-list to block telnet access into the 172.16.60.0 network, but still allow Hosts G and H to ping Host E.

5. 2600A: Apply this access-list to the serial 0/0 interface to filter the packets coming into the router.

To stop the packets close to the source, create the IP Extended Access-List on the 2600F router.

6. First delete the configuration on the 2600A router. 

7. Remove the access-list on the serial 0/0 interface of 2600A.

8. 2600F:  Block telnet access into the 172.16.60.0 network, but still allow Hosts G and H to ping HostE.

9. Now, apply this access-list to the interface fastethernet 0/0 of the 2600A router to filter the packets coming out of the router trying to go to 172.16.60.0.

10. Test the access-list by trying to telnet 172.16.60.2.  You cannot telnet to a host so don’t bother trying.  All other devices should be able to telnet to 172.16.60.2.

Lab 10.5: Verifying Extended IP Access-lists

1. From the 2600F router, type the show access-list command to see the configured list.

2. Use the show access-list 110 command to see only list 110. 

3. Use show ip access-list to see only the IP access-list configured on the router.

4. Verify which interface has an access-list set by using the show ip interface command on the 2600A router.

Lab 11.1: Configuring PPP Encapsulation

1. Connect to the 2600E router and change the encapsulation on the serial links from HDLC to PPP.

2. Connect to the 2600F router and change the encapsulation on the serial links from HDLC to PPP.

3. Connect to the 2600A router and change the encapsulation on the serial link from HDLC to PPP.

4. Connect to the 2600B router and change the encapsulation on the serial link from HDLC to PPP.

5. Connect to the 2600C router and change the encapsulation on the serial link from HDLC to PPP.

6. Connect to the 2600D router and change the encapsulation on the serial link from HDLC to PPP.

Lab 11.2: Verifying PPP Encapsulation

1. 2600A router:  Use the show ip route command to verify the network is still running. 

2. 2600B router:  Use the show ip route command to verify the network is still running. 

3. 2600C router:  Use the show ip route command to verify the network is still running. 

4. 2600D router:  Use the show ip route command to verify the network is still running. 

5. 2600E router:  Use the show ip route command to verify the network is still running. 

6. 2600F router:  Use the show ip route command to verify the network is still running. 

7. 2600F router:  Use the show interface command to see the serial link encapsulation.

8. 2600E router:  Verify the encapsulation by using the show interface command.
Lab 11.3: Configuring PPP Authentication with CHAP

1. 2600A router:  Create a username of 2600E, a password of cisco, and configure the serial interface 0/0 to use ppp authentication of chap. 

2. 2600B router:  Create a username of 2600E, a password of cisco, and configure the serial interface 0/0 to use ppp authentication of chap.
3. 2600C router:  Create a username of 2600F, a password of cisco, and configure the serial interface 0/0 to use ppp authentication of chap.
4. 2600D router:  Create a username of 2600F, a password of cisco, and configure the serial interface 0/0 to use ppp authentication of chap.
5. 2600F router:  Create a username of 2600C and 2600D, a password of cisco for both, and configure the serial interface 0/0 and 0/1to use ppp authentication of chap.
6. 2600E router:  Create a username of 2600A and 2600B, a password of cisco for both, and configure the serial interface 0/0 and 0/1to use ppp authentication of chap. 
Lab 11.4: Verifying PPP with Authentication

1. 2600A router:  Use the show ip route command to verify the network is still running. 

2. 2600B router:  Use the show ip route command to verify the network is still running.
3. 2600C router:  Use the show ip route command to verify the network is still running.
4. 2600D router:  Use the show ip route command to verify the network is still running.
5. 2600E router:  Use the show ip route command to verify the network is still running.
6. 2600F router:  Use the show ip route command to verify the network is still running.
7. 2600F router:  Use the show interface command to see the serial link encapsulation.

8. 2600E router:  Verify the encapsulation by using the show interface command.
Lab 11.6: Configuring Frame Relay Switching

1. 2600E router:  Type erase start then reload.
2. 2600F router:  Type erase start then reload.

3. 2600E router:  Configure the hostname and passwords. 

4. 2600F router:  Configure the hostname and passwords. 

5. Once the routers are clear, make them a frame relay switch with the frame-relay switching command. 
6. Next, every DLCI on the switch needs to be mapped. Since the 2600A and 2600F routers will not be connected with the backbone, the same configuration can be used
7. On the frame relay switch, use the frame relay route command to map each and every DLCI. 

8. Connect to the 2600E router and configure the Frame Switching. 

9. Connect to the 2600F router and configure the Frame Switching.

Lab 11.7: Configuring Frame Relay with Subinterfaces

1. 2600A router:  Configure the serial 0/0 interface with a Frame Relay subinterface. 
2. 2600B router:  Configure the serial 0/0 interface with a Frame Relay subinterface. 

3. Verify the Frame-Relay connection is valid by pinging from the 2600A router to the 2600E router. 

4. 2600C router:  Configure the serial 0/0 interface with a Frame Relay subinterface. 
5. 2600D router:  Configure the serial 0/0 interface with a Frame Relay subinterface. 

6. Verify the Frame-Relay connection is valid by pinging from the 2600C router to the 2600D router. 

Lab 11.8: Verifying Frame Relay

1. The show frame-relay lmi command will give you the LMI traffic statistics exchanged between the local router and the Frame Relay switch. 

2. The show frame pvc command will list all configured PVCs and DLCI numbers. 
3. Use the show interface command to check for LMI traffic. 
4. The show frame map command will show you the Network layer-to-DLCI mappings.
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