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LAB 10.6.6-SUBNETMASK 

1-CLASS C WITH 2 SUBNETS-WORKSHEET

Step 1. IP address basics.

Explanation: IP network addresses are assigned by the Internet Network Information Center (InterNIC). If your organization has a class A IP network address, the first octet (8 bits) is assigned by InterNIC and your organization can use the remaining 24 bits to define up to 16,777,214 hosts on your network. This is a lot of hosts!  It is not possible to put all of these hosts on one physical network without separating them with routers and subnets. 

A workstation might be on one network or subnet and a server might be on another network or subnet. When the workstation needs to retrieve a file from the server it will need to use its subnet mask (default SNM or custom SNM) to determine the network or subnet that the server is on. The purpose of a subnet mask is to help hosts and routers determine the network location where a destination host can be found. Refer to the following table to review IP address classes, default subnet masks, and the number of networks and hosts that can be created with each class of network address.

	Address

Class
	1st Octet

Bit Pattern

Pg. 391
	1st Octet 

Decimal Range

8-bits/Octet

27 – 20
	Network 

& Host ID

N=Network

H= Host
	Default

Subnet Mask
	Number

of 

Networks
	Hosts 

per

Network

	A
	0 = 27
	1-126
	N.H.H.H
	255.0.0.0
	126 = (27 – 2)
	16,777,214 = (224 – 2)

	
	
	0|0000001-0|1111110
	
	
	N = 0|7-bits 
	N.8.8.8

	
	
	
	
	
	7.H.H.H = 7 bits
	H = 24-bits

	B
	10 = 27 26
	128-191
	N.N.H.H
	255.255.0.0
	16,382 = (214 – 2)
	65,534 = (216 – 2)

	
	
	10|000000-10|111111
	
	
	N = 10|6-bits.8-bits 
	N.N.8.8

	
	
	
	
	
	6.8.H.H = 14 bits
	H = 16-bits

	C
	110 = 27 26 25
	192-223
	N.N.N.H
	255.255.255.0
	2,097,150 = (221 – 2)
	254 = (28 – 2)

	
	
	110|00000-110|11111
	
	
	N = 110|5-bits.8-bits.8-bits
	N.N.N.8

	
	
	
	
	
	5.8.8.H = 21 bits
	H = 8-bits

	D
	1110
	224-239
	Reserved for Multicasting

	E
	11110
	240-254
	Experimental:  Used for Research


* Class A address 127 cannot be used and is reserved for loopback and diagnostic functions.

Step 2. The “ANDing” process.

Explanation: Hosts and routers use the “ANDing” process to determine if a destination host is on the same network or not.             The ANDing process is done each time a host wants to send a packet to another host on an IP network. If you want to connect to a server, you might know the IP address of the server you want to connect to or you can just enter the host name (for example, www.cisco.com), and a Domain Name Server (DNS) will convert the host name to an IP address. 

First, the source host will compare (AND) its own IP address to its own subnet mask (default SNM or custom SNM). The result of the ANDing is to identify the network where the source host resides. It will then compare the destination IP address to its own subnet mask. The result of the 2nd ANDing will be the network that the destination host is on. If the source network address and the destination network address are the same, they can communicate directly. If the results are different, they are on different networks or subnets and will need to communicate through routers or might not be able to communicate.


