ECT265 - Cisco Networking Academy
TCP/IP Utilities Lab


TCP/IP Software Tools

(Revised 12/11/2002)

OBJECTIVES:

The student will be able to use various software tools to access and explore various aspects of the Network Lab.

DELIVERABLES:

1.
Using the attached worksheet, list the location of the utilities profiled in the lab (see example).

2.
Using the attached worksheet, provide a brief narrative describing these programs.

ACCOUNTABIILITY:

This lab is to be completed individually. The completed lab, with coversheet, will be due at the beginning of lab next week.

MATERIALS REQUIRED:

1.
PC Workstation

2.
Microsoft Windows

DISCUSSION:

This lab is a first exploration of the TCP/IP Protocol Suite’s testing and exploration software.        The student will use various utilities to access and discover data communication processes in the lab. Special attention will be placed on both nomenclature and on connectivity.

It is necessary to know the tools available to document, configure, troubleshoot, diagnose, and document a prototype or production network.  This lab introduces the software-based tools available on the lab workstations.  An introduction to hardware based ones will come later.

This exercise requires the student to demonstrate an awareness and basic ability to employ these software tools.

1. Program path
Find and record the “absolute path” to the following programs and describe what they do.

An absolute path is the location of a program on the hard drive in relation to the root directory. 

For example:  C:\> dos\bin\program.exe

	· telnet
	· route 

	· HyperTerminal
	· nslookup

	· ping
	· netstat

	· ftp 
	· nbtstat

	· ipconfig 
	· arp

	· tracert 
	


Try each program and record your results (See worksheet below).  One way to find out what a program does is to “fire it up and see what happens”.  This could have mixed results.  Another way is to type the name of the program at the command line followed by a question mark.  

For example:  C:\> telnet /?  

Or  

C:\> ftp -?

(Notice the two ways to use a question mark)

Yet another way to find out what a program does is to call up the Windows Help system and search for the name of the program.

2. Program:  telnet

· Open up a command line window (Start > Programs > Accessories > Command Prompt).

· Type telnet /? at the command prompt to see the command line options for telnet.  

For example:  C: \ > telnet /?

· Use telnet to access the router assigned to your lab team.

Type:  telnet ###.###.###.###

(# = IP address number)

· When prompted for a password use: Cisco

password: Cisco
· From there, telnet to the router assigned to the lab team one letter higher than your own.

· If you are team “C”, then telnet to the “D” team’s router.  It may require the same password.

· Once logged into the second router type:

show cdp neighbors 

press <ENTER> 

· Record the results and turn them in as part of the lab’s documentation.

3. Program:  HyperTerminal

· Start HyperTerminal.

· Fill in the following as required:


Name: lab
Connect using: TCP/IP (Winsock),

Then: host address (the IP address of your team’s router)

· All stations are in the equivalent of a telnet session with the team’s router.

· Login to the router.
password: Cisco 

· NOTE:  Because these passwords may have been changed because of previous lab activity, an alternative password may be required.

· If Cisco doesn’t work try Class. 

· Remember, passwords are case sensitive.

· Enter privileged mode by typing ENABLE and pressing <ENTER>. 

· If prompted for a password, and Cisco doesn’t work, try Class.
· The CLI prompt will change to Lab_X#.

· Type sh run and press <ENTER>. 

· Keep pressing <SPACE BAR> until the prompt returns.

· From the HyperTerminal menu select Edit/Select All, and then select Edit/Copy.

· Right-click on the Windows 2000 Desktop and select New/Text Document. 

· NOTE:  Selecting New/Text Document will make an empty file named “New Text Document” which may be behind the HyperTerminal screen. 

· Rename this file to Original Config.

· Open the Original Config file. 

· From the menu select Edit/Paste and then Save the file. 

· Clean up the text to match the sh run running configuration on the router or switch by deleting everything above the line that says Host name and everything after End near the end of the file.

· Save and close the file. 

· Make a copy of this file to a floppy disk because it is removed from the desktop when you logoff.

· Exit your session by terminating HyperTerminal.

4. Program:  ping

· From the command line of your PC, use ping to reach one workstation from each lab team. 

For example:  ping ###.###.###.###

· Record the results and turn in with lab documentation.

· From your command prompt, ping each of these sites and record the results.

· Compare with previous results.

· Type:  

	ping www.devry.com

· Record the results
	ping www.gilbarco.com
· Record the results
	ping www.devry-phx.edu
· Record the results


5. Program:  ftp

· At the command line, open an ftp session by typing:  ftp

· Open an ftp capable site identified by your lab instructor.

· Type a? at the FTP> prompt to see what utilities are available to you.

· NOTE:  You may want to pull up Windows’ help screen while you are exploring FTP.

· Fully identify the path to this remote file including the name of the file and its file size.

· Download the .PDF file to the local c:\temp folder. 

· Record the information that concludes the download and submit it with your lab documentation.

· Terminate the ftp session with the remote system and exit out of the command line.

6. Program:  tracert

· From your workstation’s command line, use tracert to reach one workstation from each lab team.  

For example:  tracert ###.###.###.###
· Record the results and turn in with lab documentation.

· Type:

	tracert www.devry.com

· Record the results
	tracert www.gilbarco.com
· Record the results
	tracert www.devry-phx.edu
· Record the results
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