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Project:  Network Design Project - Request for Proposal

Updated July 14, 2003

Presentations:  Week 12 and 14
Due:  Proposal Week 14

OVERVIEW:

	Project
	Local Area Network, which is part of a larger Wide Area Network.

	Customer
	Washington School District (WSD) in Phoenix, Arizona.

	Goal
	Design in detail the LAN specifications for Sunnyslope Elementary School.

	Presentation Format
	Formal document and PowerPoint presentation.

	Audience
	“IT Committee”, your classmates, and faculty.

	Floor Plans
	Blackboard ECT285 section.


SPECIFIC DELIVERABLES:

1. A written document detailing the following topics (as they relate to your assigned school) including the following sections:
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Summary

	Proposal
	Technical/Persuasive.

	No. of Presentations
	· Two oral presentations.

· One presentation details the same topics as your written proposal.

· Includes the same sections as the written proposal.



	Team Members
	All members of the team will present at least two sections of the presentation.

	1st Presentation Date
	Week 12:  September 29th – October 3rd

	1st Audience
	The class will function as a knowledgeable technical committee and will ask any member of the team questions about any part of the proposal.

	2nd Presentation Date
	Week 14:  October 13th – October 17th

	2nd Audience
	A less extensive presentation is to the Judges of the Project Fair.

	Team Presentation Order
	Decided Week 12

	Proposal Content
	Narratives, charts, graphics, and diagrams tables necessary to explain and detail your proposal.

	Proposal Format
	· Cover sheet

· Table of contents

· Overview

· Summary

· 8 ½” x 11” 20 lb. white paper
	· 1” margins

· 12 point font

· Single spaced text

· Stapled in the upper left hand corner 

· Do not use special bindings or binders.

	Due in Entirety
	Tuesday at noon, week 14. It will not be accepted late.


Request for Proposal General Requirements

	Network Type
	Enterprise-wide network which will include Local Area Networks (LANs) at each site and a Wide Area Network (WAN) to provide data connectivity between all school sites.

	Internet Access
	From any site in the school district.

	Post Network Goal
	The school district will implement a series of servers to facilitate online automation of all of the district’s administrative and many of the curricular functions.

	
	

	Network Lifespan Goal
	Minimum of 7-10 years

	Built-In Expandability Goals
	· 100( growth in the LAN throughput (minimum)

· 2( growth in the WAN core throughput

· l0( growth in the District Internet Connection throughput.

	Minimum Initial Requirements
	· 10 Mbps to any host computer in the network.

· 100 Mbps to any server host in the network.

	Allowable L3 & L4 Protocols
	· TCP/IP

· Novell IPX


SECTION 1 - WIDE AREA NETWORK

	WSD WAN
	Will connect all school and admin. offices with the district office for the purpose of delivering data.

	WAN Model
	Two-layer hierarchical. (Switch & Router)

	Regional Hubs
	· District Office/Data Center

· Service Center

· Shaw Butte Elementary School

	WSD Connection
	District Office/Data Center


	WAN Accepted Protocols
	TCP/IP & Novell IPX

	LAN to WAN filtered Protocols
	All non- TCP/IP & Novell IPX protocols by school WAN access router.

	Internet / Outside Network Access
	Provided by the District Office/Data Center through a Frame Relay WAN link.

	Other network connections allowed
	None for security purposes.
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SECTION 2 - LOCAL AREA NETWORK & WIRING SCHEME

	No. of  School LAN Segments
	2

	No. of District Office LAN Segments
	2

	School LAN Segments
	· Student / Curriculum usage (N1)

· Teacher / Administration usage (N2)

	LAN Speeds
	· Ethernet 10BASE-T

· 100BASE-TX

· 100BASE-FX.

	Horizontal (Network Device) Cable Type
	CAT5 UTP with the tested capacity to accommodate 100 Mbps. (Suggests CAT5e)

	Vertical (Backbone) Cable Type
	CAT5 UTP or fiber optic multi-mode cable.

	Compliance Standard
	TIA/EIA-568-A and TIA/EIA-569 standards.

	LAN Infrastructure
	Ethernet LAN switching

· Allow for a migration to faster speeds (more bandwidth) to the individual computers and between MDFs and IDFs without revamping the physical wiring scheme to accommodate future applications.  (See Built-In Expandability Goals on pg. 2)

	School MDF
	· Established as the central point to which all LAN cabling will be terminated.

· Will also be the point of presence (POP) for the Wide Area Network connection. 

· All major electronic components for the network, such as the routers and LAN switches, will be housed in this location.

	School IDF
	· When horizontal cabling lengths exceed TIA/EIA-568-A recommended distances.

· Where site conditions dictate. 

· The IDF will service its geographical area be connected directly to the MDF in a STAR or EXTENDED STAR topology.


	Segments / Networked Room
	1 – Student / Curriculum (N1)

1 – Teacher / Administration (N2)

	No. of Workstations / Networked Room
	25 Workstations

24 – Student / Curriculum (N1)

1 – Teacher / Administration (N2)

	No. of Data Cable Runs / Networked Room
	3 – Student / Curriculum

1 – Teacher / Administration

	Horizontal (Network Device) Cable Type
	CAT5 UTP with the tested capacity to accommodate 100 Mbps. (Suggests CAT5e)

	Termination Location
	Closest MDF or IDF.

	Wiring POP / Networked Room
	· 1

· Lockable Cabinet

· Network Equipment (hubs, switches, etc.)

· Cable distributed within the room via decorative wire molding.


[image: image2.png]D d Settings\rgulledge\My Do 0_Networking_Academy\04-CliA0202)tcs\med oso <plor =10l x|

File Edit View Favorites Tools Help _ ‘”
OO 11 B B e oo @ @ - L 0 - @ B
Aderess [ Copocuments snd Stings rquledge ¥y DocumentCico_Networing_Academy \0+-CNAD2D2\cs i i ELEIEE
1]| School Infrastructure- Dual LAN
H | Connectivity
3
. o
- —R
5 = - e, P P
. | 1
- Network 1 [ 1
Fier ot > (ifnecessary)

vee [ ]
Network 2 <

@ Network 1 Network 2 o
-, &= =
HEC 2 spare

- I =

et 1

c.

4:CAT 5 (Data) 10 Mops

© Cisco Systems,

=

[ [ [ [3 My Computer 7
£] C:\Documents and Se... Jéggagua 11:05AM
REFEDE  Tuesday





SECTION 3 - DISTRICT SUPPLIED SERVERS AND FUNCTIONS

	File Server Types
	Enterprise / Workgroup

	Server Network Topology Placement
	According to function and anticipated traffic patterns of users.


DOMAIN NAMES SERVICE and EMAIL SERVICES

	DNS & EMAIL Implementation
	Hierarchical

	DNS & EMAIL Service Main Location
	Master server at the District Office.

	DNS Server - Additional
	Each District Hub to support the individual schools serviced out of that location.

	DNS Host
	· Each school site.

· Maintains a complete directory of all staff personnel and school student population.

	Email Host
	· Each school site (Local Post Office).

· Email school host will be the local post office box and will store all e-mail messages.

	Update DNS Process
	Flows from the individual school server to the Hub server and to the District server.

	District Master Server Redundancy
	All regional servers will have the capability to communicate between themselves.

	District Master Server Restore Method
	Regional servers queried to acquire the needed information.


ADMINISTRATIVE SERVER

	WSD Computing Goal
	Totally automated server based administration system.

	WSD Goal Implementation / School
	Each school location will contain an Administration server that will house the student tracking, attendance, grading, and other administration functions.

	School Administration Server Protocols
	This server will be running TCP/IP as its OSI L3 & L4 protocols.

	School Administration Server Authorized Users
	Only teachers and staff.


LIBRARY SERVER

	WSD Library Computing Goal
	· Automated library information and retrieval system.

· Will house an online library for curricular research purposes.

	WSD Library Server Protocols
	This server will be running TCP/IP as its OSI L3 & L4 protocols.

	WSD Library Server Authorized Users
	Anyone at the school site.


APPLICATION SERVER

	School Application Server
	· Central server at each school location.

· Word processing, Excel, PowerPoint, etc.

· Server application versions eliminate need for individual WS versions.

· Upgrading applications takes place on server, not individual workstations.

	School Administration Server Protocols
	This server will be running TCP/IP as its OSI L3 & L4 protocols.

	School Administration Server Authorized Users
	Anyone at the school site.


OTHER SERVERS

	Additional School Servers
	Departmental (workgroup) servers

	Additional School Server Placement
	According to user group access needs.

	Additional School Server Placement Requirements
	A submitted analysis for the purpose of determining placement of the server on the district network.


SECTION 4 - ADDRESSING AND NETWORK MANAGEMENT

	TCP/IP Addressing
	A complete addressing and naming convention scheme for:

· All hosts

· Servers

· Network interconnection devices.

	TCP/IP Addressing Administration
	· The District Office.

· Unauthorized addresses will be prohibited.

	TCP/IP Addressing Implementation
	Consider Class A, B, and C Addresses with:

· Appropriate subnetting

· Network Address Translation (NAT)

· Private Network Numbers.


	School Administrative Network (N1) Computers
	Static addresses

	School Curriculum Network (N2) Computers
	· Addressing by using Dynamic Host Configuration Protocol (DHCP).

· A school server should be running DHCP.

· DHCP addresses should be consistent with District Addressing Scheme.


	Master Network Management Host
	· Established at the District Office

· Will have total management rights over all devices in the network.

· Will serve as the router configuration host.

· Will maintain the current configurations of all routers in the network.

	Regional Hub Network Management Host
	· Established at each region hub.

· Data management scheme:  Simple Network Management Protocol (SNMP).

	Regional Router Configuration Source
	Pointed to the Master Network Management Host.

	Super User Password Maintenance
	· The District Office.

· For all network devices.

	Network Device Configuration Authorization
	· The District Office.

· Routers, LAN Switches, etc.
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SECTION 5 - SECURITY

	External Threats / Internet Connectivity
	· Double firewall implementation

· Used for all Internet-exposed applications residing on a public backbone network.

	School Private Network Blockage / Refusal
	· All connections initiated from the Internet to the school’s private network.

	District Logical Network Security Model
	· Administrative

· Curriculum

· Internet / External

· Secured interconnections between all 3 connections.
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	District Security Model LAN Requirements
	· Two LAN infrastructures.

· Student / Curriculum (N1)

· Teacher / Administrative (N2)
	· Location

· At all Schools

· The District Office

	Computers and File Servers
	· Categorized according to its function.

· Placed on the appropriate LAN segment.

	No. of File Servers / School
	One for each LAN segment.

	School Applications
	Categorized and placed on the appropriate server.

	Router Access Control Lists (ACLs)
	· Student / Curriculum (N1) traffic will be prohibited on Administration (N2).

· Exceptions to this ACL can be made on an individual basis.

· Applications such as Email and Directory services will be allowed to pass freely since they pose no risk.

	User ID and Password Policy
	Will be published and strictly enforced on all computers in the District.

	Internet Connectivity
	Full access by all computers in the District network.

	ACL Control Location
	· The District Office

· Exceptions to the ACLs will be reviewed prior to implementation.
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SECTION 6 - INTERNET CONNECTIVITY

	Internet Access Sole Point of Contact
	· The District Office.

· This connection will be highly controlled.

· Single point of contact for all schools and organizations within the district.

	Internet Connection Bandwidth 
	Upgraded as usage dictates.

	Internet Connection Security
	Double firewall implementation with an Ethernet PSTN backbone established for internet exposed services.

	Internet Exposed Services
	· Master E-mail, Master Domain Name Services (DNS), World Wide Web server.

	School Private Network Blockage / Refusal
	· All connections initiated from the Internet to the school’s private network.

· Access Control Lists (ACLs) on the routers that make up the double firewall.

	Internet Permitted Connectivity
	· From the District Schools to the Internet will be permitted to communicate freely.

· E-mail and DNS services will communicate freely in both directions. 

· Pose no security threat.

	Web Servers
	· Located on the public backbone

· Partitioned to allow any school to install a Web home page.

	Web Servers - Additional
	· Schools requiring an independent web server host.

· This host will be placed on the public network backbone.

	Web Servers - Forbidden
	Individual Web servers that need total exposure to the Internet will not be permitted on the internal District network.
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SECTION 7 - USER COUNTS

Threaded Case Study - User Counts at each site

Elementary School District Addressing

	Student / Curriculum (N1) usage
	250 computers in each school (maximum)

	Teacher / Administration usage (N2).
	75 computers in each school (maximum)

	Layer 1 Wiring Run Needs / Room

( Labeled as “1” on the site drawing )
	· Accommodation for up to 25 computers / room:

· 3 runs for up to 24 Student/Curriculum computers (N1).

· 1 run for the Teacher/Administration computer (N2).


Washington Elementary School District

	Regional Hub I
	· 1  District Office/Data Center (N2 = 75)

· 11 schools (N1 = 250 & N2 = 75 per school )

	Regional Hub II
	· 1  Service Center (N2 = 75)

· 11 schools (N1 = 250 & N2 = 75 per school )

	Regional Hub III
	· 1  Community School (N2 = 75)

· 10 schools (N1 = 250 & A = 75 per school )


	I. District Office/Data Center (Admin)

1. Desert Slope

2. Sunnyslope

3. Mountain View

4. Road Runner

5. Washington

6. Lake View

7. John Jacobs

8. Iron Wood

9. Desert Foothills

10. Chaparral

11. Cholla
	II. Greenway / Service Center (Admin)

1. Sunset

2. Acacia

3. Mountain Sky

4. Tumbleweed

5. Sweetwater

6. Sunburst

7. Sahuaro

8. Blue Sky

9. Moon Mountain

10. Lookout Mountain

11. Abraham Lincoln
	III. Sunnyslope / Shaw Butte (School)

1. Richard E. Miller

2. Royal Palm

3. Alta Vista

4. Cactus Wren

5. Manzanita

6. Maryland

7. Ocotillo

8. Orangewood

9. Palo Verde

10. Arroyo

11. * Community School


Notes:

· 4 – T1 data lines will provide Point-to-Point connectivity between each of the three Regional Hubs.

I. Data Center

II. Service Center

III. Shaw Butte School

· One T1 data line will provide Point-to-Point connectivity from each Regional Hub to each connected site.

· One T1 speed data (Frame Relay) line will connect all sites to the Internet. This connection will occur at the District Office/Data Center, from the firewall routers to the Frame Relay “cloud”.

· One site (Community school) will access the district WAN via ISDN.

· Site routers will have modem connectivity to the Data Center and Service Center for ease of router maintenance and enforcement of district-wide network administration policies.

Washington School District Map
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District Office
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