CIS126CA Unix Level 3: Ch 12 & 13 - Unix Commands


	Ch 12 - Programming Commands

	trap “optional commands” signalnumbers
	Traps a command’s default action or executes a different command associated w/ signal #

	trap “ “ signum signum signum
	The associated signal numbers are ignored and the script keeps running

	trap signum signum signum
	The signal numbers are untrapped/restored

	stty command
	Set and display terminal characteristics that can be modified

	tput terminfo
	Allows a print out of a terminals capabilities that can be used in scripts

	tput sgr0
	Turns off all the user-defined terminal attributes

	tput -option termcmd
	Executes the terminal command

	;
	 Can be used to execute a command after an echo command execution

	:
	Can be used to place multiple commands on a command line

	
	

	variable=`tput termcmd`
	Associates a variable with a terminal command

	case-in-esac
	Enables selective command execution based on variable pattern matching

	

	Ch 13 - Disk Space

	df
	Shows total amount of used disk space or used specified file system space (blocks and i-nodes)

	df -t
	Shows total number of blocks in file system

	du
	Reports each directory in file system and number of blocks used by files.  - a -b -s

	Banner, Type, Time, Calendar, Finger, Tar, Spell

	banner string
	Creates banners, signs, report titles, etc. to standard output or printer

	at string
	Allows running of a command(s) at a later time.  -l -m -r

	type string
	Shows if a command is built-in shell or a OS program

	time string
	Shows the amount of real time, user time, or system time used to execute a command/program

	calendar
	A file called calendar must be created in $HOME to reference calendar events

	finger
	Shows logged in user, name, tty, idle, when, where of logged on user(s).  -b -f -h -l -p -s

	tar filenames
	Copies a set of files into a single archive file.  -c -f -r -t -x -v

	spell
	Checks word spelling in documents against dictionary.  -b -v -x

	Security

	/etc/passwd
	File that contains each users encrypted password 

	login-name
	User login name

	password
	Encrypted password

	user-ID
	User ID number

	group-ID
	Group member relation

	user-info
	Identifiable info

	directory
	Absolute pathname of HOME directory assigned to user

	program
	Program executed after user logs in

	File & Directory Permission

	chmod ### filename , chmod ### dirname
	Used to change the file or directory access permission

	o
	g
	o
	File permissions are assigned to owners, groups, and others

	r
	w
	x
	file security permissions for read, write, and execute

	4 2 1
	4 2 1
	4 2 1
	Numerical equivalents of read, write, and execute

	File Encryption

	crypt xyz < filename > filename.crypt
	Encrypts a file with a user chosen password (xyz)

	crypt xyz < filename.crypt > filename
	Decrypts a file with a user chosen password (xyz)

	FTP

	ftp
	File transfer program & protocol used to transfer ASCII & binary files between computers

	ftp servername
	Format for establishing an ftp connection

	hash
	Command used to display ##### when a block of 8192 bytes has transferred (toggles on/off)

	lcd
	Allows directory changes on the local host computer

	cd
	Allows directory changes on the remote host computer

	anonymous
	Special restricted account name that requires an email address as the password

	Compressed Files

	compress filename
	Compresses file size to save directory space and encrypts file (.Z)

	uncompress filename
	Uncompresses a compressed/encrypted file
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