MST 155 3167 Fall 2004 Quiz 2 Prep


1. Which of the following involves verifying the identity of users before they can access the network?

a) authorization 

b) confidentiality 

c) authentication 

d) auditing 

No answer given yet

2. All of the following are default file systems settings applied when you format a drive with the NTFS file system except __________.

a) the Users group has just the Read permission for the drive 

b) the Administrators group has full control over the entire drive 

c) members of the Users group cannot modify or delete files or folders except in their own home directory 

d) the Everyone group can execute, list, and read all files and directories 

No answer given yet

3. How are hidden shares named?

a) with a drive letter and a % sign 

b) with a drive letter and a $ sign 

c) with a domain name and a $ sign 

d) with a domain name and a % sign 

No answer given yet

4. What is the default permission for Enterprise Admins?

a) full control over the domain, but no permissions in other domains 

b) read permission for the domain 

c) full control over the entire forest 

d) none of the above 

No answer given yet

5. What is the default audit setting?

a) audit only failures 

b) audit only successes 

c) audit successes and failures 

d) none of the above 

No answer given yet

6. Which type policy would you use to set logon restrictions?

a) Password policy 

b) Account lockout policy 

c) Kerberos policy 

d) Security policy 

No answer given yet

7. Which security template requires digital signatures and encrypted communications for a domain controller?

a) Compatws.inf 

b) Hisecdc.inf 

c) Securews.infAAAA 

d) Rootsec.inf 

No answer given yet

8. Which security template removes all users from the Power Users group and makes Domain Admins and the local Administrator account the only members of the local Administrator group?

a) Securews.inf 

b) Compatws.inf 

c) Hisecws.inf 

d) Hisecdc.inf 

No answer given yet

9. Which type of resource record contains information about hosts on your network?

a) A 

b) NS 

c) SRV 

d) PTR 

No answer given yet

10. Which type of resource record identifies the DNS servers on the network?

a) A 

b) NS 

c) SRV 

d) PTR 

No answer given yet

11. Which type of resource record provides information on computers providing Kerberos, LDAP, and global catalog services?

a) A 

b) NS 

c) SRV 

d) PTR 

No answer given yet

12. Which of the following would you use on a DHCP client to determine if there was a rogue DHCP server on the network?

a) ipconfig /all 

b) tracert 

c) ping 

d) nslookup 

No answer given yet

13. Which of the following tools would you use to capture, display, and analyze statistics on network traffic?

a) Network Monitor 

b) Performance Logs and Alerts 

c) System Monitor 

d) Task Manager 

No answer given yet

14. In a multi-domain environment, where a firewall or filtering router separates two Active Directory domains, which ports must be open in order for MBSA to connect and authenticate to the remote network being scanned?

a) TCP ports 139 and 445, and UDP ports 137 and 138 

b) TCP ports 137 and 138, and UDP ports 139 and 445 

c) TCP ports 137 and 139 and UDP ports 138 and 445 

d) TCP ports 445 and 137 and UDP ports 137 and 445 

No answer given yet

15. Which port is used by DHCP?

a) 37 

b) 47 

c) 57 

d) 67 

No answer given yet

16. Zone database files are stored in the ___________ directory.

a) %systemroot%\system32\zone 

b) %systemroot%\system32\DNS 

c) %systemroot%\Windows\DNS 

d) %systemroot%\Windows\zone 

No answer given yet

17. Where do you set up Registry auditing?

a) Security Templates console 

b) Group Policy Object Editor 

c) Registry Editor 

d) Microsoft Baseline Security Analyzer 

No answer given yet

18. Which encryption type allows remote access clients to connect using 56-bit encryption key MPPE for dial-up for PPTP connections?

a) Strongest 

b) Stronger 

c) Strong 

d) Basic 

No answer given yet

19. Which of the following authentication protocols is the least secure?

a) PAP 

b) MS-CHAP 

c) EAP 

d) SPAP 

No answer given yet

20. Which of the following protocols provides authentication on the basis of a one-way hash?

a) PAP 

b) SPAP 

c) CHAP 

d) EAP 

No answer given yet

21. Which of the following protocols provides support for authentication methods such as smart cards?

a) PAP 

b) SPAP 

c) CHAP 

d) EAP 

No answer given yet

22. Which of the following statements about Standalone CAs is not true?

a) A Standalone CA cannot be removed from a network. 

b) Certificate enrollment is only accessible via the Microsoft Certificate Services Web Enrollment Support pages. 

c) Users must manually enter information to identify themselves when requesting a certificate. 

d) A Standalone CA can be installed on a domain controller, member server, or standalone server. 

No answer given yet

23. L2TP be used in conjunction with __________ in order for data to be encrypted.

a) PPP 

b) MPPE 

c) PPTP 

d) IPSec 

No answer given yet

24. The Authentication Header protocol provides all of the following except:

a) authentication 

b) integrity 

c) encryption 

d) anti-replay protection 

No answer given yet

25. What is the method of encryption specified by the IEEE 802.11b standard?

a) MPPE 

b) IPSEC 

c) WEP 

d) RADIUS 

No answer given yet

26. Which CA is designed to issue certificates to users and computers, and provides for auto-enrollment and approval of certificate requests by using information stored in Active Directory?

a) Enterprise Root CA 

b) Enterprise Subordinate CA 

c) Standalone Root CA 

d) Standalone Subordinate CA 

No answer given yet

27. Which field protects the packet from replay attacks?

a) Security Parameters Index 

b) Authentication Data 

c) Sequence Number 

d) Next Header 

No answer given yet

28. Which of the following requires third-party software in order to implement Terminal Services?

a) Windows 98 

b) Windows CE 

c) Windows NT 

d) Unix 

No answer given yet

29. The estimated number of users a Terminal Server with modern hardware (2+ GHz dual processor computers with 4 GB of RAM) can support is around __________ users.

a) 1-10 

b) 50-75 

c) 100-200 

d) 500-1000 

No answer given yet

30. When using Terminal Services, licensing costs typically include __________.

a) a Windows Server 2003 license 

b) a CAL 

c) a TS-CAL 

d) all of the above 

No answer given yet

31. As a general rule, you should allocate ______ bytes of bandwidth for each user.

a) 1,000 

b) 2,000 

c) 5,000 

d) 10,000 

No answer given yet

32. If you needed to support 200 users simultaneously, your total bandwidth requirements would be a total of _____ Mbps.

a) 1.2 

b) 2.2 

c) 3.2 

d) 4.2 

No answer given yet

33. If you currently have a total average throughput on your router of 900 Kbps, and an average processor utilization of 28%, what is the correlation between throughput and processor utilization?

a) 16 Kbps for every 1% of utilization 

b) 32 Kbps for every 1% of utilization 

c) 56 Kbps for every 1% of utilization 

d) none of the above 

No answer given yet

34. What is the first step to take when planning for Terminal Services?

a) determine how many Terminal Servers are required 

b) examine licensing costs 

c) consider redundancy and fault tolerance 

d) plot bandwidth requirements 

No answer given yet

35. Which TCP port does RDP use?

a) 3389 

b) 3398 

c) 3839 

d) 3983 

No answer given yet

36. What is the name of the client software that is used to connect to a Terminal Server?

a) Remote Client 

b) Remote Client Connection 

c) Remote Desktop 

d) Remote Desktop Connection 

No answer given yet

37. Where is the client software that is used to connect to a Terminal Server stored?

a) %systemroot%\system32\rdc 

b) %systemroot%\system32\clients\tsclient\win32 

c) %systemroot%\system32\tsclient 

d) %systemroot%\system32\clients\rdc\win32 

No answer given yet

38. Where is the 16-bit version of the client software used to connect to a Terminal Server stored?

a) %systemroot%\system16\rdc 

b) %systemroot%\system32\clients\tsclient\win16 

c) %systemroot%\system32\tsclient 

d) %systemroot%\system32\clients\rdc\win16 

No answer given yet

39. What dialog box must you access to configure Remote Desktop for Administration on a server?

a) Advanced 

b) System Properties 

c) Remote Desktop 

d) Remote 

No answer given yet

40. To start a Remote Desktop session on a client computer, what should you enter in the Open text box in the Run dialog box?

a) remotedesktop.exe 

b) mstsc.exe 

c) remtsc.exe 

d) mmc.exe 

No answer given yet

41. How does a user needing help typically initiate a Remote Assistance session?

a) by telephone 

b) through e-mail 

c) through Windows Messenger 

d) either b or c 

No answer given yet

42. What is the user needing help called?

a) Beginner 

b) Novice 

c) Remote Assistee 

d) none of the above 

No answer given yet

43. Which policy, when enabled, allows a Remote Assistance Expert to offer assistance to a user without requiring the user to initiate the Remote Assistance session?

a) Remote Assistance Expert 

b) Offer Remote Assistance 

c) Automatic Remote Assistance 

d) not possible 

No answer given yet

44. Which of the following cannot participate in a Remote Assistance session?

a) Windows XP Professional computer 

b) Windows 2003 Server computer 

c) Windows 2000 Professional computer 

d) both a and b 

No answer given yet

45. RDP supports which of the following?

a) automatic disconnection 

b) remote configuration 

c) encryption 

d) all of the above 

No answer given yet

46. Typically, users only utilize ___ bytes of bandwidth.

a) 100 

b) 500 

c) 1000 

d) 2000 

No answer given yet

47. Which of the following should you use in a thin client environment?

a) RAID arrays 

b) redundant power supplies 

c) UPS systems 

d) all of the above 

No answer given yet

48. Which of the following is the best description of Terminal Services?

a) Microsoft’s implementation of a centralized computing architecture 

b) Microsoft’s implementation of Web services 

c) Microsoft’s implementation of remote access services 

d) Microsoft’s implementation of security services 

No answer given yet

49. Which of the following are new features of the Terminal Services client?

a) alternate port selection 

b) ability to save connection settings 

c) ability to access network printers 

d) all of the above 

No answer given yet

50. Which of the following statements about Remote Desktop for Administration is not true?

a) You must be logged on as a member of the Administrators group in order to enable or disable Remote Desktop for Administration. 

b) All accounts used for remote connections must have passwords. 

c) You need an additional license to use Remote Desktop for Administration. 

d) The Remote Desktop Connection client is included in the default installation of Windows XP Professional. 

No answer given yet

51. A Remote Desktop client can connect to a server via which of the following?

a) network connection 

b) dial-up connection 

c) VPN connection 

d) all of the above 

No answer given yet

52. Which of the following statements about Remote Desktop for Administration is true?

a) You cannot share the Remote Desktop client folder. 

b) The Remote Desktop Users Group is provided in order to bypass the need to log on as an Administrator 

c) Users who make remote desktop connections do not need passwords. 

d) There are no security hazards related to using Remote Desktop for Administration. 

No answer given yet

53. __________ is an application service that enables clients to access a server remotely to execute, process, and store data on the server.

a) IIS 

b) Thin client services 

c) Terminal Services 

d) Remote Desktop services 

No answer given yet

54. To enable Remote Desktop for Administration, use the __________.

a) Remote tab in the System Properties dialog box 

b) Remote tab in the Remote Desktop dialog box 

c) Remote Desktop tab in the System Properties dialog box 

d) Remote Desktop tab in Remote Desktop dialog box 

No answer given yet

55. Which tool should you use to diagnose the problem when two or more computers are not able to exchange data due to a hardware or software problem?

a) Event Viewer 

b) System Monitor 

c) Network Monitor 

d) Performance console 

No answer given yet

56. In what format does Network Monitor display network data?

a) in the form of a text file 

b) in the form of an excel file 

c) in the form of frames 

d) in the form of a database file 

No answer given yet

57. Which of the following does a frame contain?

a) information about the protocol being used 

b) the source computer address 

c) the destination computer address 

d) all of the above 

No answer given yet

58. The version of Network Monitor installed with Windows Server 2003 can do all of the following except __________.

a) capture information being sent directly to or from the Windows Server 2003 computer 

b) capture all data packets sent to any MAC address that are received on the network interface 

c) display information being sent directly to or from the Windows Server 2003 computer 

d) capture and display broadcast packets being send directly to or from the Windows Server 2003 computer 

No answer given yet

59. Which of the following requires the SMS version of Network Monitor?

a) capture information being sent directly to or from the Windows Server 2003 computer 

b) capture data between two clients (not including the Windows Server 2003 computer on which Network Monitor is installed) on a remote network 

c) capture and display broadcast packets being send directly to or from the Windows Server 2003 computer 

d) display information being sent directly to or from the Windows Server 2003 computer 

No answer given yet

60. Which utility can you use to verify TCP/IP configurations for the network interface cards on a system?

a) Tracert 

b) Nslookup 

c) Ipconfig 

d) Ping 

No answer given yet

61. Which of the following can cause network communication problems between clients?

a) an incorrect DNS server address 

b) a duplicate IP address 

c) different network masks on the same network 

d) all of the above 

No answer given yet

62. Which of the following utilities enables you to verify connectivity between networks?

a) Ipconfig 

b) Tracert 

c) Ping 

d) Nslookup 

No answer given yet

63. The process that Network Monitor uses to collect and display network traffic is called __________.

a) collecting 

b) capturing 

c) framing 

d) none of the above 

No answer given yet

64. If you have more than one network adapter, how can you determine which network adapter is which?

a) run Ipconfig /all 

b) run Tracert 

c) run Nslookup 

d) run Ping 

No answer given yet

65. Where does Network Monitor display the session statistics of captured data?

a) in the Network Monitor window 

b) in the Network Monitor Capture window 

c) in the Network Monitor Frame window 

d) in the Network Monitor Display window 

No answer given yet

66. Which pane displays summary statistics of network activity since the capture process started?

a) Station Stats 

b) Basic Stats 

c) Session Stats 

d) Total Stats 

No answer given yet

67. Which pane displays statistics about the current sessions of the network?

a) Graph 

b) Total Stats 

c) Session Stats 

d) Basic Stats 

No answer given yet

68. Which frame displays a graphical representation of current network activity?

a) Graph 

b) Graph Stats 

c) Basic Stats 

d) Total Stats 

No answer given yet

69. Which frame displays statistics about sessions established with the computer running Network Monitor?

a) Station Stats 

b) Total Stats 

c) Session Stats 

d) Basic Stats 

No answer given yet

70. Network Monitor interprets raw data collected during capture and displays it in the _________.

a) Capture Display window 

b) Capture Analysis window 

c) Captured Data window 

d) Capture Summary window 

No answer given yet

71. Which pane displays the contents of frames, including the protocols used to send them?

a) Detail 

b) Hex 

c) Summary 

d) Statistics 

No answer given yet

72. Which pane displays captured data in hexadecimal and ASCII format?

a) Hex 

b) ASCII 

c) Summary 

d) Statistics 

No answer given yet

73. Network Monitor displays statistics for _____ frames at any point in time.

a) 10 

b) 100 

c) 1000 

d) 10,000 

No answer given yet

74. Which command on the Capture menu would you use to display statistics for additional frames?

a) Add Statistics 

b) Capture More Statistics 

c) Clear Statistics 

d) Cancel Statistics 

No answer given yet

75. Network frames can be filtered on the basis of the __________.

a) protocol used to transmit the frame 

b) source or destination address of the frame 

c) content of the frame 

d) all of the above 

No answer given yet

76. Where can you specify criteria for capturing specific data?

a) Capture Criteria dialog box 

b) Capture Statistics dialog box 

c) Capture Conditions dialog box 

d) Capture Filter dialog box 

No answer given yet

77. To capture data from specific computers in a network, you need to know __________.

a) the host name of those computers 

b) the DNS name of those computers 

c) the domain name of those computers 

d) the IP address of those computers 

No answer given yet

78. Host names of computers are saved to a database file with a(n) ____ extension.

a) .db 

b) .exe 

c) .adr 

d) .nm 

No answer given yet

79. What do triggers require to function properly?

a) criteria and a condition 

b) criteria and permissions 

c) a condition and permissions 

d) a condition and a filter 

No answer given yet

80. Which trigger would you use to initiate a trigger based on the occurrence of a specified pattern in a captured frame?

a) Pattern Match 

b) Buffer Space 

c) Stop Capture 

d) No Action 

No answer given yet

81. Which trigger would you use to initiate a trigger when a specified portion of the capture buffer is used?

a) Pattern Match 

b) Buffer Space 

c) Stop Capture 

d) No Action 

No answer given yet

82. Which trigger type is used by default?

a) Pattern Match 

b) Buffer Space 

c) No Action 

d) Nothing 

No answer given yet

83. Which branch of the Capture Filter dialog box is used to specify protocols?

a) Address Pair 

b) Pattern Matches 

c) SAP/ETYPE 

d) all of the above 

No answer given yet

84. Which branch of the Capture Filter dialog box is used to specify the capture pattern of ASCII or hexadecimal data?

a) SAP/ETYPE 

b) Hex 

c) ASCII 

d) Pattern Matches 

No answer given yet

85. Which branch of the Capture Filter dialog box is used to specify computer addresses for capturing frames?

a) SAP/ETYPE 

b) Address Pair 

c) Pattern Match 

d) none of the above 

No answer given yet

86. What extension is used for saved display filter frames?

a) .adr 

b) .df 

c) .exe 

d) .doc 

No answer given yet

87. When a frame fails to reach its destination, this is known as a __________.

a) reset 

b) failure 

c) retry 

d) none of the above 

No answer given yet

88. Which column in the Network Monitor Capture summary pane lists a frame number for each frame captured in the capture session?

a) Frame 

b) Time 

c) Protocol 

d) Description 

No answer given yet

89. Which column in the Network Monitor Capture summary pane displays the IP/IPX address of the frame source, rather than the MAC address?

a) Src MAC Addr 

b) Dst MAC Addr 

c) Protocol 

d) Src Other Addr 

No answer given yet

90. Which column in the Network Monitor Capture summary pane displays a frame’s capture time?

a) Time 

b) Description 

c) Protocol 

d) none of the above 

No answer given yet

91. Which column in the Network Monitor Capture summary pane displays the protocol type used by the frame?

a) Protocol 

b) Description 

c) Time 

d) Src MAC Addr 

No answer given yet

92. Which column in the Network Monitor Capture summary pane displays the hardware address of the computer sending the frame or the router forwarding it?

a) Src MAC Addr 

b) Dst MAC Addr 

c) Type Other Addr 

d) Length 

No answer given yet

93. Which column in the Network Monitor Capture summary pane displays the hardware address of the destination computer?

a) Dst Other Addr 

b) Type Other Addr 

c) Dst MAC Addr 

d) Description 

No answer given yet

94. Which column in the Network Monitor Capture summary pane displays a brief description of the contents of the frame?

a) Type Other Addr 

b) Protocol 

c) Description 

d) General 

No answer given yet
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