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Introduction

On Tuesday, January 02, 2007, I took the $100 CCNA 640-821 INTRO exam at TechSkills.  As expected, I failed.  To pass, I needed 825 and I received 766.

Why did I fail?  Well, for one thing, I ran out of time.  You're given 75 minutes to answer between 45 and 55 questions.  I was given 42 questions and I think I answered 36.  Although, I had a sneaking suspicion that some of those questions were going to have “subsection” questions, and they did.

Of course, the question that hung me up was a seemingly elaborate simulation troubleshooting question, something the Cisco Networking Academy (CNA) never drills its students on to any meaningful extent to be competent troubleshooters.  Sure, we’re taught to ping connections and check for router and switch configuration problems.  Still, this simulation troubleshooting question was more advanced than anything we had been given in the courses.

After spending too much time on that question, I got as much completed as possible and went to the next question.  A few questions later, I got another “single” exam question with 5 subsection questions.  So, to say I was getting “just” 42 questions was a bunch of baloney.

Most likely, I believed the CCNA exam would have material that I had never seen, read about, been drilled in by the CNA study material, nor in the CNA CCNA courses I took at DeVry-Phoenix.  Cisco's CCNA Prep Center never had anything remotely similar to prepare me for some of the scenario questions I received.  One question wanted me to figure out if an interface was working properly based on interface readout stats, not just “line up, protocol up”.  Never had I been instructed or drilled in this method based on the provided stats readout in the exam.

Another question wanted me to drag and drop the proper hardware and their network cable connection to the corresponding places on the schematic, which was easy.  Then I had to figure what the IP address scheme should be for 4 devices based on given IP addresses and a choice of 6 IP addresses.  “Then”....”THEN”...the directions said I had to configure the two routers for whatever they needed to be configured for in order to have the network operate. 

As far as I could tell, I got a majority of the “question” (hardly singular) completed.  Although, when this extra layer was added, I knew it was going to take more time than I had to figure out the answers.  So, I went on to answer the rest of the questions as fast and accurately as I could in hopes of answering all of them.

If the exam would have consisted of the same types of “singular” question scenario questions like the practice tests provided on the CNA and CCNA Prep Center (18 questions for Module 1 and 23 for Module 2); for which I recently received 100% on Module 1 and in the 90% range for Module 2; I believe I would have passed the exam.  Instead, by studying all of the Cisco Press and related CCNA 640-821 materials used to prepare for the exam, I was left with a false sense of security.  As it stands, I'm in no rush to take the exam again.

At the moment, I’m reassessing what I should study and whether or not the CNA labs would be of any benefit.  Since I have RouterSim’s Network Visualizer 4.1, and have done those labs ad nauseam, as well as streamlined them, I didn’t feel the need to do the CNA labs.  Even so, I found about 20 of the 56 labs in module 2 that might be worthwhile for practice purposes.  Although, based on all of the CNA books I’ve read, router simulation programs I’ve used, and multiple choice/fill in the blank quizzes I’ve taken, revised, and created, I'm getting extremely tired, bored, and frustrated with the poor quality of the CNA curriculum material.

August 2005 to Present: Efforts Made and Study Materials Used

Even though I had been through the CNA CCNA curriculum (640-607) via courses at DeVry-Phx (2003), I bought the following book during the summer of 2004 as part of a set because it deals with the newest exam criteria (640-821 INTRO & 640-811 ICND).

CCNA Self-Study: Introduction to Cisco Networking Technologies (INTRO) 640-821, 640-801
It was immediately apparent that there were some glaring errors in it that I verified with my older CNA CCNA exam prep book used in my DeVry-Phx courses.  Amazon reviewers have also given this book low marks.
After finishing that INTRO book, I tried to use the following book as an alternate study guide.  It was one of the books out of the bundle I won for my team's CNA-CCNA network design project.  We received awards for “Best Technical Merit” and “People’s Choice”.

CCNA Flash Cards and Exam Practice Pack (CCNA Self-Study, exam #640-801), 2nd Edition
Eventually, I got frustrated trying to use the flash card program because of the infinite minutiae knowledge approach being used to reinforce simple concepts.  In other words, you weren’t just reading a singular answer.  You were reading a long drawn out paragraph of an answer for simple questions.  So, I decided to check out the other exam prep program on the CD.
The CD’s exam prep program is multiple choice and true/false oriented along with some network hardware configuration labs.  Although, there are problems with this exam prep CD.  A lot of the questions were obscure, meaningless trivia, topics not covered, or topics that were out of place, i.e. ICND questions in the INTRO level quizzes.

Evaluation: CCNA Self-Study Flash Card & Exam Practice 640-801- 2nd Ed. 2004 CD-ROM – 640-821 INTRO 258 Questions (.rtf)

When I finished with those two pieces of study material, I went to the CCNA Prep Center, took the Module 1 of 4 exam and got something like 50% correct (October 2005).  Some questions in that sample exam were tougher than either of the two study resource's sets of questions.  So, I thought I should buy the newest CNA CCNA prep book, which I did and read over several weeks.  Although, this book also took the infinite minutiae knowledge approach.  (See the latter half of Chapter 7).  Although, the book was better in some ways than the previous edition for the previous exam (CCNA 640-607), it fell short in other ways.

CCNA 1 and 2 Companion Guide, Revised (Cisco Networking Academy Program), 3rd Edition
When I finished reading that book, I moved on to the CD's exam prep material thinking it was going to be up to date and better than the previous edition's CD.  Unfortunately, the CD's exam prep material was a regurgitation of material on the CCNA Self-Study Flash Card & Exam Practice CD.  It included obscure, meaningless trivia, not covered topics, or outdated curriculum topics covered in the previous CCNA 640-607 exam.  Also, quizzes are based on multiple chapters clumped together in a range rather than testing you thoroughly one chapter at a time.
Evaluation: CNA CCNA 1 & 2 Companion Guide Rev. 3rd Ed 2005 CD-ROM – Quiz 251 Questions (.rtf)

Taking a Different Path

Finally, I got fed up with trying to make a concerted effort to study for this exam when I was being given haphazard and outdated study material.  As with most things, I decided to take matters into my own hands and make my own exam prep materials.  Rather than reinvent the wheel, I used the exam questions from both the “CCNA authorized self-study” book and the newest CNA CCNA book.  Then I bought a program that allowed me to have more control of what I would study for the exam.

Download.com - PEST--Professional Exam System 3.14 - Read the review: A fantastic program for the money. 12-Mar-2006 06:36:49 PM.

Vellosoft - Professional Exam System 3.14
CCNA Self-Study INTRO 640-821 2004 (.txt)

CNA CCNA 1 & 2 Revised 3rd Ed. 2005 (.txt)

Network Visualizer 4.1 (.txt)

Here are additional quizzes that I put together.
Common Port Numbers & Ranges (.txt)

EIA-TIA 568-B Wiring & Cables (.txt)

IOS Keyboard Commands (.txt)

IP Address Classes (.txt)

Router & Switch Configuration Syntax Formats (.txt)

Personally, I think my CCNA prep material is better and more comprehensive.  Sometimes the CNA study material drops the ball entirely.  When I took the end of chapter Q&A quiz in the book for Chapter 3 – Networking Media, there wasn't one question dealing with wireless connectivity.  Yet, wireless connectivity was covered extensively enough to warrant several quiz questions.

Once I was done with creating and revising those quizzes, I started to revise the labs used in a router and switch simulator program I bought from RouterSim.  The lab tutorials are straight out of the Sybex CCNA book written by Todd Lammle.  The problem is that the tutorials are “word-for-word” right out of the book and this guy can't write concisely.  He takes the conversational writing approach to teaching, as does Wendell Odom, Cisco Press’s “official CCNA study material” book author.  I dislike this writing style because it lends itself to rambling and babbling before getting to the point.  I don’t need funny warm and fuzzy personalities.  I need focused, concise, to the point instruction.  Although, the Sybex CCNA book did teach me some things far better than either edition of the CNA CCNA books.
In order to streamline the learning and application process, I took the Network Visualizer 169 page lab tutorial and cut it down to 100 pages.  Then I reduced that 100 pages to a 50 page “Create a network given this information.” tutorial.  Eventually, I reduced the 50 page document into a 24 page “Monkey See, Monkey Do” tutorial.  As I see it, once you do these labs enough times, you understand what needs to be done in order to achieve the objective without wasting time.  You don't need to re-read a bunch of gobbledygook.  Tell me what needs to be done so I can do it without having re-read a lot of long winded poor writing.
NetworkVisualizer 4.1 Complete Labs (.doc 100 pages)

NetworkVisualizer 4.1 Concise Labs (.doc 50 pages)

NetworkVisualizer 4.1 Simple Labs (.doc 24 pages)
Prior to Taking the CCNA Exam

Prior to taking the CCNA exam on Jan 2, 2007, I went back to the CCNA Prep Center (CCNAPC) and took the practice tests for modules 1 & 2.  I aced the module 1 test and got a 90%+ score on the module 2 test, even though it seemed to have some module 3 & 4 questions in it at the time. Then I tried this other INTRO test (.rtf) that the CCNAPC provided by an authorized exam administration company.  Well, that test was something of a joke (see remarks in document), but I got 79/86 = 91.86%.  Still, it was just another false sense of security exercise.
After using all the material listed above to study for the CCNA certification, I felt reasonably ready to take the exam.  Although, even with all of this preparation, I failed the exam.  For the past month, I’ve been doing anything but studying for the CCNA exam.  As it stands, I’m burned out on making a good faith effort over and above what most students would probably do to prepare for the exam.  I'm also tired of getting substandard study material that doesn't prepare me well enough to pass the exam, study material that I’ve had to revise to make better.  So, it’s time I shared my observations in the hopes that someone at the CNA and Cisco Press will take my constructive input seriously and make the necessary positive changes to the curriculum and materials provided to the students.
Observations Based on Experience

The CNA gives you a false sense of security by not preparing you properly or thoroughly in a relevant context that matches the CCNA exam.  As far as I'm concerned, the importance and validity of this cert is eroded by the inconsistent attention to detail paid to the study materials, the lack of accountability, and the near zero quality control provided by the CNA & Cisco Press.  The 3.0 curriculum debacle between the error filled book content vs. the online curriculum content documented on Amazon.com a few years ago is just such an example.  So much for  10 years of CNA effort.
Lack of CNA Alumni Exam Preparation Example

My CNA CCNA class at DeVry-Phx was given a CNA CCNA practice exam to take after we had completed the course modules.  I didn’t take the practice exam because I didn’t feel realistically ready for it and because I was more interested in working on my team’s network design project.  Altogether, there were 4 project teams in my class.  Two of the four teams consisted of above average students ranging from the ages of 24 to 35 and I was on one of those teams.
Everyone was having difficulty with the CCNA practice exam.  The second team of above average students sat behind my team and most if not all of second team members were in their 30’s.  These were not dumb slacker students, of which there were a few in the class.  These were A-grade students.  Although, when I looked at one of the questions that was giving them problems, I knew right away why they and everyone else was having problems.  The problem question was a multifaceted scenario question.  We had never been drilled in these types of troubleshooting scenario questions by the instructor or via the course material.  As a result, the highest score achieved by one of the A-grade students was 34%.  Everyone else in the class scored much lower.

Part of the reason why we had not been drilled in troubleshooting scenarios is because DeVry-Phx did something very stupid at that time.  They crammed CNA CCNA modules 1 & 2 into one 16 week semester.  Modules 3 & 4, along with a network design project “and” an ‘Intro to Linux’ component “with labs”, was crammed into the other 16 week semester.  So, we barely had time to do anything more than read our books, do the “waste of time” engineering journal and workbook exercises, be assigned to do less than 10% of the labs from each module’s lab book, and take the “false sense of security” end of chapter online quizzes that a 4th grader could pass with flying colors.  Although, even if we had time, the CNA track record of drilling students in trouble shooting scenarios is spotty at best.

Leery and Disenchanted

Overall, I've gotten very leery and disenchanted with Cisco Press and the CNA when it comes to creating and providing quality study materials for the CCNA certification.  More than anything else, it seems the CNA & Cisco Press regurgitates the same material over and over again between editions with just enough re-write that they feel justifies labeling the books as “New & Improved”.  After reading two sets of these books that dealt with two different versions of the same certification, I can say with some degree of authority that Cisco Press and the CNA can't write good books.  More than anything else, I feel that the editors and staff that revise and edit these books are practicing job security.
The books are more of a Cobbled Collection of Networking Arcanery (CCNA).  Sometimes, they're all over the map or they delve into molecular and atomic levels of networking knowledge that doesn’t matter in the larger scheme of things for the novice (See Chapter 7).  Other times, they’re redundant every other sentence, paragraph, or page, as if Cisco Press and the CNA believe their audience has some form of amnesiac Attention Deficit Disorder (Yeah, thanks for the reminder, but I didn't forget what I read 5 pages ago!).  
This latter problem, along with unnecessary overviews (get to the point already), are both insulting and time wasting.  I understand the concept of reinforcement through repetition, but we’re not idiots.  Chapters 9 & 11 for modules 1 & 2 are a good example of redundant material.  Those chapters either need to be consolidated or the different covered complimentary material placed in separate chapters.  In essence, the authors can't get to the point and be concise while imparting practical and worthwhile information backed up by meaningful drilling exercises.

Cisco Press and the CNA are more concerned that you know the acronyms and theory rather than how to put it all together.  There's nothing from the step-by-step network building point of view.  Sure, there are labs, but there is an overwhelming lack of coherency in this material in terms of tying it all together.  The people that put this stuff together seem to be in some kind of fantasy la-la-land.  Rather than get praise for what you can do, you get dinged for not rote memorizing the esoteric stuff.  The priorities are backwards.

Overemphasis of Theory

The material that Cisco Press and the CNA give the students is either overly simplistic or too deep.  More often than not, the study material and end of chapter Q&A are focused on esoteric semantical nuances. The questions don't emphasize whether or not you can apply anything in a meaningful and practical context.  Some of these end of chapter questions are elementary school level.  Case in point:

Match the following definition with the appropriate word:  Read-write memory that is lost when the power turned off.
Microprocessor

ROM

Chassis

System unit

RAM

NIC

Expansion card

I used to get the following questions below wrong all the time.  Then I realized the reason why is because the questions in the book were wrong.  They had the wrong criteria mixed into the questions.  Here are the right answers:
What links enterprise customer headquarters, mobile workers, telecommuters, and branch offices to an internal network over a shared infrastructure? 

*Access VPNs 

Intranet VPNs 

Extranet VPNs 

Internet VPNs 

What links a headquarters' internal network over a shared infrastructure to regional and remote offices and is only accessible by the enterprise customer's employees? 

Access VPN 

*Intranet VPN 

Extranet VPN 

Internet VPN 

What links enterprise customer headquarters over a shared infrastructure to business partners outside of the network? 

Access VPNs 

Intranet VPNs 

*Extranet VPNs 

Internet VPNs 

What is the name for the part of the company's LAN that is made available to select parties such as suppliers, customers, or partners? 

The internet 

*The extranet 

The intranet 

The LAN

The trivial stuff

Identify two Gigabit Ethernet cable specifications.

My wrong answer: 1000BASE-TX

The second right answer: 1000BASE-CX

Why is my answer wrong?  It's wrong because the actual naming convention is 1000BASE-T not TX, i.e. a trivial trick question.  Also, according to Wikipedia, not that it’s Encyclopedia Britannica, 1000BASE-CX is not a general use media, but a specialized media.  So, here we are back to teaching esoteric semantical nuances.
Dinged if you do, dinged if you don’t
For which of the following would you not need to provide a crossover cable? 

Connecting uplinks between switches 

*Connecting routers to switches 

Connecting hubs to switches 

Connecting to a console port

Although, the answer “Connecting to a console port” is right too, but counted wrong when you chose it.  Technically, you wouldn't need a crossover cable if you were connecting to a console port.  You'd use a rollover cable when connecting to a console port.

The Playing Field, Continuity, Do It Yourself

The playing field from CNA courses to CCNA certification is far from level.  The student is given the material and the serious student studies the material thoroughly.  Yet, when tested via the certification, the student is expected to magically extrapolate an answer out of thin air at a level beyond the training or exposure provided in the study material.  
Ask me to do something that's at a level and relevance to what you've shown and expect from the books and study material provided.  Don’t just whip something out of thin air during the exam that the study material hasn’t drilled me on or that was mentioned once or in passing if at all.  Don’t tell me I’m going to have 42 questions to answer on the exam and then bushwhack me with 5 or more subsection questions masquerading as one question.  Granted, I’ll encounter things I don’t know while on the job and work towards a solution in an expedient fashion.  When taking a “timed” exam, I don’t have time to play “What if?” trial and error games.
There are continuity issues in the books in terms of tying the terminology and hardware into an active and functioning network.  By the time you read all the long winded gobbledygook, everything you read and previously understood starts to become an incoherent blurry mass of cryptic knowledge.  Networking is much easier than it’s explained in these books.

Back when I was at DeVry-Phx, I scanned entire chapters from each book and ripped out all the extraneous wordage in order to streamline the learning process.  What I ended up with was a concise and to the point set of chapters that were far shorter in reading length while still maintaining their instructional integrity.  There’s no reason why Cisco Press can’t do the same.  I’d be more than happy to submit examples of my work.

How Cisco Press & the CNA can Write Better Books

1. Use proper English.  You’re supposed to be learned and degreed people.  Set an example while teaching us the knowledge and tools of our trade.  Knock off the prepositional phrases.  Hire a regiment of university English teachers with red pens in hand if necessary to proof read your material before it goes to print.

2. Don’t explain something in 40 words that only requires 10 words.  Be concise.  Get to the point by not wasting time on overviews.  Contributing to the study material is not a literary license to be a blabbermouth.

3. Practice the K.I.S.S. principle.

· What is it?
· A router.
· Why is it important?

· You can’t have different internetwork communication between hosts and the internet without it.
· What does it do/how does it work?

· It routes packets using routing tables and routing protocols.
· How is it integrated and utilized in the network?

· How do you get it to work?
· Configuration examples.
· Can it be used in conjunction with other network devices?

· What are some symptoms of the device or its function not working correctly?

· How do you troubleshoot/fix it when something goes wrong? 
· Examples of troubleshooting most common problems.
4. Maintain term continuity through out all study material.  Decide on one term/definition to use throughout the study material.  Feel free to explain that this one term has associated synonyms.  When in doubt, call an apple an “apple”, not a Granny Smith, not a Braeburn, not a Red Delicious, call it an “apple”!  Don’t do the            Jim Lorenz bit of using different terminology in the labs that didn’t match the terminology used in the books (2nd Ed.).  Using multiple synonym terms interchangeably in the same chapter or exercise just confuses the novices (host, workstation, client, etc.).
5. Don’t shortchange the students by omitting valuable book CD study aids provided in previous editions.         The module 3 & 4 3rd edition book CD has less than 25% of the e-Labs provided on the 2nd edition book CDs.  Granted, the 2nd edition e-Labs contain IPX labs that aren’t part of the CNA CCNA curriculum anymore.  There are also e-Labs that can be done within the current online curriculum, which isn’t nearly as convenient as having the 2nd edition book CD e-Labs.  Based on the obscure, meaningless trivia, not covered material, or outdated curriculum topics that are on the 3rd edition semester 1 & 2 book CD, and the few labs that are on the semester 3 & 4 book CD, Cisco Press and the CNA have really done a disservice to the students.
CCNA 3 and 4 Companion Guide (Cisco Networking Academy Program), 3rd Edition - The Companion CD-ROM contains 25 e-Lab Activities.

The CNA CCNA 2nd Ed. CD’s (.rtf) contained:

66 Semester 2 e-Lab Activities

28 Semester 3 e-Lab Activities

18 Semester 4 e-Lab Activities

Total: 112 e-Labs that a student could do at his/her computer instead of going through the tedious process of logging onto the CNA.

6. If you’re going to grade CCNA exam takers based on “Design & Support”, “Implementation & Operation”, and “Technology” categories, make those categories plainly evident in the study material.  Point out where the  topic of the moment in the chapter body fits within those categories.  Doing the bit of, “This chapter satisfies these criteria categories for exams 801, 821, 811”, at the beginning of the chapter is vague and doesn’t count.
An Annoying Trend

An annoying trend I see on the CNA and CCNACP forums is people asking what other resources they should use to practice for the CCNA exam.  My question is, “Why should anyone have to use or buy additional resources or spend thousands of dollars on boot camp training if the CNA CCNA study material is created by the same people that create the CCNA exam questions?  Why can't I get comprehensive training and preparation from the Cisco Networking Academy CCNA books and labs without spending additional money?”.  Granted, I think buying RouterSim’s Network Visualizer was a good investment.  Still, one of the reasons I bought the 3rd edition CNA CCNA books is because of this blurb right inside the cover of the Cisco Networking Academy CCNA books:

“The same professionals who prepared the material in this book and the online curriculum prepared the questions on the CCNA exam.”

Logic would suggest that going to the source of the CCNA exam's questions would be a sure fire way to pass.  Obviously, that bit logic is flawed.  If Cisco Press and the CNA would make a greater effort to provide better study material, maybe more people would pass the first time provided they made the good faith effort.  After 10 years, Cisco Press and the CNA still have a ways to go to making this curriculum top notch.
Other Adult Students that Agree

#7.1.1 of 49 Re: Do you feel Cisco classes help you be better prepared for a technological world? by WStoffel1 Jun 28, 2004 6:15 pm
The classes may have prepared me a bit more for the technological world, just through some of the practical, if not limited, experience. But the classes certainly have not prepared me for the CCNA exam, which was evident in the failing grade I received. I got no more than two questions wrong on any exam, whether chapter test or final exam, I aced all of the labs, was the leader in my class and assisted the professor in many ways, I work in the IT field, I'm the only one qualified in my office to configure a router, and yet I managed to fail the CCNA exam. I have excellent study habits, I grasped the class well, though now I realize the trick to that is rote memorization. 

I'm severely disappointed that the class just simply does not prepare you for the test. I'm quite sure someone will rebuttal with "the class isn't designed to give out a CCNA," or "the class is only a tool, the onus is on you to prepare..." But that's exactly my point, after doing so well in the class, and studying another 3 months on my own before the test I felt very confident, given the materials I received from class and having done so well with them, it was an absolute travesty to have done so poorly on the exam. FYI, I have my MBA from NYU, I'm CNA certified, Network+ certified, Server+ certified and an MCP and prior to entering the IT field I was Licensed Series7 broker on Wall St so I think I know a little something about standardized testing...Just not the CCNA apparently.

#10. of 49 Teaching vs. Teching by srcolema Jul 5, 2004 2:11 pm
Cisco’s curriculum is more interested in tricking you than in teaching you. I can’t help but believe that the whole curriculum would be better if it was written by educators rather than technicians. Tricking you should be an advanced form of teaching only after you’ve mastered the concepts. The other problem is that Cisco doesn’t have a good quality control program. Can’t remember how many errors we found in semester 5. Only good thing about all the errors is that it teaches you how to trouble shoot. First you trouble shoot the labs then you complete the labs correctly.
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